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1. Administrator Guide for WorkZone Mobile
2021.0

This guide describes the WorkZone architecture that WorkZone Mobile is part of, security
considerations, how to install WorkZone Mobile, and other information relevant for a

WorkZone administrator.

Support matrix

WorkZone Mobile feature overview

Related product documentation

* WorkZone Mobile User Guide


https://docs.workzone.kmd.net/2021_0/en-us/Content/WZ_ReleaseNotes/Topics/SupportMatrix.htm
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_UserGuide/Home.htm
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2. What's new

WorkZone Mobile 2021.0

* Instructions for Intune users on how to set up security and access from mobile devices
are updated to include multi-factor authentication (step 14), setting up multi-factor

authentication, and logging in to edit the Office documents.

* Feature overview updates: chat enhancements. See Feature overview.

WorkZone Mobile 2020.3
Feature overview updates

* New chat enhancements.
* WorkZone Mobile version for Intune (i0S) now supports editing WorkZone documents

with Microsoft Office 365.

See Feature overview.

WorkZone Mobile 2020.2

* Chat module added to Feature overview.

* New task rank and view task as a single PDF file features (under Task module) are

now available for Android version. See Feature overview.

WorkZone Mobile 2020.1
No changes in this release.
WorkZone Mobile 2020.0
No changes in this release.

WorkZone Mobile 2019.3


https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_AdminGuide/Intune/Security.htm
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_AdminGuide/Intune/Security.htm#Set_MFA
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_AdminGuide/Intune/Security.htm#Set_MFA
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_AdminGuide/Intune/Security.htm#Log_in_edit_docs
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_AdminGuide/General/Feature_Overview.htm
https://help.workzone.kmd.dk/wzm/2020_3/adminguide/#WZM_AdminGuide/General/Feature_Overview.htm
https://help.workzone.kmd.dk/wzm/2020_2/adminguide/#WZM_AdminGuide/General/Feature_Overview.htm
https://help.workzone.kmd.dk/wzm/2020_2/adminguide/#WZM_AdminGuide/General/Feature_Overview.htm
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* WorkZone Mobile feature overview updated with the new task rank and view task

as a single PDF file features.
* WorkZone Mobile requirements to Citrix XenMobile infrastructure are updated.

* Instructions on publishing WorkZone Mobile in Citrix are updated to include MDX

19.X version.

WorkZone Mobile 2019.2

* The WorkZone Mobile app can now run on Android 8.X

* Guidance on how to configure Publishing the WorkZone Mobile Android app on

Microsoft Intune has been added to the guide.

WorkZone Mobile 2019.1

A version of WorkZone Mobile can now be installed and managed through Microsoft Intune.
See the WorkZone Mobile feature overview for an overview of the features that KMD

WorkZone for Intune supports.

WorkZone Mobile 2019.0

No changes in this release.

WorkZone Mobile 2018.2

No changes in this release.

WorkZone Mobile 2018.1

* You can now deploy WorkZone Mobile through Citrix XenMobile. See Citrix
XenMobile.

WorkZone Mobile 2018 (1283)


http://help.workzone.kmd.dk/wzm/2019_3/adminguide/Citrix/Requirements.htm
http://help.workzone.kmd.dk/wzm/2019_3/adminguide/Citrix/Publish.htm
http://help.workzone.kmd.dk/wzm/2019_2/adminguide/Intune/Publish_Android_app.htm
http://help.workzone.kmd.dk/wzm/2019_2/adminguide/Intune/Publish_Android_app.htm
http://help.workzone.kmd.dk/wzm/2019_1/adminguide/General/Feature_Overview.htm
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¢ An overview of which features are available on iOS and Android and on which device

type. See WorkZone Mobile WorkZone Mobile feature overview.

* You can now find instructions on how to deploy WorkZone Mobile using Microsoft

Intune. See Microsoft Intune.

WorkZone Mobile 2017 (4.5.3)

No changes.

WorkZone Mobile 2017 (4.5.2)

No changes.

WorkZone Mobile 2017 (4.5.1)

No changes.

WorkZone Mobile 2017 (4.5.0)

No changes.

WorkZone Mobile 2017 (4.3.1)

No changes.

WorkZone Mobile 2017 (4.3.0)

No changes.

WorkZone Mobile 2017 (4.2.0)

* WorkZone Mobile requires that WorkZone Mobile with policies is installed to be able to

open documents in PDF format in the document viewer. See Installing WorkZone
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Mobile.

* Supported document formats for document preview have been updated, see

Document formats supported in preview.
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3. About WorkZone Mobile

WorkZone Mobile is a mobile client in the WorkZone case and document management suite.
WorkZone Mobile allows the user to work with tasks, meetings, cases and documents from
mobile devices. WorkZone Mobile runs on both iOS and Android platforms. For an overview of

which features are supported on which platform, see WorkZone Mobile feature overview.

For an overview of what users can do with WorkZone Mobile, see Getting started with

WorkZone Mobile in the WorkZone Mobile User Guide.


https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_UserGuide/General/Getting_Started.htm
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZM_UserGuide/General/Getting_Started.htm
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4. WorkZone Mobile feature overview

The table below provides an overview of the WorkZone Mobile features that are available on

each platform.

Important: Please note that features marked by an asterisk (*) are currently not
supported by WorkZone for Citrix XenMobile. Features marked by two asterisks (**) are

currently not supported by WorkZone for Microsoft Intune and Citrix XenMobile.

iOS Android

Authentication

NTLM X X
OAuth X X
Basic X X

Task module

Task list X X
Task list sorting X X
Task detail view X X
Task ranking X X
Task - edit content X X
Task — preview document X X
Task - edit documents in PDF format X X
Task - view task as a PDF X -
Task - edit documents Office 365 * X -

Meeting module

10
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iOS Android

Meeting list X X
Meeting list filtering X X
Meeting detail view X X
Meeting - preview document X X
Meeting - edit document in PDF format X X
Meeting - edit document in Office 365 * X -
Meeting - annotate document copies X X

Chat module

View existing chats X X
Reply to existing chats X X
Create new chats for existing tasks X X
Add or remove chat participants X X
Preview chat documents X X
View chat documents metadata X X

Browsing WorkZone documents from

Office

Open and edit WorkZone documents from Office 365 * X X

Settings module

Settings module X X

URL in device settings (without MDM) X -

Notifications

11
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iOS Android

Notifications * X -

MDM/MAM Support

Device Wide VPN X X
Citrix XenMobile - Micro VPN X -
Microsoft - Enterprise Mobility Suite X X
MDM settings on device (Server, redirect URI, client ID, and user name) X -

Password change

Support for password change at expiration ** X X

Help module

Online Help X X

12



Administrator Guide

5. Architecture

The drawing below illustrates how WorkZone Mobile interacts with WorkZone and Microsoft

Office 365.

WorkZone Mobile

WorkZone Microsoft Office 365

> URL (Word, Excel, PowerPoint)
o | o

Data and document Document I/O

WORKZONE

* WorkZone is the back-end case and document management system. WorkZone
stores and manages data on cases, documents, parties, meetings, and tasks. The data

is exposed through standard REST services and WebDAV.

* WorkZone Mobile is a client. It fetches data through the WorkZone REST services
and stores current meetings, tasks, and their related documents locally on the device
for improved performance and offline scenarios. Data and documents that are no
longer relevant are removed automatically from the app storage. WorkZone Mobile
interacts with other apps and allows scenarios for copying documents to other apps,
and most importantly it supports scenarios for editing documents directly from Office
365. The editing is done through parsing a WebDAV URL to Word, Excel, or

PowerPoint.

* Microsoft Office 365 - Office is used for mobile document editing of WorkZone

documents. This is done using direct access to WorkZone WebDAV services. Office

13
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365 gets the WebDAV URL from WorkZone Mobile, and then Office 365 and
WorkZone WebDAV services handle the document I/0O (check-out, save, check-in).

Note that only Office formats supported by Office 365 mobile apps work.

14
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6. Security considerations

As most organizations apply WorkZone Mobile to scenarios for documents of high security and
confidentiality, it is very important to understand the level of security in the APP and the

surrounding infrastructure.

* Authentication - WorkZone Mobile supports authentication using OAuth (Azure
ADFS), NTLM (Windows Integrated), and Basic authentication. The recommended

setup is either OAuth or NTLM depending on the network setup.

¢ Authorization - The WorkZone back-end ensures correct access to resources for the
users that are logged in. See Register security in the WorkZone Configuration

Management Online Help.

* Network transport - HTTP and HTTPS are supported. It is recommended to use TLS
1.2. The highest level of TLS supported depends on the devices used in iOS the TLS

version 1.2 for Android its TLS version 1.2.

* Data security - The WorkZone Mobile database and file storage is protected by the
security on the device, both iOS and Android. Please refer to iOS Security guidelines
and Android Security guidelines. It is important that a device runs with the correct

security configuration enforced by a Mobile Device Management (MDM) system.

* Logging - All user actions are logged in the WorkZone Mobile back-end. See Use logs
and deletion logs for more about the use logs and deletion logs in the WorkZone

Operations Guide.

¢ Multifactor authentication - Multifactor authentication can be enabled in the MDM

system.

15


https://docs.workzone.kmd.net/2021_0/en-us/Content/WZCS_ConfigMgt_Guide/Security/Table_security/Register_Security_Content.htm
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://source.android.com/security/
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZ_OpsGuide/Monitor/Security/Use_log/Use_log_intro.htm
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZ_OpsGuide/Monitor/Security/Use_log/Use_log_intro.htm
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/. Installing WorkZone Mobile

Prerequisites:
* WorkZone PDF with policies must be installed. WorkZone Mobile uses the
WorkZone PDF Crawler module of WorkZone PDF to open documents in PDF format

in the document viewer.

If you do not install WorkZone PDF Crawler, documents will open in Quick Look.

See the WorkZone Installation Guide for information about installing WorkZone PDF

and the WorkZone PDF Crawler module.

* WorkZone 365 or WorkZone for Office must be installed, if you want to view on
your mobile device your WorkZone meetings created in Outlook using WorkZone
365 or WorkZone for Office. See Install WorkZone 365 and Install WorkZone for

Office instructions in the WorkZone Installation Guide.

Install WorkZone Mobile

WorkZone Mobile must be installed through a mobile device management (MDM) system.
An MDM system manages an organization's mobile devices from a central place. It handles
deployment of apps, security, and monitoring of mobile devices used by the organization.

Examples of MDM systems are Microsoft Intune and Citrix ZenMobile.

16


https://docs.workzone.kmd.net/2021_0/en-us/Content/WZ_InstallGuide/Install/PDF/Main.htm
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZ_InstallGuide/Install/Office/Office_Web.htm
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZ_InstallGuide/Install/Office/Main.htm
https://docs.workzone.kmd.net/2021_0/en-us/Content/WZ_InstallGuide/Install/Office/Main.htm
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8. Microsoft Intune

You can use Microsoft Intune to get the following solutions:
* Mobile Device Management (MDM)
* Mobile Application Management (MAM)

The Microsoft Intune solution is relevant if you have a Microsoft infrastructure strategy. Itis a

component of:

* Microsoft's Enterprise Mobility Suite + Security (EMS) suite

* Microsoft Office 365 Enterprise.

WorkZone is designed to integrate with other parts of the EMS platform, for example, Azure

Active Directory or Azure Information Protection.

Tip: For an overview of Intune, see Microsoft Intune.

Before you begin

Before you begin, please check the WorkZone Mobile requirements to Microsoft Enterprise

Mobility Suite infrastructure.

Microsoft Office 365 is required, if you want to edit documents using WorkZone Mobile.

Configure WorkZone Mobile in Microsoft Azure Portal

When the requirements to the infrastructure are fulfilled, you can move on to setting up and

configuring WorkZone Mobile in Microsoft Azure Portal.

When you have completed the configuration steps below, you have set up a two-factor

authentication.

* The first factor is that only the selected user groups or users in Azure Active Directory

are able to authenticate.

17
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* The second factor is that only users with mobile devices that are marked as "In

compliance" by Intune MDM are authenticated.

The following step by step procedures guide you through the configuration in Microsoft
Azure Portal:

* Publishing WorkZone Web services in Azure Application Proxy

* Creating a native API for WorkZone Mobile

* Publishing the WorkZone Mobile iOS app on Microsoft Intune (Azure Portal)

* Set up security and access from mobile devices

8.1 WorkZone Mobile requirements to Microsoft Enterprise
Mobility Suite infrastructure

Some configuration of an organization's infrastructure actions must take place to allow
WorkZone Mobile access to on-premise WorkZone through Microsoft Enterprise Mobility
Suite,

* Syncronization of internal users to Azure Active Directory

* Azure Application Proxy with a Proxy Connector service installed

* Azure Web App publication of internal WorkZone services

* InternalWorkZone must run with HTTPS

* Intune deployment of WorkZone Mobile and Microsoft Office 365
The diagram below shows a conceptual overview of the components in the infrastructure
and how they are set up to support WorkZone Mobile with Microsoft Enterprise Mobility Suite

(EMS). The number of real servers, firewalls, load balancers, and so on varies depending on

how the environment is set up for a specific organization.

18
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Syncronization of internal users to Azure Active Directory

You can do this in several different ways but to be able to use Multifactor Authenticationl,
and thereby also conditional access, the only supported solutions is to federate your internal
domain using an on-premises ADFS?2 solution. This means that user login requests are
forwarded to an internal ADFS service. Furthermore, it means that there are no passwords or
password hashes in Azure. This is also the only solution that offers users the full single sign-on

experience across internal systems, for example Microsoft Office 365 apps.

Azure Application Proxy with a Proxy Connector service

installed

Azure Application Proxy pre-authenticates users in Azure Active Directory and provides access
to underlying applications, in this case the internal WorkZone web service. A Proxy Connector
service is installed on an internal server, which is in the same domain as the resources that are

to be exposed, in this case the internal WorkZone web server.

IMulti-factor authentication (MFA) is an authentication method that requires the use of at least two verification
methods at user login, for example user name and pasword and a client certificate.
2Active Directory Federation Services

19
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When the Azure Application Proxy service approves a request, it connects to the internal
Proxy Connector, and requests it to access the internal resource (the WorkZone web server)
on behalf of the current user, and send data back to the user/device on the other side of the

Azure Application Proxy service.

Azure Web App publication of internal WorkZone services

The internal WorkZone web site must be published using Azure Application Proxy as a Web
App/API type, so that it can be accessed externally with the same URL as the internal clients

use on the domain. Furthermore, it requires that WorkZone is set up to use the HTTPS.

You set it up so that it is required that users are pre-approved with Azure Active Directory
before they get access to the internal resources. As a second factor, besides user name and
password, you can add a so-called Conditional Access Policy in Azure that only allows access
if the user uses a device, which is managed by Intune. This means that you can use the

actual device as the second factor.

It is also possible to use other built-in two-factor features in Azure Active Directory, for
example sms code or voice call. This will, however, add an extra step to the user's login

process.

InternalWorkZone must run with HTTPS

To publish a web service using Azure Application Proxy, HTTPS is required and as WorkZone

does not support HTTPS off-loading,the underlying WorkZone server must also use HTTPS.

Flexible management of security

Because you use Azure Active Directory, you also have access to all the options for
managing access. When Microsoft releases new features, you will also be able to use these

features to manage the access to the WorkZone Mobile app.

20
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Intune deployment of WorkZone Mobile and Microsoft Office

365

To get the full benefit of WorkZone Mobile, it must be deployed along with Office 365, which

offers the possibility to edit Office documents.

8.2 Create a group of WorkZone users

Create a group of users to provide them access to the WorkZone mobile app.

1. Go to Azure Active Directory and click Groups.
2. Click == New group.
3. Specify the following parameters:

* Group type - Select Security.
* Group name - Type EMS_Licensed_Users.
* Membership type - Select Assigned.

4. Click Create.

5. Go to the newly created group and click Members.

6. Click <= Add members and specify users whom you want to add to the group.

7. Click Select.

8.3 Publishing WorkZone Web services in Azure Application
Proxy

Prerequisites:

21
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* The Azure Application Proxy is set up with an internal Proxy service.

* The necessary rights are set up.

* The internal on-premises domain is synced with the Azure Active Directory.

* The certificate for the external URL in place.

Log in to the Microsoft Azure portal.

The example shows the most frequently used Azure features.

22


https://portal.azure.com/

Microsoft Azure

9
h

Create a resource
Home

Dashboard

All services

FAVORITES

Enterprise applications
App registrations
Azure Active Directory
Intune

Microsoft Intune

Help + support

'-ﬁ Device enrollment

Register the WorkZone Mobile app

1.

2.

Go to the Azure Active Directory tab.

Click App registrations.

Administrator Guide
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3. Onthe App registration page, click New application registration.
4. Enter a name for the WorkZone Mobile app.
5. Select Web app / API in the Application type field.

6. Enter the URL of WorkZone Mobile in the Sign-on URL field. This is the URL of

the server. Users use it to sign in and use WorkZone Mobile.

Create O X

* Name @
‘ Mobile_LatestRealeasedWAFi ‘

Application type @
Web app / API ~

* Sign-on URL @
https:/fwzmlaterel.workzone-rd.dk/ V

Tip: See where to find the correct URL of the server:

Home > App regi > Mobile_Latest > Settings > Reply URLs

x X Settings X Reply URLs O X
O Filter settings
GENERAL | https://127.0.0.1:444/applications/default.aspx
Properties > https://wzmlaterel workzone-rd.dk/
in local directory = Reply URLs >
dWAP
il Owners >

7. Click Create.

Enable users to sign in

1. Click Enterprise applications > All applications.
2. Select the WorkZone Mobile app with the name you specified above.

3. Click Properties.

24
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4. Make sure to enable the Enabled for users to sign-in? and User assignment

8. Click Single sign-on.

Home > App

required? settings.

@ Overview

7 Quick start

MANAGE

1" Properties

T

Users and groups

O]

Single sign-on

a

Provisioning
Lo Application proxy

C Self-service

SECURITY
0 Conditional access

«bw  Permissions

ACTMITY

2 Sign-ins

Click Save.

WorkZone Mobile.

(F_nab\ed for users to sign-in? @ Mo )

Name &

Publisher @

Homepage URL @

Logo @

User access URL@

Application ID @

Object ID @

WorkzonehzureWAP (connectzone.dk)

Select 2 file E

https://myapps microsoft.com/signin/Workzo... m
T5082794-3617-4347-achd-88cfda564072 E

4026abbc-ef57-4c0f-a028-fod635cdeb5s

Qser assignment required? @

ICR)

Click Users and groups.

> Mobile_L

ions > Mobile_L:

Mobile_LatestReleasedWAP - Users and groups

Enterprise Application

«
Overview
t' Getting started

Deployment Plan

Manage
" Properties
24 Owners

A& Users and groups
2D Single sign-on
2 Provisioning

* Application proxy

C  Self-service

= Add user

Click Add user to assign users or groups of users that will have access to

- Users and groups

£E Columns

@ e application will appear on the access panel for assigned users. Set isible to users? to no in properties to prevent this. =

[TFirst 100 shown, to search all users & groups, enter a display name,

DISPLAY NAME

EMS_Licensed_Users

OBJECT TYPE ROLE ASSIGNED

Group Default Access

25
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9. Specify the following settings:

* Select Integrated Windows Authentication in the User Sign-on Mode

field.

* Enter the SPN1 of the internal WorkZone Mobile app in the Internal
Application SPN field.

+ Select On-premises SAM2 account name in the Delegated Login

Identity field.

9. Click Save.
10. Click Application proxy.

11. Make sure to enable the following settings (1):

* Enter the internal URL to access WorkZone Mobile from inside your network in

the Internal Url field.

The URL must match the external URL.

* Enter the external URL to access WorkZone Mobile from outside your network

in the External Url field.

The URL must match the internal URL.

1Service Principal Name

25ecurity Application Manager

26
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* Select Azure Active Directory in the Pre Authentication field.

* Inthe Connector Group, select LatestReleased.

Note: It is highly recommended to add at least three connectors. (2)

* Under Translate URLs in, disable the settings (3):

* Headers

* Application Body

Mobile_LatestReleasedWAP - Application proxy

Enterprise Application

% Overview
i Getting started

Deployment Plan

Manage
" Properties
w4 Owners
£ Users and groups
2 Single sign-on
@ Provisioning
" Application proxy
C  Self-service
Security
O Conditional Access
£ Permissions
O Token encryption (Preview)
Activity
D Sign-ins
ﬁ\ Audit logs
Access reviews
Troubleshooting + Support
% Virtual assistant (Preview)
X Troubleshoot

New support request

«

Test Application

Click here to verify application configuration.

Basic Settings

* Internal Url @ https://wzmlaterel.workzone-rd.dk/

~v | | wzmlaterel | | .workzone-rd.dk/ v

External Url @ https://wzmlaterel.workzone-rd.dk/ E
Pre Authentication @ Azure Active Directory ~
LatestReleased ~

Connector Group @

We recommend at least two active connectors in each group. Click
© here to download a new connector or manage your connector
groups.

Additional Settings
Backend Application Timeout @ | Long ~

Use HTTP-Only Cookie @ Yes o

Use Secure Cookie @ es o

=z z z

Use Persistent Cookie @ es ]

Translate URLs In
Headers @ Yes No

Certificate S
Click here to view your certificate

To access your application using a custom domain you must configure a CNAME
entry in your DNS provider which points ‘wzmlaterel workzone-rd.dk' to 'wzmlaterel-
wzmworkzonerd.msappproxy.net'

12. Select a certificate for the external URL (4). Under Certificate, click Click here to

view your certificate to view or upload the certificate.

13. Click Save.

27
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8.4 Creating a native API for WorkZone Mobile

Log in to the Microsoft Azure portal.

Register the native API

1. Click App registrations. It must be the same place as your WorkZone web app

publication is created.
2. Onthe App registration page, click New application registration.
3. Enter a name for the WorkZone Mobile app, for example, WorkZoneMobileNative.
4. Select Native in the Application type field.

5. Enter the URL of your WorkZone web app publication in the Redirect URI field.

Create

* Name @

Mobile_LatestReleasedNatine

Application type @

Native v

* Redirect URI @

wzmintunepassback://dk.kmd.workzone.intune

Tip: To avoid issues with the third-party applications integrity, it is

recommended to add another Redirect URI with slash in the end.

28
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Settings X Redirect URIs O

/O Filter settings

GENERAL msauth://dk.kmd.workzone.intune/ ‘ Android
' Properties > msauth://dk.kmd.workzone.intune/

“= Redirect URIs > ( wzmintunepassback://dk kmd.workzone.intune/ ) iOS

24 Owners > wzmintunepassback://dk.kmd.workzone.intune

API ACCESS

h Required permissions >

TROUBLESHOOTING + SUPPORT

K Troubleshoot >
New support request >
Notes:

* According to vendors limitations, each platforms (i0OS and Android) must

have specific URI format. Please follow the format illustrated on the picture.

* For the Android platform, use Android Debug Bridge.

Add permissions

1. Select the app you just created and click Settings > Required permissions.

APPLICATIONT...  APPLICATION ID

Web app / API

nect. Web app / API

SC Webapp /APl

2. On the Required permissions page, click Add > Select an API.

29
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Home > App ions > Mobile._L ive > Settings > Required permissions
2 X Settings X Required permissions [}
O Fifter settings = Add %™ Grant permissions
Application ID
GENERAL apt APPLICATION PERMI... DELEGATED PERMIS...
Object ID 0 ]
Jec I" Properties > | Windows Azure Active Directory 0 8
Managed application in local directory ‘= Redirect URIs > Mobile_LatestReleasedWAP 0 1
Mobile_LatestReleasedNative
& Owners >
APIACCESS
£, Required permissions >

TROUBLESHOOTING + SUPPORT
X Troubleshoot >

New support request >

Note: If you only see the Microsoft API, you need to type in the Search field,

and then other results will be listed.

3. Select your published web app for WorkZone, and click the Select button.

4. Onthe Enable access page, select the Access <Your published web app>,

click the Select button.

Required permissions

= Add ™ Grant Permissions 5] @ Delete

APl APPLICATION PERMI... DELEGATED PERMIS... [] APPLICATION PERMISSIONS REQUIRES ADMIN

WorkzoneAzureWAP (connectzone.dk) 0 1 No application permissions available.

/| DELEGATED PERMISSIONS REQUIRES ADMIN
V| Access WorkzoneAzureWAP © No

Windows Azure Active Directory (MicrosoftAzure Act... 0 8

5. Click Done.

Required permissions O X

+ Add =% Grant Permissions

APl APPLICATION PERMI... DELEGATED PERMIS...
WorkzoneAzureWAP (connectzone.dk) 0 1
Windows Azure Active Directory (Microsoft.Azure Act... 0 1

The next step is to add specific permissions to the Windows Azure Active Directory.

30
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Add permissions to the Windows Azure Active Directory

1. Select the app you just created and click All settings > Required permissions.
2. On the Required permissions page, click Windows Azure Active Directory.

3. Under Delegated permissions, select all the check boxes except the last one.

Settings o x Required permissions
D Fitersettings 4 Add %> Grant Permissions A  Deete
GENERAL apt APPLICATIO... DELEGATED... [] AppucaTION PerMISSIONS REQUIRES ADMIN

WorkzoneAzureWAP (connectzone:

(oo v oo ) 0 .

No application

W] DELEGATED PeRMISIONS REQUIRES ADMIN
V| Access the directory as the signed-in user ©No

O ves

v © ves
¥ Read and wrie all groups © ves
v © ves

O ves

S No

© No

Read hidden memberships O ves

4. Click Save.

Required permissions O X

+ Add ™ Grant Permissions

API APPLICATION PERMI... DELEGATED PERMIS...
WorkzonebzureWAP (connectzone.dk) 0 1
Windows Azure Active Directory (Microsoft.AzureAct... 0

5. Click Grant Permissions. If prompted, click Yes, OK, or Accept.

Home > App registrations

App registrations 2 X
Azure Active Directory

= New application registration = Endpoints X Troubleshoot

4" This App registrations experience will be replaced and no longer available starting May 2019. Go to the new and improved App registrations (Preview). =

Search by name or AppID All apps ~

DISPLAY NAVE APPLICATION TYPE APPLICATION ID
Mobile_LatestReleasedNative Native -
@ Mobile_LatestReleasedWAP Web app / API
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8.5 Publishing the WorkZone Mobile iOS app on Microsoft
Intune (Azure Portal)

Prerequisites:
* Internal domain users are synced to Azure Active Directory and user groups with

access to WorkZone Mobile exist.

* Conditional access policies are created. See Set up security and access from mobile

devices.

* Intuneis set up so that mobile devices are managed and the devices are marked as

"in compliance" by Intune.

Log in to the Microsoft Azure portal.

Add the Microsoft Authenticator app

Publish the Microsoft Authenticator app to make it available on the Company Portal. Users

can then easily download it and use to log in to WorkZone.

1. Go to Microsoft Intune.

2. Click Client apps > Apps.

3. Click Add. In the App type field, select Store app > iOS.
4. Click Search the App Store.

5. Enter Microsoft Authenticator in the search field and select Microsoft

Authenticator among the available options.

ome > Client apps - Apps > Add app > Search the App Store
Add app « X Search the App Store X

105 o [[microsoft Authenticator United States (default) v
Found 3 apps

Authenticator 2FA MFA SAASPASS.

%
SRR TOTP Authenticator - Fast 2FA AppyFactor
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6. Click Select and then click Add.
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7. Click Assignments, and select the Azure Active Directory groups or users who

should get WorkZone Mobile in their Company Portal.

WoarkZone from store - Assignmenits

Mobile Apps

S Search (Crtef)

GEMERAL

A previously created VPN profile can optionally be selected. This will associate this app assignment

Overview with the WPN and create a Per-App VPN experience on the i05 device. Make sure the VPN profile is
assigned to the same groups the app is being assigned to.
MANAGE GROUP TYPE VPNS
HY Properties WorkZone Mobile Test Available v MNone
Assignments

MONITOR
Qa Device install status

& User install status

8. C(Click Save.

Add the Intune Managed Browser app and the Microsoft Office

apps

Optionally, you can add the Intune Managed Browser app and a number of Microsoft Office

apps to improve user experience with the WorkZone Mobile application.

1. Go to Microsoft Intune.

2. Click Client apps > Apps.

3. Click Add. In the App type field, select Store app > iOS.

4. Click Search the App Store.

5. Enter Intune Managed Browser in the search field and select the application.
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Home > Microsoft Intune > Client apps - Apps > Add app > Search the App Store

Add app « X Search the App Store X
* App type
05 o [ Intune Managed Browsef | [ Denmark v

Found 1 apps

* Search the App Store N NAME PUBLISHER
Select app
Intune Managed Browser Microsoft Corporation
> )
Configure

0 scope(s) selected

6. Click Select and then click Add.

7. Enter Microsoft in the search field and select the applications that you want to

add.

Home > Microsoft Intune > Client apps - Apps > Add app > Search the App Store

Add app « X Search the App Store X
* App type
ios o [ Microsoft | [ Denmark v

Showing top 15 apps

* Search the App Store N NAME PUBLISHER
Select app
m Microsoft Word Microsoft Corporation
Configure
N i Microsoft Outlook Microsoft Corporation
0 scope(s) selected
n Microsoft OneDrive Microsoft Corporation
ﬁ Microsoft Excel Microsoft Corporation
@ Microsoft PowerPoint Microsoft Corporation
m i Microsoft OneNote Microsoft Corporation

8. Click Select and then click Add.

Add the WorkZone Mobile app

1. Go to Microsoft Intune.

2. Click Client apps > Apps.

3. Click Add. In the App type field, select Store app > iOS.
4. Click Search the App Store.

5. Select Denmark among countries and type "WorkZone for Intune" in the search

field. Search for WorkZone for Intune and select KMD WorkZone for
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Intune published by KMD A/S, and click OK.

Home > Microsoft Intune > Client apps - Apps > Add app > Search the App Store

Add app « X Search the App Store X
* App type
o8 o [ workzone for intune | [ Denmark v
Found 1 apps
* Search the App Store N NAME PUBLISHER
Select app -
. KMD WorkZone for Intune KMD A/S
Configure e

0 scope(s) selected

6. Click Select and then click Add.

7. Click Assignments, and select the Azure Active Directory groups or users who

should get WorkZone Mobile in their Company Portal.

12 Search {Ctrl /)

GEMERAL
A previously created VPN profile can optionally be selected. This will associate this app assignment
Overview with the VPN and create a Per-App VPN experience on the i0O5 device. Make sure the VPN profile is
assigned to the same groups the app is being assigned to.

MANAGE GROUP TYPE VPNS
1! Properties WorkZone Mobile Test Bvailable v None ¥
Assignments
MONITOR

Q Device install status

© Userinstall status

8. C(Click Save.

Create an App configuration policy for iOS

WorkZone Mobile supports pushing certain connection settings to the mobile devices through

Intune. This is done by creating an app configuration policy and assign the policy to the app

users.
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1. InIntune, click Client apps > App configuration policies.

2. Click Add, and fill in the required information. See an example below.

¢ Select Managed devices in the Device enrollment type field.
* SelectiOS in the Platform field.

* Click Associated app, and select the WorkZone Mobile app that you just

created.

WorkZone for Intune (AppStore) - Properties

«

O Search (Ctrl+/) * Name @
WorkZone for Intune (AppStore)
Overview
Description @
Manage WorkZone for Intune (AppStore)
° Properties
Assignments
*
Monitor o
v
b Device install status
* (i)
©® User install status
v
Scope (Tags)
>

0 scope(s) selected

KMD WorkZone for Intune

Configuration settings @ >
XML configured

3. Click OK.

4. Click Configuration settings and select Enter XML data in the
Configuration settings format field.
5. Copy and paste the code below.
<dict>
<key>mamserverurl</key>

<string>[URL to your WorkZone server]</string>
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<key>mamredirecturi</key>

<string>[Redirect URI of the native WorkZone app]</string>
<key>mamclientid</key>

<string>[ClientID]</string>
<key>mamuserprincipalname</key>
<string>{{userprincipalname}}</string>

</dict>

Where you need to replace the URLs and ClientID with the ones from your

environment.

Tips:

e Itis recommended to copy the exact value of Redirect URI from the Native

API.

> Settings > Redirect URIs

x Settings X Redirect URIs o X

Application 1D
GENERAL sauth//dkkmdworkz

You can find the ClientID under Azure Active Directory > App

registrations > [Name of your Workzone Mobile Native app] where

it is called Application ID.
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oneNative

app

-ﬁ Settings @ Manifest [ Delete

Essentials

Display name Application ID
WorkzoneMNative [ c8a2fec4—5853-4bea—329d—d?32?ba2423I:D
Application type Object ID
Native TaecdbOe-8f98-464c-ab38-a2c87dcc7e06
Home page Managed application in local directory
WorkzoneMative
All settings =

6. When you have completed the setup, click OK.
7. Click Add or Save to apply the policy.

8. Click Assignments. Select Selected groups in the Assign to list. Click Select
groups to include and select EMS_ Licensed_Users. Click Select and then
Save.

Microsoft Intune > Client apps - App configuration policies > test - Assignments Select groups to include X
Azure AD groups

test - Assignments

« & " Select @
O Search (Ctrl+/) FI save X Discard Search by name o Z
Overview
Include = Exclude EMS Licensed_Users
Manage
Assign to;
! Properties Selected groups
Assignments Select groups to include
Monitor

EMS_Licensgd_Users )
B Device install status Selected members

© Userinstall status
EMS_Licensed_Users Remove

8.6 Publishing the WorkZone Mobile Android app on
Microsoft Intune (Azure Portal)

Prerequisites:
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* Internal domain users are synced to Azure Active Directory and user groups with

access to WorkZone Mobile exist.

* Conditional access policies are created. See Set up security and access from mobile

devices.

* Intuneis set up so that mobile devices are managed and the devices are marked as "in

compliance" by Intune.

* Managed Google Play account must be synchronized:

Home > Microsoft Intune > Client apps - Managed Google Play

Client apps - Managed Google Play

Microsoft Intune

«
0 Search (Ctrl+/) O Refresh

Essentials A~
& i0S app provisioning profiles !

Lastsync
Monitor Success 5/22/2019, 1:44:19 PM

£ App licenses e i
1. Go to the managed Google Play store to approve applications for your enterprise
§ Discovered apps Open the managed Google Play store
£ App install status
& App protection status )
2. Sync the apps you've approved from the store with Intune
£ Audit logs
—_—
Setup
A i0s VPP tokens
+=/ Windows enterprise certificate Learn more

+~ Windows Symantec certificate
B Microsoft Store for Business
Windows side loading keys
| Branding and customization

== App categories

B Managed Google Play

Log in to the Microsoft Azure portal.

Add Microsoft Authenticator, Intune Managed Browser, and the

Microsoft Office apps

Optionally, you can add the Microsoft Authenticator app, the Intune Managed Browser
app, and a number of Microsoft Office apps to improve user experience with the WorkZone

Mobile application.
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1. Go to Microsoft Intune.

2. Click Client apps > Apps.

3. Click Add. In the App type field, select Store app > Managed Google Play.
4. Click Managed Google Play / Approve in the menu.

5. Enter Microsoft Authenticator in the search field and select Microsoft

Authenticator among the available options.
6. Click Select and then click Add.

7. Enter Intune Managed Browser in the search field and select the application.

Home > Microsoft Intune > Client apps - Apps > Add app > Search managed Google Play

Add app « X Search managed Google Play X

* App type

| Managed Google Play v

Approve apps in managed Google Play. Then > Google Play intune managed browser n

add, sync, and assign approved apps with

Intune.

Learn More

* Managed Google Play N Apps

Approve
E 174 )

Intune Managed E Intune Company Acrobat Reader fc
Microsoft Corporation Microsoft Corporation Adobe
* Kk * %k * ko

8. Click Select and then click Add.

9. Enter Microsoft in the search field and select the applications that you want to

add.

Home > Microsoft Intune > Client apps - Apps > Add app > Search managed Google Play

Add app « X Search managed Google Play x
* App type

| Managed Google Play ~

Approve apps in managed Google Play. Then > microsoft “

add, sync, and assign approved apps with Google Play

Intune.
Learn More

Apps

* Managed Google Play
Approve

&

Microsoft Word: V Microsoft OneDriv Microsoft Outlook
Microsoft Corporation Microsoft Corporation Microsoft Corporation

L8 8 8 8 b8 8 8 8. L8 8 8 8
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10. Click Select and then click Add.

Add the WorkZone Mobile app

1. Go to Microsoft Intune.

2. Click Client apps > Apps.

3. Click Add. In the App type field, select Store app > Managed Google Play.

4. Click Managed Google Play in the menu.

5. Enter WorkZone in the search field and select WorkZone published by KMD A/S.

6. Click Approve.

Home > Microsoft Intune > Client apps - Apps > Add app > Search managed Google Play
Add app « X Search managed Google Play

* App type
‘ Managed Google Play v ‘

Approve apps in managed Google Play. Then & “
add, sync, and assign approved apps with

Intune.
Learn More

WorkZone

KMD A/S - May 17,2019 - & Everyone
Productivity

APPROVE

& This app offers managed configuration

* Managed Google Play S
Approve

@ This app is only available in certain countries.

7. Click Approve.
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WorkZone

KMD A/S

This app has access to:

O Identity

[=]

Uses one or more of: accounts on the device, profile data

B Contacts

Uses contact information

B8 Photos/Media/Files

Uses one or more of: files on the device such as images, videos, or audio, the

You are accepting these permissions on behalf of your organization.
CANCEL APPROVE

8. Select the following setting and click Save.

APPROVAL SETTINGS NOTIFICATIONS

WorkZone
KMD A/S

How would you like to handle new app permission requests?

© Keep approved when app requests new permissions.
Users will be able to install the updated app.

) Revoke app approval when this app requests new permissions.

CANCEL SAVE

App will be removed from the store until it is reapproved.

9. Click OK.
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Search managed Google Play

v oK
« L a |
WorkZone
KMD A/S - May 17,2019 - © Everyone
Productivity

SELECT UNAPPROVE APPROVAL PREFERENCES

& This app offers managed configuration.

© This app is only available in certain countries.

10. Click the Sync button.

11. Click Assignments. Select Selected groups in the Assign to list. Click Select

groups to include and select EMS_ Licensed_Users. Click Select and then Save.

Microsoft Intune > Client apps - App configuration policies > test - Assignments Select groups to include %
. Azure AD groups
test - Assignments
Select @

1 & . = i
Pl Search (Ctri+/) Fsae X piscard Search by name or email address v
© overview

Include = Exclude EMS _Licensed_Users
Manage
Assign to:

it Properties Selected groups
s Assignments Select groups to include
Monitor

EMS_Licensgd_Users

B Device install status Selected members:

M8 User install status EMS_Li d_U
_Licensed_Users Remove

Create an App configuration policy for Android

WorkZone Mobile supports pushing certain connection settings to the mobile devices through

Intune. This is done by creating an app configuration policy and assigning the policy to the app

users.
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1. InIntune, click Client apps > App configuration policies.

2. Click Add, and fill in the required information (see an example below). In the

Associated app, select the WorkZone. Click OK.

Home > Microsoft Intune > Client apps - App configuration policies > Add configuration policy > Associated app

Add configuration policy « X Associated app O X
Workzone
* Name @ O Search by name or publisher.
WorkZone
NAME PUBLISHER TYPE

Description @

Enter a description Intune Managed Browser Microsoft Corporation Android for Work App
Managed Home Screen Microsoft Corporation Android for Work App
Microsoft Authenticator Microsoft Corporation Android for Work App
* Device enrollment type @ Microsoft Excel: View, Edit, & Create Sprea... Microsoft Corporation Android for Work App
Managed devices v
Microsoft int: Sli and Pre... Mi Corporati Android for Work App
* Platform @
Android o Microsoft Word: Write, Edit & Share Docs ... Microsoft Corporation Android for Work App
KMD A/S Android for Work App
Scope (Tags) N

0 scope(s) selected

Associated app @ N
Select the required app

3. Click Configuration settings and select Enter JSON data in the Configuration

settings format list. Adjust your data.

{

"kind": "androidenterprise#managedConfiguration”,
"productld": "app:dk.kmd.workzone",
"managedProperty": [

{

"key": "mamserverurl",

"valueString": "[URL to your WorkZone server]"

3

{

"key": "mamredirecturi”,

"valueString": "msauth://dk.kmd.workzone/XXXXXXXXXXXXXXX"
3

{
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"key": "mamclientid",

"valueString": "[ClientID]"

T
{

"key": "mamuserprincipalname”,

"valueString": "{{userprincipalname}}

Tips:

(client) ID.

Home > App re > Mobile_L

i Overview
Quickstart

Manage

B8 Branding

Redirect URIs

reply URLs.

TYPE

Public client (mobile & desktop)
Public client (mobile & desktop)
Public client (mobile & desktop)

Public client (mobile & desktop)

Example:

Mobile_LatestReleasedNative

«

@ Delete @ Endpoints

Display name

: Mobile_LatestReleasedNative Supported account types

Application (client) ID ( ) Redirect URIs

Directory (tenant) ID :

Object ID

Learn more about adding support for web, mobile and desktop clients [}

REDIRECT URI

msauth://dk kmd.workzone/ /

Managed application in ... :

: Multiple organizations
: 0 web, 4 public client
Mobile_LatestReleasedNative

The URIs that we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as

=]

(msauth://d k.kmd.workzone/

N—/
El

wzmintunepassback://dk kmd.workzone.intune

wzmintunepassback://dk.kmd.workzone.intune/

=]

=[]

Administrator Guide

* You canfind the ClientID under Azure Active Directory > App registrations >

[Name of your Workzone Mobile Native app] where it is called Application

* Itis recommended to copy the exact value of the Redirect URI from the Native API.
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Home > Microsoft Intune > Client apps - App configuration policies > Intune - Properties >

« X o X
« * Name @ . )
Intune Configuration settings format @ | Enter JSON data v
Description @
intune 20192 (1572) Download JSON template
1 A
2 "kind": "androidenterprise#managedConfiguration",
° 3 “productId": “dk.kmd.workzone",
N 4 “managedProperty": [
5 {
o 6 "key": "mamserverurl",
v 7 "valueString": "https://wzmlaterel.workzone-rd.dk"
8 h
B . 9 {
cope (Tags
pe (1ag > 10 "key": "mamredirecturi®,
0 scope(s) selected 11 “valueString": "msauth://dk.kmd.workzone/c
12 +
S 13 {
WorkZone 14 “"key": "mamclientid",
15 "valueString": "¢
Configuration settings @ N 16 h
17 {
Configured
® 18 “"key": "mamuserprincipalname",
19 "valueString": "{{userprincipalname}}"
Permissions @ N 2 3
Not configured 21 ]
2

4. Click OK.
5. Click Add.

6. Click Assignments. Select Selected groups in the Assign to list. Click Select groups

to include and select EMS_Licensed_Users. Click Select and then Save.

8.7 Set up security and access from mobile devices

To secure the access to the WorkZone Mobile web services that are used by WorkZone
Mobile, it is recommended to configure conditional access, which will only allow access from

compliant mobile devices.

Prerequisites: Mobile devices are managed by Intune and compliance policies are

configured and enabled on the devices.

Log in to the Microsoft Azure portal.

Create a new policy

1. Click Azure Active Directory on menu, or use search to find it easily.
2. Under Security, click Conditional Access > New policy.

3. Enter a name of the policy in the Name field. In the example below, the policy is

named Check_for_device_Compliance.
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Az7ure Conditional access - Policies > MNew

New

MNew O Info

Dashboard * Name
‘ Check_for_d evice_CompIiancel b s

Resource groups

All resources Assignments

Users and groups @ S

Virtual machines
- 0 users and groups selected

Subscriptions Cloud apps @
2

i ) 0 cloud apps selected
Azure Active Directory

Conditions @ S

Monitor
0 conditions selected

Security Center

. Access controls

Billing

Grant @ >

Help + support

0 controls selected

Enterprise applications Session @

0 controls selected
App registrations

Advisor Enable policy

Intune On

4. Under Assignments, click Users and groups. Select All users on the Include

tab and click Done. This ensures that all users will be checked.
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Home > Workzone Mobile Intune > Conditional Access - Policies > New > Users and groups

New X Users and groups 0O X
® info Include | Exclude
* Name =

| Check_for_device_Compliance v

() Select users and groups

ASSIgnmentS All guest users (preview) @

Users and groups @ >

Directory roles (preview)
0 users and groups selected ’ . )0

Users and groups
Cloud apps @ >
0 cloud apps selected

Conditions @ >
0 conditions selected

Access controls

Grant @ >
0 controls selected

Session @ >
0 controls selected

5. Click Cloud apps, and click Select apps on the Include tab.

6. Click Select to expand the list of applications. Select the WorkZone Mobile app

that you have created earlier. Click the Select button and then click Done.

Tip: See how to publish WorkZone Web services in Azure Application Proxy.
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Home > Workzone Mobile Intune > Conditional Access - Policies > New > Cloud apps > Select

New X Cloud apps X Select 0o x
Cloud apps
0 e Include | Exclude
* Name Applications @
v

- . () None Search Applica
‘ Check_for_device_Compliance_ v ‘

All cloud apps
(®) Select apps
= -

Microsoft Planner

Assignments

Select >
Users and groups @ > None
All users " o
icrosoft Teams
Cloud apps @ >
0 cloud apps selected 7 Mobile LatestReleasedWAP
Conditions @ S
0 conditions selected Office 365 Exchange Online
Office 365 SharePoint Online
Access controls

Grant @ > Offiice 365 Yammer
0 controls selected
Session @ > Office Delve -
0 controls selected

Selected S

Mobile_LatestReleasedWAP

7. Click Conditions > Device platforms, and click Yes to enable Configure.

8. Select Any device and then Done. This ensures that all platforms will be checked.

Home > Workzone Mobile Intune > Conditional Access - Policies > New > Conditions > Device platforms

New X Conditions X Device platforms o X

® info @ info

policy to selected device platforms.

* Name

Device platforms @
‘ Check_for_device_Compliance_ v Any device >
- Locations @
Assignments )
£l Not configured ’ Include = Exclude
Users and groups @ > _
All users Client apps (f S
Not configured () Select device platforms
Cloud apps @ S Android
1 app included e state (prev N
Not configured 105
Conditions @
g > Windows Phi
0 conditions selected Hnde one
Windows
Access controls macOs

Grant @ >
0 controls selected

Session @ >
0 controls selected

9. Click Locations and click Yes to enable Configure.
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10. Select Any location on the Include tab and click Done. It ensures that all

locations will be checked.

Home > Workzone Mobile Intune > Conditional Access - Policies > New > Conditions > Locations

New X Conditions X Locations O X
[ i JI [ i BT Control user access based on their physical
location. Learn more
* Name
‘ Check for device C ‘ Device platforms @ > Configure @
eck_for_device_Compliance__ NOt coﬂfigured -
Yes No

. Locations @ y
A t y Include | Exclude
ssignments Not configured 2

All users Client apps (preview) @ S () All trusted Iocations

Not configured () selected locations
Cloud apps @ S
1 app included Device state (preview) @ N

Not configured

Conditions @ N
0 conditions selected

Access controls

Grant @ > %

0 controls selected

Session @ S
0 controls selected

11. Click Client apps, and click Yes to enable Configure.

12. Select Select client apps, and then select the Browser, Mobile apps and
desktop clients, and Modern authentication clients check boxes. Click

Done.
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Home > Workzone Mobile Intune > Conditional Access - Policies > New > Conditions > Client apps (preview)

New X Conditions X Client apps (preview) 0 X
0 info @ info
* Name
Device platforms @ - . . .
‘ Check_for_device_Compliance_ i Any device > Select the client apps this policy will apply
to
Assignments Locations @ > Browser
Any location Mobile apps and desktop clients
Users and groups @ >
All users Client apps (preview) @
+| Modern autl
Not configured >
Cloud apps @ > Exchange ActiveSync clients
1 app included Device state (preview) @ 5
Not configured Other clients @
Conditions @ »

0 conditions selected

Access controls

Grant @ N
0 controls selected

Session @ S
0 controls selected

Under Access controls, click Grant and then select Grant access.

Select the Require multi-factor authentication and Require device to be
marked as compliant checkboxes. For multiple controls, select the Require one

of the selected controls option. Click Select.

Tip: To use multi-factor authentication, you must first set it up on your mobile
device and link to your account your mobile phone number or app token. See

Set up multi-factor authentication.
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15. Click On to enable the policy and then Create. The created policy now appears

as Enabled.

POLICY NAME ENABLED

Baseline policy: Require MFA for admins (Preview)

Check_for_device_Compliance

Set up multi-factor authentication

1. Go to https://aka.ms/mfasetup.

2. On the Additional security verification page, under Set up one or more of
these options, select the Authentication phone checkbox and enter your

phone number to use for authentication.

3. Select the Authenticator app or Token checkbox.

Additional security verification

When you sign in with your password, you are also required to respond from a registered device. This makes it harder for 2 hacker to sign in with just a stolen password.
View video to know how to secure your account

what's your preferred option?
We'll use this verification option by default.

Notify me through app v

how would you like to respond?

Set up one or more of these options, Learn more

Authentication phone v

L] Office phone

Extension

[ Alternate authentication phone

[ Authenticator app or Token Set up Authenticator app
Authenticator app iPhone m

cancel

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

4. A QR-code will appear on the screen. Scan it with your mobile device using the

Authenticator app.

» If your accountis already added to the Authenticator app, select it

from the app.
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_Or_

* If you account is not added to the Authenticator app yet, add it. Under
What kind of account are you adding?, select Work or School

account.

10:44

£ Accounts

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

B =

R Other (Google, Facebook, etc.)

5. After you have scanned the QR-code, your account with be displayed with the

single sign tokens.

* To simplify logging in, select Enable phone sign-in. This will allow you to

log in using Face ID or TouchlID, instead of entering the log-in codes.
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10:45

£ Accounts

Workzone Mobile In... ¢

@workzone-rd.dk

Notifications enabled
You can use this device to approve notifications to verify
your sign-ins

One-time password code

© g 5

[Q) Enable phone sign-in

X Remove account
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Log in to edit the Office documents

Before you start editing Office documents, you will need to confirm your login.

* After entering you user name and password, confirm your login via previously selected

option: by phone, authentication code, Face ID or Touch ID, or notification code in the
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Authenticator app.
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Cancel

Microsoft

@workzone-rd.dk

Approve sign in request

™

© We've sent a notification to your mobile device.
Please open the Microsoft Authenticator app to
respond.

Having trouble? Sign in another way

More information

57
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* Afterloggingin, you can select to remain logged in all the time. In this case your
login will be remembered during your next sessions (by default, your login will be
remembered for 90 days, but this period can be changed during the initial setup of

the Intune environment).

8.8 Push notification certificates for iOS

To enable push notifications feature for iOS devices, proceed with the following steps:

1. Generate the Apple Push Notification Services (APNS) certificate.
2. Configure push certificates in the Administrator Guide for WorkZone Process.

3. Ensure that you have the following settings adjusted:
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[ PROPERTIES
WESO1

& All Servers
B App Server
& File and Stora
[

Select one or more rales to install on the selected server,
Reles

L] Active Directory Certficate Services

[ Active Directory Domain Services

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[7] Active Directory Right: Management Services

11 ins

PO cation Scover

[] COM- Netwerk Access

[ Distributed Transactions

) TCP Poxt Sha

[ Web Server (I5) Support

4 [8] Windows Process Activation Service Support (3 of 4 installed)

=)

[ BHEP Server

[ DNS Server

L] Fax Server

8] File and Storage Services (1 of 12 instaled)
] Fie and SCS1 Services:
4 st .

1 Hyper¥
[ Network Policy and Access Services
[ Print and Document Services

T Rremete breess

[=T=me.

BETNATON SERVER
SWEaN imgomocs

Desciiption

Application Server provides central management and hosting of high-
performance ditriuted business applications such a5 those bult with
Enterprise Senvices and NET Framework 45

Scanjour Process Push Notification
Agent

Stop the service
Restart the service

Description:

Scanjour Process Push Notification
Agent Service - provides push
notification support capabilities for
i0S mobile application

[<previous | [ mext> Cancel
Name T Uescription  Status Startup |ype
(% Problem Reperts and Selutions Control Panel Support This service .. Manual
. RdAgent Running  Autematic
Remote Access Auto Connection Manager Creates a co... Manual
Remote Access Connection Manager Manages di... Manual

Remote Desktop Configuration
Remote Desktop Services

£ Remote Desktop Services UserMode Port Redirect
% Remote Procedure Call (RPC)

£ Remote Procedure Call (RPC) Locator
*% Remote Registry

£ Resultant Set of Policy Provider

g Routing and Remoete Access

% RPC Endpoint Mapper

.:«g Scanjour Free Text Indexing wzmlaterel
5 P Mail N A

7% Scanjour Service COM OCR wamlaterel

£ Scanjour Service COM WZP wazm|aterel

Scanjour Service Pracess Agent

£: Scanjour Subscription wzmlaterel

£ ScanJour WorkZene Process Asset Update Service|
£ Secondary Logon

£ Secure Socket Tunneling Protocol Service

£ Security Accounts Manager

i Server

C. Shell Hardware Detection

£: Smart Card

£ Smart Card Device Enumeration Service

% Smart Card Removal Policy

Scanjour Process Push Notification Agent Properties (L...

| General | Log On | Recovery | Dependencies |

Log on s

(O Local System account
Allow service to interact with desktop

[t LOCAL-\ Browse

This account

Password
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9. Citrix XenMobile

Citrix XenMobile is Citrix's MDM1 solution.

Before you begin

Before you begin, please check the WorkZone Mobile requirements to Citrix XenMobile

infrastructure.

Configure WorkZone Mobile in Citrix XenMobile

When the requirements to the infrastructure are fulfilled, you can move on to setting up and

configuring WorkZone Mobile in Citrix XenMobile.

This guide will be updated regularly with guidance on how to configure and manage

WorkZone Mobile in XenMobile.

* Wrap the WorkZone Mobile app using Citrix MDX Toolkit

e Publish WorkZone Mobile in Citrix XenMobile

More information

For an overview of XenMobile, see XenMobile page on the Citrix web site.

9.1 WorkZone Mobile requirements to Citrix XenMobile
infrastructure

To allow WorkZone Mobile access to on-premise WorkZone through Citrix XenMobile, some

configuration of your organization's infrastructure is required. You need to:

* Set up on-premises XenMobile server or Citrix Cloud Endpoint Management to

manage organization's mobile devices.

1Mobile Device Management
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¢ Establish a Citrix NetScaler with MicroVPN to an internal WorkZone web server.

* Make the WorkZone Mobile app available in Citrix Secure Hub.

The diagram below shows a conceptual overview of the components in the infrastructure and
how they are set up to support WorkZone Mobile with Citrix XenMobile. The number of real
servers, firewalls, load balancers, and so on, varies depending on how the environment is set

up for a specific organization.

Cloud solution

Citrix Cloud Endpoint Management MDM setup
with WorkZone

_watmn/}

1. Devi
/ Cloud Endpoint Management service
Citrix Q ﬂ
) 1
Managed 4 2
Mobile Q. °
device f—b £
% S vuersunthenic
%, =)
%
2z,
T
L,
o,
2
user Authentcstion
NetScaler —
With
Firewall On-premises AD Workzone web server
> .
Domain Controller
I 2. Workzone access
( Internal Network [)
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On-premises solution

7,
N .
%*4; \ User dunthentication
Z
Y = |s
%, S
4{}/ — o
iation
NetScaler Xen Mobile Server On-premises AD
With Domain Controller
Firewall
P L 2. Workzone acce:

Workzone web server

( Internal Network [)

Citrix XenMobile or Cloud Endpoint Management

You must set up an on-premises XenMobile server or use Citrix Cloud Endpoint Management
to manage the mobile devices that should have access to the internal WorkZone web server.
For users to have a consistent experience with user names and passwords, it is
recommended to allow XenMobile access to look up and approve access in the same internal
domain (Active Directory) that holds the WorkZone users. This is done by setting up the

Citrix Active Directory Connector.

Citrix NetScaler

You need to set up a MicroVPN tunnel rule that allows mobile devices to access the internal
WorkZone web server on port 80 for http, or port 443 for https, depending on the WorkZone

setup.

WorkZone Mobile app uses NTLM, and does currently not support Single Sign-on with Citrix
NetScaler. If Single Sign-On (SSO) is enabled on your NetScaler, you need to create a policy

that disables SSO towards the WorkZone web server.
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Publishing the WorkZone Mobile on Citrix XenMobile

You need to wrap the WorkZone Mobile app using Citrix MDX Toolkit before you can manage it

in XenMobile. See Wrap the WorkZone Mobile app using Citrix MDX Toolkit.

Tip: You can deploy the app using delivery groups.

9.2 Wrap the WorkZone Mobile app using Citrix MDX Toolkit

The steps below describe how to wrap the WorkZone Mobile app so that it can be managed in

Citrix XenMobile.
Wrap WorkZone Mobile for iOS

Wrap WorkZone Mobile for Android

Wrap WorkZone Mobile for iOS

Prerequisites:

* Citrix MDX Toolkit is installed.
* Application binary - an IPA file. Contact your WorkZone responsible to get the file.

* Files used for signing the application, such as a provisioning profile, a signing

certificate, or a private key.

e Latest Xcode is installed with command line tools.

1. Launch Citrix MDX Toolkit, and click Next on the Welcome to the MDX Toolkit

for Enterprise Deployment page.

2. On the Select the Input Package page, click Browse, and then navigate to the

IPA file, you want to wrap.

3. Click Next, the data on this page is pre-filled with information from the IPA file.
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64

L] MDX Toolkit

Verify App Datails

ADD M WaorkZone
Description: WorkZone 20181
Apphcation type: 0%

Application version: 20181

Minimum Q5 version: ]

Maximum 05 version:

Excluded devices:

Strip extensions (Today, Watch, etc) from i0S application

Cancel < Previous Maxt =

Change the App name, Description, and other fields. The settings you specify

here will be shown in Citrix Store.
Leave the Strip extensions check box selected.
Click Next.

On the Create Citrix Mobile App page, click Browse and navigate to the

provisioning profile that will be used to sign the application.
Select the iOS certificate from the list.

Verify the Bundle ID from the IPA file, and from the provisioning profile. If they

are correct, click YES, and then Create.
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© MDX Toolkit

Create Citrix Mobile App

Provide the iOS Provisioning Profile and Certificate to recertify the app
for distribution.

i0S Provisioning Profile:
mwyumwuiIMjbrawmobileDevicefProvisioning Prﬁ
i0S Certificate:

iPhone Distribution: KMD A/S (9VJQ2A2NA4Y) B

Bundle ID From IPA File:
dk.kmd WorkZone

App ID from Provisioning Profile:
OVJQ2A2NAY.dk.kmd.WorkZone

Compare the bundle ID to the app ID. Is the App ID of the provisioning
profile correct for this app?

Yes No

Caution: The bundle ID of the app will change based on the provisioning
profile you choose.

Cancel < Previous Create

10. Now, select the folder where you want to store the wrapped application, the MDX

file, and click Create.

The MDX file is now created and you can upload it to XenMobile for publishing to

devices.

Please refer to the Citrix documentation for more information:

Wrapping iOS mobile apps

Other requirements for wrapping iOS mobile apps
Wrap WorkZone Mobile for Android

Prerequisites:
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* Android SDK (API level 26)

* Verify that the .bash_profile exists and contains the full paths for the appropriate

folders under android-sdk.

Verify and create a .bash_profile

1. Start up Terminal.
2. Type cd ~/ togo to your home folder.

3. If you do not have .bash_profile in your home folder, type touch

.bash profile to create a new file.

4. Typeopen -e .bash profile toopen itin TextEdit, add paths, and

save.

5. Type . .bash profile toreload and update the .bash profile.

Example:

o D .bash_profile
& Set Paths

& S ——

export PATH="$PATH: fusr/local/bin/"

export PATH=" fusr/bin:fusr/sbin: fusr/localsbin: fUsersfolluf/LibraryfAndroid/sdk/
platform=tools: /Users/follufLibrary/Android/sdk/build=toolssf26.8.0: flsersfolluf/Library)
Android/sdhk/tools: SPATH"

» Citrix MDX Toolkit is installed.
In Applications > Citrix > MDX Toolkit, open the android_settings.txt file,
and then add the full path for the following folders:
* Android SDK
* Android SDK > tools
* Android SDK > platform-tools
* Android SDK > build-tools > [version]

Example:
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& [ ] android_settings.txt — Locked

r For Android wrapping, not i05

i

i Created by Citrix Systems on B6/02/14.

I Copyright (c) 2814 Citrix Systems, Inc. ALl rights reserved.

r

£ This file is intended for modifying the environment wariables on

£ your machine for the purposes of Citrix application wrapping without
Il affecting the rest of your environment.

i

iy Please ensure all wrapping prerequisites are downloaded and installed
Fry befare continuing. A sample is given for you. Please find the correct
Iy Llecations on your machine and add them to the path below. Please

Fr separate paths with your 05 specific separators,

I i.e. (":" - Unix, ";" - Windows)

i

iy Sample Unix Path:

macesx/tools

'

Il To wse this file, please delete the comments, "//", and append the correct
£ paths to the PATH variable below.

J/PATH = Jfusrfbin:fusr/fsbin

Library/Android/sdk/platform-tools: /Users/ollu/Library/Android/sdk/build-tools/26.0.8:/
Users/ollu/Library/Android/sdk/teols: /Users/follu/Library/Android/sdk/build-tools

* Application binary - an APK file. Contact your WorkZone responsible to get the file.

* Files used for signing the application, such as a valid keystore, a signing certificate, or

a private key.

1. Launch Citrix MDX Toolkit, and click Next on the Welcome page.

2. Onthe Select the Input Package page, click Browse, and then navigate to the

APK file, you want to wrap.

3. Click Next. The data on this page is pre-filled with information from the APK file.
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@ MDX Toalkit

Verify App Details

App name: WorkZone
Description: WorkZone 2018.1
Application type: Android
Application version: 20181

Minimum OS5 varsion: 5.1

Maximum 05 vession:

Excluded devicas:

Cancal < Provious Next =

4. Change the App name, Description, and other fields. The settings you specify
here will be shown in Citrix Store.
5. Click Next.

6. On the Create Citrix Mobile App page, click Browse and navigate to the

keystore that will be used to sign the application.
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® MDX Toolkit

Create Citrix Mobile App

Keystore selection

Use debug keystore

Location:
!Usersfo|Iu,fDuwnluadsfwzm.keystDrd Browse...
Cancel < Previous Mext =

Click Next, enter the password to the keystore, and then click Next.

Back on the Create Citrix Mobile App page, click Create without making any

changes.

Enter the key alias password, and then click Create.
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MDX Toolkit
Create Cif
Key alias password:  sessssssssl
Key alia
Cance
Alias:

{3

publishingdoc

Cancel < Previous Create

10. Select the folder where you want to store the wrapped application, the MDX file,

and click Create.
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MDX Toolkit
Creating ¢ Save MDX: dk.kmd.workzone.mdx h
Tags:
Where: 8 Downloads ﬁ
cancel (I

Cleaning up...

The MDX file is now created and you can upload it to XenMobile for publishing to

devices.

Please refer to the Citrix documentation for more information:

Wrapping Android mobile apps
Other requirements for wrapping Android mobile apps

Manage your own key and keystore

9.3 Publish WorkZone Mobile in Citrix XenMobile

The procedure below walks you through the basic steps of how to publish the WorkZone Mobile
app through Citrix XenMobile. Depending on your orgazation's setup, you may need to specify
more XenMobile settings than are described below. Please refer to the Citrix documentation for

more information.
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1. In Citrix XenMobile, click Manage under Endpoint Management.

My Services (2)

Endpoint Management

2. Click Manage Apps and Devices in Citrix Endpoint Management.
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Manage Site
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workzone Lo

2

Published Apps

Configure Site

Manage Apps and Devices in Citrix Endpoint
Management

.-|]-. Enabled for Endpoint Management integration with Microsoft EMS/Intune

3. Click Configure > Apps.

=  Citrix Cloud Endpoint Management

Analyze Manage Configure Monitor
Device Policies Apps Media Actions ShareFil Enrollment Profiles Delivery Groups
Apps

Use the MDX Service on Citrix Cloud to wrap an app for delivery.

¢t 8 , @

Add Category Export
icon App Name Type Category Created On Last Updated
wail MDX Default 121217100711 17-08-1811:0233
. Workzone 453 MDX Default 27-06-181059:45 02-08-1814:24:13
. WZM Android MDX Default 10-07-18 222311 02-08-18142421
. Android MDX MDX Default 16-07-1815:10:10 02-08-1814:24:26
. i0S MDX MDX Default 16-07-18 153840 02-08-18142433
. WorkZone _1 MDX Default 03-08-181211:59 13-08-18 16:00:06
. WorkZone 2018-06-26 MDX Default 03-08-1815:49:07 13-08-1816:00:14
. WorkZone YPT test_adhoc MDX Default 06-08-18 124316 15-08-18123525
. wzm 1302 MDX Default 13-08-1818:3952 23-08-1815:34:49

4. Click Add > MDX.
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps

MDX Public App Store

Web & Saas Enterprise

Native apps no
policies found

Example: Quid

5. Clear the check boxes that are not relevant for the current publication. In this
example, only iOS is selected. Fill in information about the app. The information

that you enter here is only for internal use.

= R Confiaure _

Device Policies Apps. Media Actions shareFile Enrollment Profiles Delivery Groups

MDX App Information

} 1 App Information

Name * WorkZone @
2 Platform Clear All
Description Use WorkZone to check WorkZone meetings and work with WorkZone tasks on mobile devices. @
[ e
Android
App category All Selected hd

Windows Phone

Windows Desktop/Tablet

3 Approvals (optional)

4 Delivery Group Assignments
(optional)

6. Click Next.

7. Onthe iOS MDX App page, click Upload, and select the wrapped app file (the
.MDX file).

8. Click Next. Note that it takes a while to upload the file. When the upload is

complete, a number of settings appear on the iOS MDX App page.

9. Fillin the policy and security settings as needed.
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For MDX Toolkit 10.X: Ensure that the following values are selected:

° Encryption: Set Enable encryption to Off.

Encryption

° App Restrictions: Set Block camera and Block Photo Library to
OFF. This means that WorkZone Mobile users will be able to add photos

to tasks using the camera and the photo library on their devices.

App Restrictions
Block camera

Block Photo Library

Block mic record ) @

° App Network Access: Set Network access to Tunneled to the

internal network and Preferred VPN mode to Full VPN tunnel.

App Network Access

Certificate label

Preferred VPN mode Full VPN tunnel

Permit VPN Mode Switching

For MDX Toolkit 19.X: Ensure that the following values are selected:

° Encryption: Set Encryption Type to Platform encryption with

compliance enforcement, Non-compliant device behavior to
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Allow app, and Enable MDX encryption to On.

Encryption
Encryption Type Platform encryption with compliance enforceme... v
Non-compliant device behavior Allow app =
Enable MDX encryption on -

Database encryption exclusions

File encryption exclusions

° App Restrictions: Set Block camera and Block Photo Library to
OFF. This means that WorkZone Mobile users will be able to add
photos to tasks using the camera and the photo library on their

devices.

App Restrictions

Block camera

Block Photo Library

Block mic recor 4 @) @

° App Network Access: Set Network access to Tunneled - Full
VPN, micro VPN session required to Use Previous Settings, and

micro VPN session required grace period (minutes) to 0.

App Network Access

Network access Tunneled - Full VPN e
micro VPN session required Use Previous Settings i
micro VPN session required grace period (minutes) 0

Certificate label

Exclusion List

10. Click Next. Optionally, apply an approval workflow on the Approvals
(Optional) page, and then click Next.
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11. On the Delivery Group Assignment (Optional) page, optionally select the

delivery group that you want to deploy the app to.

12. Click Save to publish the WorkZone Mobile app.
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10. Document formats supported in preview

In WorkZone Mobile, users can preview documents that are attached to tasks or meetings.
When the user taps a document title, the document viewer displays the documents in PDF

format.

The following document formats can be previewed on iOS devices:

* Microsoft Office documents (Office ‘97 and newer)
* Microsoft Project files

* Microsoft Visio files

* Emails

* XLSM files

* Rich Text Format (RTF) documents

* PDF files

* Text files whose uniform type identifier (UTI) conforms to the public.text type
* Comma-separated value (csv) files

* AutoCAD files

* Apache OpenOffice files

* Zip files
On iOS devices

* Microsoft Excel documents, image files, txt files, and xml documents open in Quick

Look as the display quality is better than the PDF format.

* Documents that cannot be converted to PDF, for example video and audio files,

open in the original format.

78



Administrator Guide

On Android devices

* Documents that cannot be converted to PDF, for example video and audio files, cannot

be previewed.
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11. Known issues

Click an issue below to see a description and a possible workaround.

After upgrading the WorkZone products to next version, the Meeting module

disappears from WorkZone Mobile.

To solve the issue, advise the user to re-log in on WorkZone Mobile.

A delay during the WorkZone for Intune loading and switching between tasks

* When you log in for the first time after the WorkZone for Intune installation, the

authentication delay might take around 3 minutes.

* When you have selected another task, you might see the previous task on your

screen for around 20 seconds more.

This is the expected behavior since the system requires some time to process these actions.

Please wait until it has finished.

WorkZone Mobile app for Intune stops connecting

After some time the WorkZone Mobile application stops connecting, returning the “Not
connected/Ikke tilsluttet” error message. Attempts to restart the application result with the

“Connect/Tilslut” error message.

Check the Wi-Fi settings on user's device. Ensure that the user uses your regular internet

connection (that is, the connection previously used to successfully connect to WorkZone).

Office app fails to get the WorkZone documents (unmanaged App Store iOS

version only)

If Office app fails to open the WorkZone documents, advise the user to reset the Office app

from the device settings. If the issue persists, verify that WorkZone Explorer Authentication
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providers (located under Internet Information (IIS) Manager > Sites > WorkZone >

Explorer > Windows Authentication > Providers) only contain NTLM.

L] Internet Information Services (IIS) Manager
®© P » SIWEBOI » Sites » WorkZone » Explorer »

File View Help
Connections.
B-id|Z 8
6y Start Page
4-93 SIWEBOT (LMDOM\TestAdmi
(¥ Application Pocls

‘-i Authentication

Groupby: No Grouping

Nam Status Response Type
2 Sites Disabled
b Q) Default Web Site Disabled
@ WorZone Basic Authentication Disabled HTTP 401 Challenge
b P App Forms Authentication Disabled HTTP 302 Login/Redirect
p @ Collaboration Windows Authentication Enabled HTTP 401 Challenge
b F Configurationhan
4 ¥ Explorer
b App Dt
b o Providers [
P FESD
Inde_files
Meeting
# ODats NTLM
¥ Office
F Process
 Render
F wopi
¥ WOPICiient

Enabled Providers:

Select a provider from the st of available providers and click Add
10 3dd it to the enabled providers.

Available Providers:

N : Features View |- Content View

Configueation: “localhost’ spplicationHost.config, <location path="WorkZone/Explorer'>

Documents cannot be exported if the file name is too long
When users click [l in the document viewer, they may get the following error message:

File Name Too Long

Open the file on SharePoint or
OneDrive and save it with a shorter
name or move it to a location with a

shorter path.

OK
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12. Terms and conditions

Intellectual property rights

This document is the property of KMD. The data contained herein, in whole or in part, may
not be duplicated, used or disclosed outside the recipient for any purpose other than to
conduct business and technical evaluation provided that this is approved by KMD according
to the agreement between KMD and the recipient. This restriction does not limit the
recipient’s right to use information contained in the data if it is obtained from another source

without restriction set out in the agreement between KMD and the recipient or by law.

Disclaimer

This document is intended for informational purposes only. Any information herein is
believed to be reliable. However, KMD assumes no responsibility for the accuracy of the
information. KMD reserves the right to change the document and the products described

without notice. KMD and the authors disclaim any and all liabilities.

Copyright © KMD A/S 2020. All rights reserved.
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