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Administrator Guide for WorkZone
Process 2021.3

This guide describes how to configure WorkZone Process.

What's new

Related product documentation

« WorkZone Process User Guide

« WorkZone Process Developer Guide

« Release notes

WorkZone links

« WorkZone documentation

WorkZone support

WorkZone website

WorkZone portal
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What's new

New features and functionality in WorkZone Process 2021.3

Next generation Digital Post (NgDP) - Experimental

The WorkZone integration has been adjusted and improved to align with the latest changes to
NgDP. A new parameter NgDpAuthorizationHeader has been added to the e-Boks dispatcher
configuration in WorkZone Configurator and the NgDP documentation has been updated.

See Configure SmartPost to use next generation Digital Post (NgDP).

The integration makes it possible to test NgDP with WorkZone. KMD WorkZone Consulting
offers NgDP relevant services. Please contact your Service Delivery Manager for more inform-
ation.

As the Agency for Digitisation is still developing NgDP, and therefore the WorkZone integration
will be continuously adjusted and improved accordingly. The improvements to the integration
will be part of coming WorkZone releases.

DCR Graph/Case Activity enhancements

Maximum number of activity loops

If there are more than 50 automatic activities executed in a loop or just sequentially in the DCR
graph, an error will be triggered at the 51st activity with the error message: "Maximum number
of loop iterations of graph execution reached. Loops or automatic execution flows with more
than 50 executions are not allowed."

This restriction helps prevent endless loops which can result in Case Activity graphs remaining
locked in the Running status.

The Running status and idle graphs

Whenever an activity is executed, the DCR graph status will be changed to Running. If a DCR
graph remains in the Running status for more than 5 minutes without signs of active activities,
the graph will be considered to be idle, which enables users and the WorkZone system to
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perform operations on the graph. A DCR graph will be considered idle, even in the case of
serious long-present network errors which could result in Case Activity graph not being able
to switch back to Persisted status.

Microsoft Graph support for service workflows using Microsoft Exchange
Online

The Mailbox monitoring, Process monitoring, and F2 requisition handler service workflows
now use Microsoft Graph. With the Microsoft Graph library, the service workflows can be

used with Exchange Online. Three new cloud service workflows are now available in
WorkZone Configurator:

o Cloud Mailbox monitoring
« Cloud Process monitoring

o Cloud F2 requisition handler

Create service workflow X

Name Service workflow type

Mailbox monitoring

Description
Cloud Mailbox monitoring
Case monitoring
Enabled Process monitoring

Cloud Process monitoring

F2 requisition handler
Cloud F2 requisition handler

e-Boks message handler

Compared to the on-premises versions of the service workflows, these workflows contain
the following new Exchange Online specific parameters:

o ExchangeOAuthClientld
» ExchangeOAuthTenantld
» ExchangePassword

o ExchangeOAuthClientSecret
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See:

Configure a Mailbox Monitor service workflow
Process Monitor

Install and configure F2 integration

WorkZone Process 2021.2

Next generation Digital Post (NgDP) - Experimental

WorkZone now supports next generation Digital Post (NgDP) in an experimental version.
WorkZone supports sending and receiving through NgDP as a new channel for SmartPost. As
this is a regulatory change, this release will be followed by hotfixes to previous WorkZone
release where relevant. The new NgDP feature makes it possible to test the new Digital Post
with WorkZone. KMD WorkZone Consulting offers NgDP relevant services. Please contact
your Service Delivery Manager for more information.

The Agency for Digitisation (Digitaliseringsstyrelsen) is still developing NgDP, and therefore
the WorkZone integration will be continuously adjusted and improved accordingly. The
improvements to the integration will be part of coming WorkZone releases.

See Configure SmartPost to use next generation Digital Post (NgDP).
WorkZone Process 2021.1

No new features in this release.

WorkZone Process 2021.0

No new features in this release.

WorkZone Process 2020.3

No new features in this release.

WorkZone Process 2020.2

SmartPost

« New parameter PdfFaillfOutOfBounds.

« Configuration of e-Boks mailbox mappings to specific units and cases has been
moved from WorkZone Configuration Management to WorkZone Configurator. See
Map e-Boks mailboxes to cases.

21



WorkZone Process 2021.3

Case monitor service workflow

New prerequisite to install WorkZone PDF Engine on the agent server where the case mon-
itor service workflow runs if the service workflow starts a case activity list that contains
SendSmartPost activities.

See Case monitor.

Case activities

Use of . dot notation in Property parameters

You can now also use the dot notation {Case.<Property>} introduced in the 2020.1
relase in the Property parameter of activities. For example, {Case.Title} toretrieve the
title of the current case.

See the UpdateEntities and ValidateEntities activity types.

Interact connector

The CorporateAccessUser parameter in the Interact connecter service workflow has been
renamed to ExecutingUser. It applies to WorkZone environments with and without cor-
porate access. See ExecutingUser.

WorkZone Process 2020.1

SmartPost

Support for Digital Post2

The SmartPoste-Boks dispatcher now supports Digital Post 2. To use SmartPost with e-
Boks using Digital Post 2, you need to install WorkZone Processe-Boks Push Service. Two
new parameters have been added to the e-Boks dispatcher.

See Edit dispatcher parameters and Install the e-Boks push service in the WorkZone

Installation Guide.
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e-Boks error code 1000—changed SmartPost action

The SmartPost action to the e-Boks error 1000 has changed from Retry to Notify.

In case of operational issues at e-Boks, e-Boks returns an error code 1000 (internal server
error) to WorkZone. The SmartPost process fails, but in previous releases the error was not
reported because the SmartPost action was set to Retry by default. With the action set to
Notify by default:

« The process owner will be notified about the failed dispatch.

« The process will be completed, and the history document will be generated so that
you can see the status of each dispatch.

See error 1000.

Mailbox monitor

The sender, recipients, and CC recipients will be added as case parties when new cases are
created.

See Mailbox monitor.

Case activities

GetValue activity type

Using the new GetValue activity type you can retrieve a value on, for example a case, and use
it in guards to make conditions based on WorkZone data.

See GetValue.

SetValue activity type

A new SetValue allows you to set a value in a WorkZone property based on a query.

See SetValue.
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StartProcess activity type
It is now possible to start processes without parameters automatically using the AUTO or L-
AUTO roles.

See StartProcess.

L-AUTO role

A new L-AUTO role execute activities as soon as they are included and pending. You can
also use the L-AUTO role to align the behavior of your WorkZone case activities with the
simulation in DCR Graphs using the lazy user role.

See Execute activities automatically.

Quick execution of activities

Activities can now be executed without opening dialog boxes. On all activity types, you can
select an EnableQuickExecution option, which will display a check box next to the activity
in WorkZone Client. When a user selects the check box, the activity is executed imme-
diately without opening a dialog box.

See Enable quick execution of activities.

Changed notations
The notation for current case that you can use in queries has changed from {Cur-
rentFileKey} to {Case.ID}. You can still use the {CurrentFileKey} notation.

Similarly, you can now use the notation {Case.<Property>} to retrieve values of spe-
cific properties on the current case in queries. For example, {Case.Officer Value} to
retrieve the case handler or {Case.State Value} to retrieve the state of the current
case.

The examples in this guide have been revised to use the new notation. See Activity types.
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Interact

Document mappings are applied to system generated documents

If you have mapped meta data on documents, this mapping will also apply to the system gen-
erated PDF and XML documents. If you have not mapped any meta data to documents, the
default values will be used.

See WorkZone actions.

WorkZone Process 2020.0

Interact connector

Improved error handling

If retrieval of data from an Interact form fails, a case that contains the error message and
information about the form is created automatically. To get an overview of errors, you can cre-
ate a search that extracts the error cases, save the search, and show search results in a listin
the navigation pane in WorkZone Client.

See View Interact connector errors.

Case activities

Deadlines and delays

WorkZone now supports setting deadlines and delays on activities in a DCR graph, which
means that you can create graphs that can execute activities automatically after a specific
amount of time has passed or a deadline is reached.

See Apply deadlines and delays to activities.

Validation interval

You can configure the ValidateEntities activity type to be executed automatically at a specific
interval using a new ValidationInterval parameter. Use this parameter if you await specific
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information to be available on a case before the next activity can be executed. For
example, a receipt for payment must be saved on the case before the case handling can
continue.

See ValidateEntities.

Send SmartPost activity type - new parameter

A new ProcessOwner parameter has been added. It specifies the process owner of the
SmartPost process.

See SendSmartPost.

AUTO role

Activities with the AUTO role assigned are now executed by a system user.

See Execute activities automatically.

Mailbox Monitor service workflow

The Mailbox Monitor service workflow has been optimized to monitor multiple mailboxes in
a service workflow.

See Mailbox monitor.

Miscellaneous enhancements

Extended submission—new NotificationsDefaultActions parameter

New NotificationsDefaultActions parameter for configuring default actions that will be
selected on the Notifications tab in the Start Submission (Extended) dialog box.

See Configure extended submission.

Processes Overview settings have been removed

The Processes overview parameters under Process settings in WorkZone Configurator
have been removed. The new Processes Overview introduced with this release does not
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require these parameters.

See What's new in the WorkZone Process User Guide.

New SmartPost parameter

A new AllowOfficeRemerge parameter has been added. If content controls have already
been merged in Word, the content controls will be merged again when sending the message
through SmartPost.

See Configure SmartPost.

WorkZone Process 2019.3

Notifications

You can now configure which notifications users should receive by specifying settings in
WorkZone Configurator. In previous releases, you had to configure the notification settings in
the database. This is no longer needed.

Users can also turn notifications on/off in WorkZone Client. In this case, the settings in
WorkZone Configurator are overridden.

See Configure notifications.

SmartPost

Suggested process title

A new SuggestedTitle parameter allows you to specify a process title that will be prefilled in
the Start process dialog box when users start standard processes. You can apply suggested
titles to the Hearing (Basis), Submission (Basis), Submission (Extended), and Distribution
(Extended) processes.

See Configure a process title.

Doc2Mail is renamed to OneTooX

The name change is implemented in both the user interface and the documentation.
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Case activities

Extended SendSmartPost activity type

New parameters have been added to SendSmartPost activity type. You can now specify
copy recipients and attachments to the SmartPost process using the new CopyRecipients
and Attachments parameters.

A new ProcessGuid allows you to specify which SmartPost to start if your company uses
several SmartPost processes.

See the Send SmartPost activity type parameters in the Activity types topic.

New CompleteGraph activity type

Using the new CompleteGraph activity type you can design when to allow users to com-
plete an activity list even if some activities have not been executed.

See CompleteGraph.

Interact connector

« Inthe Interact connector service workflow, the Formlds parameter has been exten-
ded so that you can specify multiple form IDs. If no form ID is specified, data from
all forms will be fetched.

See Create and configure an Interact connector service workflow.

« The XML document which contains content and additional meta data about sub-
mitted data from Interact is now added as a supplementary document to the PDF
document. Previously, it was added as a document on the case.

See WorkZone actions.

WorkZone Process 2019.2
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Installation

You can now find information about installing WorkZone Process in a common WorkZone
Installation Guide that covers installation of all WorkZone products.

See WorkZone Installation Guide.

SmartPost

Send attachments as separate documents

Users can now send attachments as separate PDF documents in messages sent to e-Boks.
For this purpose, three new parameters have been added to the SmartPost process para-
meters:

. AllowSendingSeparateDocuments allows users to send attachments as separate
PDF documents in messages to e-Boks.

« DefaultSendSeparateDocuments turns on AllowSendingSeparateDocuments by
default.

« MergeAllDocument allows you to configure if you want to merge the letter and its
attachments into one PDF document or if you only want the PDF document to contain
the letter. Attachments will still be sent as separate PDF documents.

See the AllowSendingSeparateDocuments, DefaultSendSeparateDocuments and the
MergeAllDocuments parameters.

Save received messages sent to subunits on specific cases

Itis now possible to receive unsolicited messages from e-Boks that are sent to subunits of an
organization. The received messages are then automatically saved on the specific cases that
are mapped to the subunits.

See Handle e-Boks messages sent to subunits.
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Validation of the contact hierarchy

Two new parameters ValidationHour and ValidateAtStartup have been added. They allow
you to schedule when to validate if the contact hierarchy e-Boks Administrationsportal
matches the mapping of e-Boks mailboxes and cases in WorkZone.

See Configure validation of a contact hierarchy.

Case activities

New SendSmartPost activity type

The SendSmartPost activity type starts a SmartPost process automatically. Currently, the
SendSmartPost activity type only includes basic functionality such as sending a letter to
recipients.

See Activity types.
WorkZone Process 2019.1

SmartPost

SecurityProtocol parameter

The SmartPost process now complies with Microsoft best practice for security protocols.
This means that you no longer need to configure a security protocol for e-Boks and
Stralfors dispatchers. As a result, the SecurityProtocol parameter has been removed from
the e-Boks and Stralfors dispatcher configuration in WorkZone Configurator. See Configure
digital mail, Configure remote print, and Configure dispatchers.

If you upgrade from a previous release, the new version of the e-Boks and Stralfors dis-
patchers will not contain the SecurityProtocol parameter.

For more information about Microsoft best practices, see the article Transport Layer Secur-
ity (TLS) best practices with the .NET Framework.
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Support for GDPR

It is now possible to define allowed classification levels of documents that SmartPost can
send. You can define a maximum document classification rank that the SmartPost process will
allow. It means that users will only be able to select documents with document classification
ranks lower or equal to the configured threshold.

See Configure SmartPost and GDPR classification.

HistoryDocRetryPeriod parameter

A new parameter named HistoryDocRetryPeriod has been added. It allows you to configure
the period of time that WorkZone will retry to generate a history document in case of failure.
You can configure this parameter for all processes that generates history documents, such as
the Submission (basis), Submission (Extended), Hearing (Basis), and Distribution (Extended)
processes.

See Configure the retry period for history document creation.

Push notification certificate for WorkZone Mobile for Intune

A new certificate, Apple Push Services: dk.kmd.workzone.intune, used for sending push
notifications from WorkZone Process to WorkZone Mobile for Intune is now installed to the cer-
tificate store. To use this certificate, you need to change the Scan-
jour.Process.Notification.AgentHost.exe.config file. See Configure push notification
certificates for WorkZone Mobile.

Interact integration
The actions that WorkZone can perform based on data retrieved from Interact forms have

been extended. The Interact connector service workflow can now:

« Add data from custom fields to a case.
« Add existing contacts as parties on a case.

« Update existing cases.

See WorkZone actions.
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Case activities

A new version of the WorkZone Case Activity Template is available in DCR Graphs. The
template has been extended with an AUTO role and a new UpdateEntities and Val-
idateEntities activity types.

AUTO role

To reduce the number of activities that a user needs to perform in a case activity list, you
can configure activities to be executed automatically. In previous releases, only the
CopyDocument activity type could be executed automatically. Now, you can apply a new
role named Auto to all activity types, which will execute the activity automatically. See
Execute activities automatically.

UpdateEntities activity type

A new activity type named UpdateEntities will update text fields on a case when an activity
is executed. See Activity types.

ValidateEntities activity type

A new activity type named ValidateEntities allows you to validate WorkZone data and if the
validation is successful, execute subsequent activities. ValidateEntities works in con-
nection with guards.

See Activity types.

WorkZone Process 2019.0

Case monitoring service workflow

In this release, you can create and configure case monitoring service workflows using
WorkZone Configurator. For more information, see Configure a case monitoring service
workflow.
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SecurityProtocol parameter

Administrator Guide

The SecurityProtocol parameter that is used when configuring Stralfors and e-Boks dis-
patchers is now set to SystemDefault by default. You no longer need to enter a specific pro-
tocol. The value of the SystemDefault parameter means that the operating system will
negotiate the applied security protocol with the Stralfors and the e-Boks services. See the
SecurityProtocol parameter description for Stralfors and e-Boks in Configure dispatchers.

Changing the watermark on copies

Itis now possible to change the default watermark text KOPI, which is inserted on the doc-
ument copies that are sent to copy recipients. In the new CopyWatermark parameter, you can

enter the watermark text.
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For more information, see the description of the CopyWatermark parameter in Configure

SmartPost.
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Allowed documents

You can now configure which documents that users are allowed to select as the letter doc-
ument and attachments in the Send SmartPost dialog box. The list of documents shown in
the Letter and Attachments fields is based on configured values from a droplist in a custom
field. You configure allowed documents in WorkZone Configurator using two new para-
meters, ValidationProperty and ValidationValues in the SmartPost process.

For more information, see Configure allowed documents and Configure SmartPost.

WorkZone Process 2018.2 SP1

SmartPost

A new RemergePdfEnabled parameter allows updating the letter date of the PDF doc-
ument at preview and approval of the SmartPost message before sending the message.
See RemergePDFEnabled.

Interact connector service workflow

A new service workflow named Interact connector connects to KMD WorkZone Interact,
retrieves data from Interact forms, and then creates cases and adds documents in
WorkZone based on the data that users have entered in a form. See Interact connector.

Case monitoring service workflow

A new service workflow that monitors newly created cases and then automatically starts a
case activity or a customized workflow without mandatory arguments. See Case monitor.

Note: In this release, you can create and configure case monitoring service work-
flows using WorkZone Configuration Management. As of the coming WorkZone 2019
release, you will be able to configure the service workflow using WorkZone Con-
figurator.
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Automatic start of a case activity or workflow when a case is created

A case activity or a workflow can now be started automatically when a new case is created. A
case monitoring service workflow monitors when new cases are created, and if the new cases
fulfill a specific set of rules, it starts a case activity or a workflow automatically.

For more information about setting up a Case monitoring service workflow, see Case monitor.

Updates and cancellations of F2 requisitions

The rules for receiving updates and cancellation of F2 requisitions have changed. See
Updated F2 requisitions. Cancelled F2 requisitions are now handled in WorkZone. See Can-
celled F2 requisitions.

WorkZone Process 2018.2

Parameters

You can now define even more WorkZone Process parameters in WorkZone Configurator.
With this release, the following configurations have been added to WorkZone Configurator:

« e-Boks materials. See Configure e-Boks materials.

« SmartPost dispatchers. See Configure dispatchers.

« Dispatch sequences. See Configure dispatch sequences.

« Printtypes (previously named remote print types). See Configure print types.

« General Process settings. See Other configurations.
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The documentation has been revised to reflect the location of parameters in
WorkZone Configurator.

Exchange Online

WorkZone Process now supports configuration of Exchange Online for sending smarttasks
and e-mail notifications. You can also monitor Exchange Online mailboxes using the Mail-
box monitoring and F2 requisition handler service workflows.

See Configure WorkZone Process in the WorkZone Installation Guide.

SmartPost enhancements:

A new OneTooX dispatcher has been added. Using the OneTooX dispatcher, itis possible
to send SmartPost messages for remote print at KMD Printcenter. See Configure remote
print - OneTooX.

WorkZone Process 2018.1

« You can now configure processes and service workflows in WorkZone Con-
figurator. In WorkZone Configurator, click Process, and then select the area of con-
figuration, for example Processes, or Service workflows. See Processes and
Service workflows in the WorkZone ConfiguratorAdministrator Guide and Con-

figuring processes and Service workflows in this guide.
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Note: As in previous releases, you configure general process settings and
SmartPost settings in the WorkZone Configuration Management. The doc-
umentation has been revised to reflect where you find the relevant parameters.

« You can copy and rename a standard process and its labels if you want to use the pro-
cess in another context. See Copy and rename a process.

« The F2 requisition handler service workflow now includes a new parameter
IncludeTemplate and the F2Template parameter has been modified. See Install
and configure F2 integration.

« Performance improvements have been made in the following areas:

o User task actions.

« Opening and loading default values in to the Send SmartPost dialog box.

« e-Boks and Stralfors error lists including error codes, descriptions, and SmartPost
actions are now part of this guide. See Dispatcher error handling.

WorkZone Process 2018.01

« You can hide the approval check box from the SmartPost dialog box if your organ-
ization does not use the approval step in the SmartPost process. You can specify the
setting named ApprovalEnabled in the SmartPost process settings in WorkZone Con-
figuration Management. See Configure SmartPost.

« You can configure the SmartPost dialog box to include an option for selecting a stand-
ard letter provided by your organization. See Configure standard letters.

« You can configure the SmartPost process comply with customized of locations of
CVR and CPR numbers in the database and identification of the sender when receiv-
ing SmartPost messages has been improved. See Configure CPR and CVR.

WorkZone Process 2018

« The WorkZone Process Configuration Wizard has been changed.

o« WorkZone Process now runs under a dedicated WorkZone Process user named
SJPROCESSUSER. As in previous releases, you must create a service user in
the AD, and enter information about it in the KMD WorkZone Process
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Configuration Wizard. The wizard will then handle the SID association with
the SUIPROCESSUSER automatically.

Note: You no longer need to associate the SID.

« You can now choose to run the configuration on either a web server role or an
agent server role, or both from the KMD WorkZone Process Configuration
Wizard. In previous releases, this selection was part of the WorkZone Pro-
cessSetup Wizard. If you select the Web role, process packages and service
workflows will be installed in the database, database changes will be down-
loaded, WorkZone Process will be configured in IIS, and process settings will
be available in WorkZone Configuration Management. If you select the Agent
role, all agents will be installed on the server and process services will be
enabled.

« A new Validate button allows you to validate that prerequisites are fulfilled
and features connected with a specific role are in place before starting the
actual configuration. You can also perform the validation using command line
configuration by using a new -val parameter.

« The WorkZone ProcessWorkZone Process Configuration Wizard now auto-
matically adds logon as service to the service user.

« A new workflow log profile, which limits the amount of log information that is written
to the WZP_WORKFLOW_LOG table, is introduced. You enable the profile for
each process type in WorkZone Configuration Management.

« Error handling in the Mailbox Monitor service workflow has been improved. You
can now separate faulty emails that have not been saved on cases from the emails
in the monitored mailbox for better overview. You can set up the Mailbox Monitor
service workflow to move the faulty emails to a specific Outlook folder and notify a
specific user about by email. Two new settings FaultedFolderName and FaultNo-
tificationMailbox settings are added in WorkZone Configuration Management.
See Unsaved emails.

« F2integration service workflow improvements:
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« The default process owner for F2 service workflows can be an organizational
unit with an email.

« Only one F2 mailbox monitor is allowed in a standard access code setup. One
F2 mailbox monitor is allowed per authority in a corporate access code setup.

See Create and configure an F2 requisition handler service workflow .

o Ministerial process improvements:

« The Approval phase (Danish: Godkendelse) is now named Submission (Danish:
Foreleeggelse").

« The Delivery phase (Danish: Aflevering) is now named Approval (Danish:
Godkendelse).

« When the extended submission process is started, you can set up the Ministerial
process to move forward to the Submission phase. The Processing phase will
be closed. See Configure a ministerial process.

« When the extended submission process reaches a contributor, such as a unit or
an employee with a specific role, the ministerial process is automatically moved
forward to the Approval phase. See Configure a ministerial process.

« If running with the F2 integration, you will see that information about sender and
copy recipients is now merged from F2 to the description in the Ministerial pro-
cess, so that you can see who sent the requisition and who are copy recipients
on the requisition.

« SmartPost improvements:

« The SmartPost dispatcher settings are now moved from the general Process
Settings to the SmartPost process under Processes in WorkZone Configuration
Management. See Configure dispatchers.

« The DefaultShipmentTypeKey setting has been renamed to DefaultDis-
patcherSequenceld. See Configure dispatch sequences.

« The preliminary history document is no longer needed and has been removed.
DummyPDFDocumentld setting is no longer used and has been removed. The
history document now shows the watermark "Preliminary" while in process.
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« A new ProcessMonitor service workflow that can monitor for failed processes. See

Process Monitor.

You can now configure a history document for each process using four new set-
tings, Reportld, RecordType, RecordState, and TitleTemplate. customize the
process history document. See Configure the process history document.

You can now create customized lists to display in the Processes overview and
share these lists across an organization. See Create and share lists.

WorkZone Process 2017 SP1

« A new section on how to set up the SmartPost add-on package has been added.

See Configuring SmartPost.

The WorkZone Case Activities package is now in production. In the 2017 release,
this package was released as a Beta version. For instructions on configuring case
activity lists, see Case activities in the WorkZone Configurator online Help.

A new section about how you can set up the Exchange server to handle con-
current Exchange connections on the same user in connection with the Mailbox
Monitor and F2 integration service workflows.

If you upgrade from 2016 R2 to 2017 SP1 and use the Mailbox Monitor process
service, see Upgrading from previous versions.

New settings have been added to the Extended Submission process. With these
settings, you can manage what will happen when a submission is started,
approved, completed, or rejected. In WorkZone Configuration Management, click
Operation > Processes, select the Submission (Extended) process to view set-
tings. See Configure extended submission.

You can now remove a failed process from the Errors and Warnings list in the Pro-
cesses Overview list using WorkZone Configuration Management. In WorkZone
Configuration Management, click Diagnostic > Process State and change the
state of the process in question to Resolved in the State field.

Process history documents are now created using a WorkZone PDF template. The
template can be customized to an organization's needs.

WorkZone Process 2017
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Support for multiple databases. See Configuration for multiple databases.

An additional service workflow, the Mailbox Monitor, has been added. The mail box
monitor can monitor an inbox and save incoming mails to a case. See Mailbox Mon-
itor..

IFor this version, a Beta release of the Case activities functionality will be available.
Case activities is a task management feature that enable you to create workflows
with activities that are connected by a set of rules. With case activities you can map
the possible events in a workflow and associate each event with a rule that calls for a
certain action.

A new setting has been added in the WZP_SETTINGS table to enabled when you
use AD Replication to recycle names in WorkZone Process. See Configure the use of

new nhame instances.

Two new parameters have been added to the WZP_SERVICE_PARAMETERS
table.

F2PartyMap

F2Template

See Install and configure F2 integration and F2 integration.

The following has been added to the Troubleshooting section.

When you get to the point in the configuration of WorkZone Process where you start
the WorkZone Process web service, you might receive an error with the message
"403 Forbidden". The error indicates that OData information cannot be accessed and
you cannot complete the configuration.

Creating a process in WorkZone Process fails and you get an error message stating
that there is no access to the server.
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Configuring processes

You can configure how processes should run in your organization by specifying parameters

for each process in WorkZone Configurator.

You set up general WorkZone Process settings in Process settings in WorkZone Con-

figurator.

Configure extended submission

When an extended submission process is part of a phase process, you can manage, pro-

mote (move forward), and demote (move back) actions when the extended submission pro-

cess is started, approved, completed, or rejected.

1. In WorkZone Configurator, click Process.

2. Click Processes.

-—

3. Pointto the Submission (Extended) process, and click ~ Edit parameters.

4. Specify the parameters depending on how you want the process to execute.

PromoteOnEnter

PromoteBeforeClose

PromoteOnEXxit

DemoteOnReject

NotificationsDefaultActions

Moves to the next phase in the phase process when a sub-
mission starts.

The default value is False.

Moves to the next phase in the phase process when the last
approver has approved.

The default value is False.

Moves to the next phase in the phase process when the sub-
mission ends.

The default value is True.

Moves to the previous phase in the phase process if the sub-
mission is rejected.

The default value is False.

The default actions that will be selected on the Notifications
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tab in the Start Submission (Extended) dialog box. When
the selected actions are performed in the submission pro-
cess, notifications emails will be sent to the employees that
the process owner has selected. See Start an extended sub-

mission process in the WorkZone Process User Guide.

The parameters ReportlD, RecordType, RecordState, and TitleTemplate relate to the history
document. See Configure the process history document.

See also Processes in the WorkZone Configurator Administrator Guide.

Configure a ministerial process

You can configure the ministerial process to move forward automatically between the phases.

Move from the Processing phase to the Submission phase automatically

To move from the Processing phase to the Submission phase automatically, you must con-
figure the extended submission process to move to the next phase when the extended sub-
mission is started.

You need to set the PromoteOnEnter setting for the extended submission to True. See Con-
figure extended submission.

Move to the next phase automatically based on a role

You can configure the ministerial process to move forward to the next phase based on a role.
You can, for example, have the Submission phase move to the Approval phase automatically
when the extended submission process reaches a specific actor, such as a unit or an
employee with a specific role, for example MANSEC (Management secretariat).

Add roles

You add roles in WorkZone Configuration Management.

« Click Basic Data > Custom domain, and select the WZP-ROLE domain.

By default, WorkZone Process includes the roles listed below.
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Role Description

CASEHNDL Case handler
DIRECTOR Director

MANAGER Manager

MANSEC Management secretariat
MINISTER Minister

Configure "move to next phase" according to role

The next step is to set up roles for each phase in WorkZone Configurator.

1. In WorkZone Configurator, click Processes.

Click Processes.

Point to the Ministerial process. A menu bar appears.
Click Edit.

a k~ e b

In the Edit process parameters dialog box, select roles for the phases depend-
ing on how you want the process to execute. In this example, select the
MANSEC role as default value for Role4 in order for the Submission phase to
move to the Approval phase automatically when the extended submission pro-
cess reaches an actor with the role MANSEC

Assign roles to an organizational unit or an employee

You set up the default process role on either an organizational unit or an employee on the
WorkZone contact by using ScanSQL.

Example: You want the ministerial process to move from the Submission phase to
the Approval phase when it reaches the employee named Elisabeth. Execute the fol-
lowing in ScanSQL.:
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update name set default process role = 'MANSEC' where name code
= 'ELISABETH'

Important: If you have added roles in WorkZone Configuration Management, you must
recycle the WzpSvc AppPool for the role-based configuration to take effect. Recycling of
the AppPool is not necessary if you use the default roles.
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Service workflows

A service workflow is a workflow that runs continuously in the environment where it is star-
ted. The service workflow can start any kind of workflow, based on the defined service para-
meters. One example of a service workflow is a workflow that monitors a mailbox, and starts
workflows based on incoming mails.

F2 integration

With the F2 add-on package installed, the phase process capabilities of WorkZone Process
become available in the communication between work groups that use F2 and WorkZone,
respectively.

Overview

« When a requisition from an F2 work group is received in WorkZone, a case is auto-
matically created, and a Ministerial phase process is started.

« A case handler is automatically appointed according to the requisition and the case
handler receives the requisition as a smarttask.

« The case handler can work with the process and add contributors. When the con-
tributors have completed their tasks, the case handler can submit the input from
WorkZone Process to F2.

Monitor mailboxes for requisitions

Emails with requisitions that will be processed in WorkZone Process are identified by a mail
monitor. The mailboxes that receive F2 requisitions must be set up with a mail monitor that
polls for emails with an XML attachment. The XML attachment serves the following pur-
poses:

« Itidentifies emails with requisitions that should start a service workflow.

« It contains information about responsibilities and deadlines and this information is
used in the service workflow.

Emails that do not have an XML attachment are disregarded by the mail monitor.
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For more information about setting up mail monitors, see Install and configure F2 integration.

Requisition instructions

A document may be available for additional descriptions or instructions. The document is
saved on the case that is created based on the requisition.

You specify a template for the instruction document using the F2Template parameter in
WorkZone Configurator. For more information about the F2Template parameter, see the para-
meter overview in Install and configure F2 integration

Requisitions that you receive in a mailbox

Requisitions that are received in a mailbox are either issued with the mailbox on the TO line or
with the mailbox on the CC line.

Mail recipients on the TO line

« When an F2 requisition is identified in a mailbox where this mailbox is on the TO line,
a case is created and a Ministerial phase process is started.

« Any documents from the requisition are attached to the case, and case details such as
case handler and case unit are derived from the XML document attached to the F2
requisition. Note that all parties are looked up in existing contacts.

« A phase process of the type Ministerial is created. Service workflow details such as
the title of the workflow and F2 specific deadlines are derived from the XML doc-
ument. The phase approval deadline is calculated as the deadline specified in the
XML minus two days.

Mail recipients on the CC line

« When an F2 requisition is identified in a mailbox where the mailbox is on the CC line,
the mail is saved on a shared case, and a predefined mailbox receive a notification
about the requisition. The notification contains a link to the default case and to the
requisition.

« The shared case that is used for this information is created automatically when a mail
with a mailbox recipient on the CC line is registered. For more information about
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automatic creation of a case, see F2 integration in the WorkZone Installation
Guide.

« The mailbox that receives information about the requisition is set up in the F2In-
formationMailBox parameter in WorkZone Configurator.

Why do | receive requisition emails that | have received once before?

If you experience that the same requisition email is sent to you more than once, it might be
due to one of the following changes:

« A service handle name has been changed for a service that monitors the mailbox
that handles your requisitions.

« A new service with a new service handle name has been created for the mailbox
that handles your requisitions.

Both of the changes mentioned above have the effect that all requisition emails are handled
once again. For more information about the ServicHandleName parameter, see Install and
configure F2 integration.

Parties associated with cases and documents

When an F2 requisition is identified in a mailbox, cases are created and documents are
saved. Parties associated with the cases and documents can be controlled by the
F2PartyMap parameter in WorkZone Configurator. See the F2PartyMap parameter, see
Install and configure F2 integration.

The F2PartyMap parameter is NOT specified

When the F2PartyMap parameter is not specified, the contacts become parties on doc-
uments and cases:

« Cases: The mail recipient, the return-to user, and any CC recipients.
« Documents on cases: The sender, the recipient, and any CC recipient.

The F2PartyMap parameter is specified

When the F2PartyMap parameter, individual email addresses are mapped to a contact
name codes as specified in WorkZone Client:
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« When an F2 case is created based on a requisition, the parties on the case include
contacts that are specified by the F2PartyMap parameter. For example, say that a
case is created based on an email sent by Elisabeth@Fvst.dk to Ann@Imdom.local,
and the F2PartyMap parameter specifies that the fvst and the Indom domains should
map to the contacts FOODAUTHORITY and FSA, respectively. This would mean that
apart from Elisabeth and Ann, the FOODAUTHORITY and the FSA contacts are
included as parties on the F2 case and documents that are created by the F2 service
workflow.

Updated F2 requisitions

If F2 requisitions are updated by F2, emails are sent to the monitored inbox. WorkZone iden-
tifies the F2 update emails based on the email subject. If an existing case with a corresponding
requisition ID is found, it is updated with new information. The case handler and the mailbox
that receives information about requisitions (as specified in the F2InformationMailbox para-
meter) are notified about the update in an email. See Updated requisitions in the WorkZone

Process User Guide.

If the requisition case does not exist, the update email is ignored.

Note: The update emails do not contain an XML attachment as the original email from
F2.

Cancelled F2 requisitions

If F2 requisitions are cancelled from F2, emails are sent to the monitored inbox. WorkZone
identifies the cancelled F2 requisition emails based on the email subject.

The Ministerial phase process will be cancelled but any sub processes must be handled manu-
ally. The case handler and the mailbox that receives information about requisitions (as spe-
cified in the F2InformationMailbox parameter) are notified about the cancellation of the F2
requisition in an email. See Cancelled requisitions in the WorkZone Process User Guide.
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Replies to F2

When a requisition has been processed, it can be delivered to F2 using the F2 Delivery sub
process. The following recipients get the delivery:

« The case handler in the F2 work group. The case handler is identified by a return
field in the requisition XML. For more information, see How XML information maps
to an F2 requisition workflow.

« A mailbox thatis set up for the F2 work group. Via this mailbox information can be
routed to people in the work group that should be notified about the delivery. The
mailbox is defined in the F2InformationMailbox parameter in WorkZone Con-
figurator. For more information, see Configure recipients of F2 answers.

« Additional recipients in the WorkZone environment. These recipients are people
that should be notified about the delivery. You can add these recipients manually
when you return the delivery to F2. For more information, see Return inputto F2 in
the online Help for WorkZone Process.

How XML information maps to an F2 requisition workflow

The following table describes the attributes of the case that is created when an F2 requis-
ition is sent from F2 to a WorkZone mailbox. The attributes are mapped from an XML doc-
ument attached to the F2 requisition.

Note: F2 requisition contacts must be matched with contact information that exists in

the system. For more information, see Searching the WorkZone contacts for F2
parties.

Case . How information maps from XML to WorkZone Pro-
. XML fields

attributes cess fields

ID <ID> The F2 requisition ID field is populated with the

requistion ID from the <ID> field in the XML.

Receiver <Receiv- The Case hander and the Case unit fields are auto-

name and erUserName>, matically populated with the information from the

unit <ReceiverUnitName> <ReceiverUserName> and the <ReceiverUnitName>
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How information maps from XML to WorkZone Pro-
cess fields

fields.

When an email with an XML attached is sent to
<ReceiverUserName>, a user task is sent to this per-
son and a process is started for this person.

Return
inform-
ation

<ReturnToEmail>

<ReturnToUser-
Name>

<ReturnToUn-
itName>

The return-to fields are populated with recipients of the
requisition after it has been processed. The recipient
information is retrieved from the <ReturnToE-
mail>,<ReturnToUserName>, and the <ReturnToUn-
itName> fields. The fields are searched in this order to
identify a valid receipt address.

Delivery to the F2 work group can be completed using
the F2 Delivery process task.

Note, that the return-to recipients are recipients within
the F2 environment, that should be informed about the
delivery. A mailbox for F2 return deliveries must also be
stated in the F2AnswerMailBox parameter in the WZP_
SERVICE_PARAMETER table. For more information
about the parameter setup, see Monitor mail activity.

Sender
inform-
ation

<SentByUserName>

<SentbyUnitName>

External sender fields can be shown on the case and
populated with the external sender information from the
<SentByUserName> and the <SentbyUnitName>
fields.

Descrip-
tion

<Description>

The description fields are automatically populated with
the information from the <Description> field.

Case title

<RequsitionChoices>

<Title>

The title of the case is combined from the <Requs-
itionChoices> strings and the <Title> field.

For example:

<RequisitionChoices><string>$ 20-ques-

tion</string>
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Case How information maps from XML to WorkZone Pro-

XML field
attributes SIS cess fields

<string>Ur-
gent</string></RequisitionChoices>and
<Title>Transport Regulations</Title>
merge into the case title, " [Urgent] [§ 20-question]
Transport Regulations"

Case num- <CaseNumber> The External case number field can be shown on the
ber case and populated with the case number from the
<CaseNumber> field.

Case type By default, the case type is set to SJ-TEMP.

Searching the WorkZone contacts for F2 parties
When an F2 service workflow is started, the F2 requisition identifies the parties of the requis-
ition. The requisition parties are persons that must be matched with contacts in WorkZone.

The F2 requisition party information is available in the XML file, which is part of the F2
requisition and the information in the XML file may vary in terms of detail levels.

In some cases both a name and an email address is available and in other cases only a
name (Name1 + Name2) is stated.

The search for a match of contacts is processed in the following sequence:

1. Email address.
2. Name1l + Name2

3. NameCode.

F2 integration

With the F2 add-on package installed, the phase process capabilities of WorkZone Process
become available in the communication between work groups that use F2 and WorkZone,
respectively.
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Overview

« When a requisition from an F2 work group is received in WorkZone, a case is auto-
matically created, and a Ministerial phase process is started.

« A case handler is automatically appointed according to the requisition and the case
handler receives the requisition as a smarttask.

« The case handler can work with the process and add contributors. When the con-
tributors have completed their tasks, the case handler can submit the input from
WorkZone Process to F2.

Monitor mailboxes for requisitions

Emails with requisitions that will be processed in WorkZone Process are identified by a mail
monitor. The mailboxes that receive F2 requisitions must be set up with a mail monitor that
polls for emails with an XML attachment. The XML attachment serves the following purposes:

« ltidentifies emails with requisitions that should start a service workflow.

« It contains information about responsibilities and deadlines and this information is
used in the service workflow.

Emails that do not have an XML attachment are disregarded by the mail monitor.

For more information about setting up mail monitors, see Install and configure F2 integration.

Requisition instructions
A document may be available for additional descriptions or instructions. The document is
saved on the case that is created based on the requisition.

You specify a template for the instruction document using the F2Template parameter in
WorkZone Configurator. For more information about the F2Template parameter, see the para-
meter overview in Install and configure F2 integration
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Requisitions that you receive in a mailbox

Requisitions that are received in a mailbox are either issued with the mailbox on the TO line
or with the mailbox on the CC line.

Mail recipients on the TO line

« When an F2 requisition is identified in a mailbox where this mailbox is on the TO
line, a case is created and a Ministerial phase process is started.

« Any documents from the requisition are attached to the case, and case details such
as case handler and case unit are derived from the XML document attached to the
F2 requisition. Note that all parties are looked up in existing contacts.

« A phase process of the type Ministerial is created. Service workflow details such as
the title of the workflow and F2 specific deadlines are derived from the XML doc-
ument. The phase approval deadline is calculated as the deadline specified in the
XML minus two days.

Mail recipients on the CC line

« When an F2 requisition is identified in a mailbox where the mailbox is on the CC
line, the mail is saved on a shared case, and a predefined mailbox receive a noti-
fication about the requisition. The notification contains a link to the default case and
to the requisition.

« The shared case that is used for this information is created automatically when a
mail with a mailbox recipient on the CC line is registered. For more information
about automatic creation of a case, see F2 integration in the WorkZone Installation
Guide.

« The mailbox that receives information about the requisition is set up in the F2In-
formationMailBox parameter in WorkZone Configurator.

Why do | receive requisition emails that | have received once before?

If you experience that the same requisition email is sent to you more than once, it might be
due to one of the following changes:

« Aservice handle name has been changed for a service that monitors the mailbox
that handles your requisitions.
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« A new service with a new service handle name has been created for the mailbox that
handles your requisitions.

Both of the changes mentioned above have the effect that all requisition emails are handled
once again. For more information about the ServicHandleName parameter, see Install and
configure F2 integration.

Parties associated with cases and documents

When an F2 requisition is identified in a mailbox, cases are created and documents are saved.
Parties associated with the cases and documents can be controlled by the F2PartyMap para-
meter in WorkZone Configurator. See the F2PartyMap parameter, see Install and configure
F2 integration.

The F2PartyMap parameter is NOT specified

When the F2PartyMap parameter is not specified, the contacts become parties on documents
and cases:

« Cases: The mail recipient, the return-to user, and any CC recipients.

« Documents on cases: The sender, the recipient, and any CC recipient.
The F2PartyMap parameter is specified

When the F2PartyMap parameter, individual email addresses are mapped to a contact name
codes as specified in WorkZone Client:

« When an F2 case is created based on a requisition, the parties on the case include
contacts that are specified by the F2PartyMap parameter. For example, say that a
case is created based on an email sent by Elisabeth@Fvst.dk to Ann@Imdom.local,
and the F2PartyMap parameter specifies that the fvst and the Indom domains should
map to the contacts FOODAUTHORITY and FSA, respectively. This would mean that
apart from Elisabeth and Ann, the FOODAUTHORITY and the FSA contacts are
included as parties on the F2 case and documents that are created by the F2 service
workflow.
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Updated F2 requisitions

If F2 requisitions are updated by F2, emails are sent to the monitored inbox. WorkZone iden-
tifies the F2 update emails based on the email subject. If an existing case with a cor-
responding requisition ID is found, it is updated with new information. The case handler and
the mailbox that receives information about requisitions (as specified in the F2In-
formationMailbox parameter) are notified about the update in an email. See Updated
requisitions in the WorkZone Process User Guide.

If the requisition case does not exist, the update email is ignored.

Note: The update emails do not contain an XML attachment as the original email from
F2.

Cancelled F2 requisitions

If F2 requisitions are cancelled from F2, emails are sent to the monitored inbox. WorkZone
identifies the cancelled F2 requisition emails based on the email subject.

The Ministerial phase process will be cancelled but any sub processes must be handled
manually. The case handler and the mailbox that receives information about requisitions (as
specified in the F2InformationMailbox parameter) are notified about the cancellation of the
F2 requisition in an email. See Cancelled requisitions in the WorkZone Process User Guide.

Replies to F2

When a requisition has been processed, it can be delivered to F2 using the F2 Delivery sub
process. The following recipients get the delivery:

« The case handler in the F2 work group. The case handler is identified by a return
field in the requisition XML. For more information, see How XML information maps
to an F2 requisition workflow.

« A mailbox that is set up for the F2 work group. Via this mailbox information can be
routed to people in the work group that should be notified about the delivery. The
mailbox is defined in the F2InformationMailbox parameter in WorkZone
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Configurator. For more information, see Configure recipients of F2 answers.

« Additional recipients in the WorkZone environment. These recipients are people that
should be notified about the delivery. You can add these recipients manually when
you return the delivery to F2. For more information, see Return input to F2 in the
online Help for WorkZone Process.

How XML information maps to an F2 requisition workflow

The following table describes the attributes of the case that is created when an F2 requisition is
sent from F2 to a WorkZone mailbox. The attributes are mapped from an XML document
attached to the F2 requisition.

Note: F2 requisition contacts must be matched with contact information that exists in the

system. For more information, see Searching the WorkZone contacts for F2 parties.

Case attrib: How information maps from XML to WorkZone Pro-
XML fields

utes cess fields

ID <ID> The F2 requisition ID field is populated with the
requistion ID from the <ID> field in the XML.

Receiver  <Receiv- The Case hander and the Case unit fields are auto-

name and erUserName>, matically populated with the information from the

unit <ReceiverUnitName> <ReceiverUserName> and the <ReceiverUnitName>
fields.

When an email with an XML attached is sent to <Receiv-
erUserName>, a user task is sent to this person and a
process is started for this person.

Return <ReturnToEmail> The return-to fields are populated with recipients of the
information requisition after it has been processed. The recipient
information is retrieved from the <ReturnToE-

mail>,<ReturnToUserName>, and the <ReturnToUn-

< i >
ReturnToUnitName itName> fields. The fields are searched in this order to

<ReturnToUser-
Name>

identify a valid receipt address.
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Caseattrib 1| fields
utes

How information maps from XML to WorkZone Pro-

cess fields

Delivery to the F2 work group can be completed using
the F2 Delivery process task.

Note, that the return-to recipients are recipients within the
F2 environment, that should be informed about the deliv-
ery. A mailbox for F2 return deliveries must also be
stated in the F2AnswerMailBox parameter in the WZP_
SERVICE_PARAMETER table. For more information
about the parameter setup, see Monitor mail activity.

Sender <SentByUserName>

information <SentbyUnitName>

External sender fields can be shown on the case and pop-
ulated with the external sender information from the
<SentByUserName> and the <SentbyUnitName> fields.

Description <Description>

The description fields are automatically populated with
the information from the <Description> field.

Casetitle  <RequsitionChoices>

<Title>

The title of the case is combined from the <Requs-
itionChoices> strings and the <Title> field.

For example:

<RequisitionChoices><string>§ 20-ques-

tion</string>

<string>Ur-
gent</string></RequisitionChoices>and
<Title>Transport Regulations</Title> merge
into the case title, " [Urgent] [§ 20-question] Transport
Regulations"

Case num- <CaseNumber>

The External case number field can be shown on the

ber case and populated with the case number from the
<CaseNumber> field.
Case type By default, the case type is set to SJ-TEMP.
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Searching the WorkZone contacts for F2 parties
When an F2 service workflow is started, the F2 requisition identifies the parties of the requis-
ition. The requisition parties are persons that must be matched with contacts in WorkZone.

The F2 requisition party information is available in the XML file, which is part of the F2 requis-
ition and the information in the XML file may vary in terms of detail levels.

In some cases both a name and an email address is available and in other cases only a name
(Name1 + Name?2) is stated.

The search for a match of contacts is processed in the following sequence:

1. Email address.
2. Namel + Name2

3. NameCode.

Install and configure F2 integration

F2 integration is a service workflow that you can select as a package when you configure
WorkZone Process.

Follow the instructions below to activate the F2 integration. These guidelines assume that
WorkZone Process is already installed on your system. If WorkZone Process is not installed,
refer to Install WorkZone Process in the WorkZone Installation Guide and follow the guidelines

for the installation.

Activate the F2 Integration package

1. Open WorkZone Configurator.
2. Goto Global > Feature settings > WorkZone Process.

3. Select the check box next to F2.

Monitor email activity

The F2 integration requires monitoring of email activity in a mailbox. You specify which mail-
box to monitor, and how often the mailbox will be checked for emails.
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In general, the email activity in an F2 mailbox is monitored by the Exchange user that owns
the mailbox. If you need to set up the mailbox to be monitored by a user different from the
owner of the mailbox, see Provide access to monitor an F2 mail account.

You configure the F2 mailbox monitor by specifying parameters for the F2 requisition hand-
ler service workflow in WorkZone Configurator.

You need to create an F2 requisition handler service workflow for each mailbox that you
want to monitor.

Create and configure an F2 requisition handler service workflow

The F2 integration service uses mail monitors that require a set of F2 service parameters.
You define the parameters in WorkZone Configurator.

1. Open WorkZone Configurator.
2. Goto Process > Service workflows.

3. Add a new service workflow of the type F2 requisition handler, enter a name
and description, and then click Create.

-—

4. Pointto the F2 requisition handler service workflow, and click ~ Edit para-

meters, and fill in the value for the parameters. The values that you enter, must
correspond to the values that are set up for your environment. For an example,
refer to the list of parameters in the following table.

Note: You can only set up one F2 mailbox monitor in a standard access code setup. In
a corporate access code setup, you can set up one F2 mailbox monitor per authority.

Refer to the following table for an overview of the parameter values required for the F2
requisition handler workflow. Note that the values listed in the table are just examples.

The Exchange configurations depend on whether your organization uses Exchange On-
Premises or Exchange Online.
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On-premises
Name Description Sample values
ExchangeUrl The URL of the Exchange web https://<host>/EWS/Exchange.asmx.

service.

ExchangeDomain  The domain for the Exchange
user.

ExchangeUser Login for the Exchange user.  The user that you have set up as the
This user must have access to smarttask sender during configuration
the Exchange mailbox. The of WorkZone Process.
user must be a WorkZone user
and the name must be in upper-
case.

ExchangePassword The password for the
Exchange user.

Online

Name Description

ExchangeOAuthClientld The OAuth2 Client ID that is used to access the
mailbox in Exchange Online.

ExchangeOAuthTenantld ExchangeOAuthTenantld: The OAuth2 Tenant ID
used to access the mailbox in Exchange Online.

ExchangePassword The password of the Exchange user that is used
in the public client flow also named Resource
Owner Password Credentials (ROPC ) flow.

It is recommended to choose between setting this
parameter and the ExchangeOAuthClientSecret
parameter. If you fill in both, the
ExchangeOAuthClientSecret parameter will be
prioritized over the ExchangePassword para-
meter.

ExchangeOAuthClientSecret The OAuth2 Client secret used to access the mail-
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Sample

Name Description
values

box in Exchange Online. If set, the client cre-
dentials flow is used.

It is recommended to choose between setting this
parameter and the ExchangePassword para-
meter. If you fill in both, the ExchangeOAuthCli-
entSecret parameter will have priority over the
ExchangePassword parameter.

Note:

The public client flow (ROPC) with the ExchangePassword parameter is less com-
plex to set up, but it allows logging in without multi-factor authentication to the applic-
ation in the AAD, so it may decrease the security level for organizations that use multi-
factor authentication to AAD.

The client credential flow with ExchangeOAuthClientSecret parameter is better
suited for service accounts such as the service accounts that the Mailbox monitoring
workflow monitors, but is complex to set up correctly because it requires a second
application registration in the AAD (Azure Active Directory) with the access scoped
only to a group of service users.

Other parameters

The parameters below are common to both the F2 requisition handler and Cloud F2 requis-
ition handler workflows.

Name Description Sample values

ExchangeMailBox The email address ofthe  ann@Imdom.local
mailbox to be monitored.

Watchinterval Interval in seconds 60
between checks of the
Exchange mailbox for new
requisition emails. With an
entry of 60, the mailbox is
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Name Description Sample values

checked every minute.

Retryinterval The interval in seconds 5
between resending of mails
that failed. If this parameter
is shorter than Watchlin-
terval, it has no effect.

RetryCount The number of retries 2
before mails are aban-
doned.

ServiceHandleName The nameused byaser- F2Handle
vice to mark a mail as
handled. This parameter is
used if a mailbox is mon-
itored by more than one ser-
vice. The
ServiceHandleName must
be unique for each service.

Note, that if you change a
service handle name for a
service that monitors a spe-
cific mailbox or if you create
a new service for the same
mailbox with a new service
handle name, all requisition
mails will be handled again.

F2InformationCaseNo The case number of a case 16-80/1
that stores requisitions
received as CC. This case
exists in the WorkZone Con-
tent Server database.

F2InformationMailBox Address of a mailbox that testadmin@Imdom.local
receives information about
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Name Description Sample values

requisition emails that are
received as CC by the
owner of the Exchange
mailbox.

F2AnswerMailBox Address of the mailbox that susan@Imdom.local
should receive a copy of
the answer mails that are
sent as F2 deliveries.

DefaultOwner The user who becomes the
owner of the process. The
user must be a WorkZone
user and the name must be
capitalized.

The default process owner
may also be a unit with an
email address.

DefaultReceiver If specified, the user who
should receive the requis-
ition.
F2PartyMap Enables mapping of parties Fvst.dk,F-FOODAUTHORITY;Im-

that should be associated dom.local, A-FSA;
with cases and documents.
A company-specific email
domain is mapped with a
name contact code and a
name contact type. For a
series of mappings, each
mapping must be sep-
arated by a semicolon.
Invalid name codes and
name types and missing
email domains will be
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Name Description Sample values
skipped.
IncludeTemplate Turn on IncludeTemplate if

you want to include a doc-
ument with instructions on
how, for example, to handle
F2 requisitions. You can
select a document to use in
the F2Template field.

The parameter is enabled
by default.

The document template
must have the type SKAB.

F2Template Select a Word document
that will be used for building
a document with instruc-
tions. If you do not select a
document, a default Word
document containing the
F2 description will be used.

If a document is created, it
is saved on the case and
added to smarttask.

Provide access to monitor an F2 mail account

Mails sent to an F2 mailbox can be monitored by the exchange user that owns the mailbox. As
an alternative, the F2 mailbox can be monitored by a user different from the owner of the mail-
box.

If you want the F2 mailbox to be monitored by a user different from the owner of the mailbox,
ExchangeUser can be given access rights to the mailbox.

Delegate access to a mailbox

Follow the steps to give ExchangeUser access rights to an F2 mailbox.
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The F2 mailbox is the mailbox defined for the ExchangeMailBox parameter in the WZP_
SERVICE_PARAMETERS table.

From Outlook:

S A

As the owner of the mailbox (ExchangeMailBox), open Outlook.

Click the File tab, and select Account settings > Delegate access, then click
Add.

Select the user that is defined for the ExchangeUser parameter.
Click Add > OK, and in the Tasks field, select Editor.

Click the Home tab, and select the Inbox.

Right-click the Inbox, and click Properties.

Click the Permissions tab, select the user to be given permissions, and, in the
Permission level field, select the Editor role. Optionally, you can clear the
Create Item check box.

You can select a role that has more permissions, such as Publishing editor
or Owner, but you cannot select a role with fewer permissions.

On Exchange
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As an Exchange administrator, open a Windows PowerShell prompt.

Enter one of the following commands to load the Exchange snap-in that cor-
responds to the Exchange version you are using:

Add-PSSnapin Microsoft.Ex-—
change.Management.PowerShell.E2010

Add-PSSnapin Microsoft.Ex-—
change.Management.PowerShell .E2016

Enter the following command:

Add-MailboxFolderPermission <Mailbox> -AccessRight
ReadItems, FolderVisible, EditOwnedItems,
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EditAllItems, DeleteOwnedItems, DeleteAllItems -User

<monitor user>

Where mailbox is the mailbox you want to monitor and monitor useristhe
user who will monitor the mailbox. In this example, the permission to create
items is disabled.

4. Repeat step 3 for each mailbox you want to monitor.

Mailbox monitor

Mailbox monitor is a service workflow that can monitor one or more Outlook mailboxes and
save incoming emails as documents on cases.

Cases for incoming mails

The case on which the Mailbox monitor service workflow saves incoming emails is identified as

follows:

« If an email title contains a case number in brackets such as "[00001234-2016]" and
the case exists, the mail is saved on this case.

« If an email title does not contain a case number in brackets and a default case is spe-
cified in the service parameters, all incoming emails are saved on the default case.

« Ifthere is no case number in an email title or if a default case is not identified, a new
case is created for individual emails. The new case gets the title of the email subject
and the sender, recipients, and CC recipients are added as case patrties.

The Mailbox Monitor service workflow does not handle emails that have the monitored mailbox
as BCC recipient. These emails are not saved.

Unsaved emails

In some cases, incoming emails are not saved on cases due to issues in the emails or their

attachments. To get an overview of unsaved emails that must be saved manually, you can set
up the Mailbox Monitor service workflow to move the faulty emails to a specific Outlook folder,
and in this way separate the faulty emails from the emails in the monitored mailbox. The folder
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with the faulty emails is a subfolder of the monitored mailbox. A user must then save the
faulty emails on cases manually.

You can specify the email address of a user who will then receive a notification email when
an email is not saved automatically due to errors.

To handle unsaved emails, specify the FaultedFolderName and FaultNotificationMailbox
parameters in WorkZone Configurator.

Supported email messages

Mailbox monitor only handles standard email messages of the type IPM.Note. If, for
example, a monitored mailbox is also used to send messages, and an automatic out of
office reply is received in the monitored mailbox, the Mailbox monitor service workflow will
not handle this message because an automatic reply is of the type IPM.Note.Rules.OofTem-
plate.

See the Microsoft article Item Types and Message Classes for a list of supported messages
in Outlook.

Configure a Mailbox Monitor service workflow

The Mailbox Monitor service workflow monitors email activity in one or more mailboxes. The
service workflow defines which mailboxes are monitored, and how often the mailboxes are
checked for emails. You can create service workflows in WorkZone Configurator.

Create a Mailbox monitor service workflow

1. Open WorkZone Configurator.

2. Goto Process > Service workflows.

3. Inthe bottom right corner of the page, click o Create.

4. Select the Mailbox monitoring or the Cloud Mailbox monitoring service work-
flow depending on whether your organization uses Exchange On-Premises or
Exchange Online.

5. Enter a name and description, and then click Create.
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See Service workflows in the WorkZone Configurator Administrator Guide.

Important: The number of mailboxes that the Mailbox Monitor service workflow can mon-
itor depends on the capacity of the environment. The number of monitored mailboxes
and the number of emails that the mailboxes receive will impact the system memory,
disk space, and load. Please contact WorkZone support for technical advice if you plan
to monitor many mailboxes with a high volume of emails. For example, more than 10
mailboxes and 100 emails per day per mailbox.

Configure a Mailbox Monitor service workflow in WorkZone Configurator

Prerequisite:

« The Exchange user must have the Delegate access with Editor permission on
the inboxes that you want to monitor. See the Configure a Mailbox Monitor ser-
vice workflow parameter. In Outlook, log on to each of the Exchange mailboxes
that you want to monitor, and go to File > Account Settings > Delegate access
and add the Exchange user as a delegate.

« The Exchange user must have publishing editor rights. To verify that the per-
missions are correct, right-click the inbox and click Properties > Permission
tab. Verify that the Exchange user has the permission level Publishing Editor
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and that the Create subfolders check box is selected.

Inbox Properties >
General Autodrchive Permissions  synchronization
Mame Permission Level
Default Mane
Test Administrator Publishing Editor
Add... Femove Properties...
Permissions
Permission Levd@zlishing Editor )
Read TTiE
ONnne Create items
@Full Dretails Create subfolders
Edit own
Edit all
Delete items Other
ONnne Dfnlder owner
Ol:lwn |:|Fglder contact
() Al Folder visible
Cancel Apply

Open WorkZone Configurator.
Click Process > Service workflows.

Point to the Mailbox monitoring service workflow that you just created, and

-—

click = Edit parameters to configure the service workflow.

Enter values for the parameters.

If you want the service workflow to monitor multiple mailboxes, pay attention
to the configuration of the following parameters:
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« ExchangeMailBox

o DefaultCase

« FaultedFolderName

« FaultNotificationMailbox

« RecipientAddressProperty

The Exchange configurations depend on whether your organization uses Exchange On-
Premises or Exchange Online.

On-premises

Name Description Sample values
ExchangeUrl The URL of the Exchange web https://<host>/EWS/Exchange.asmx.
service.

ExchangeDomain  The domain for the Exchange
user.

ExchangeUser Login for the Exchange user.  The user that you have set up as the
This user must have access to smarttask sender during configuration
the Exchange mailbox. The of WorkZone Process.
user must be a WorkZone user
and the name must be in upper-
case.

ExchangePassword The password for the
Exchange user.

Online
Sample
Name Description .
values
ExchangeOAuthClientld The OAuth2 Client ID that is used to access the

mailbox in Exchange Online.

ExchangeOAuthTenantld ExchangeOAuthTenantld: The OAuth2 Tenant ID
used to access the mailbox in Exchange Online.

ExchangePassword The password of the Exchange user that is used
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Sample

Name Description
values

in the public client flow also named Resource
Owner Password Credentials (ROPC ) flow.

It is recommended to choose between setting this
parameter and the ExchangeOAuthClientSecret
parameter. If you fill in both, the
ExchangeOAuthClientSecret parameter will be
prioritized over the ExchangePassword para-
meter.

ExchangeOAuthClientSecret The OAuth2 Client secret used to access the mail-
box in Exchange Online. If set, the client cre-
dentials flow is used.

It is recommended to choose between setting this
parameter and the ExchangePassword para-
meter. If you fill in both, the ExchangeOAuthCli-
entSecret parameter will have priority over the
ExchangePassword parameter.

Note:

The public client flow (ROPC) with the ExchangePassword parameter is less com-
plex to set up, but it allows logging in without multi-factor authentication to the applic-
ation in the AAD, so it may decrease the security level for organizations that use multi-
factor authentication to AAD.

The client credential flow with ExchangeOAuthClientSecret parameter is better
suited for service accounts such as the service accounts that the Mailbox monitoring
workflow monitors, but is complex to set up correctly because it requires a second
application registration in the AAD (Azure Active Directory) with the access scoped
only to a group of service users.

Other parameters

The parameters below are common to both the Mailbox monitoring and the Cloud Mailbox
monitoring service workflows
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Name Description Sample value

ExchangeMailBox The email address of the mailbox

to be monitored.

If you want to monitor multiple
mailboxes, separate the mailbox
addresses by commas.

Watchinterval The interval in seconds between 60
checking the Exchange mailbox
for new emails.

A value of 60 - 300 seconds is
suitable in most cases.

Retryinterval The interval in seconds between 300
rereading emails that failed to be
read. The value must be higher
than the watch interval to have
effect.

This value should be 2 - 5 times
larger than the value for the
Watchlinterval settings.

RetryCount The number of times a rereading 2
of the emails is atttempted before
the emails are abandoned

A value of 2 - 5 times is appro-
priate.

ServiceHandleName The name used by a service to
mark an email as handled. The
ServiceHandleName must be
unique for each service and
never be changed for a specific
mailbox.

Any unique combination of letters
and numbers.
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Name Description Sample value

ProcessOwner The user that will be assigned as
process owner.

The process owner may also be
an organizational unit.

DefaultCase The case number of the default ~ Optional value.
case that is used for incoming

emails. If it is not specified, each

email will be saved on a new

case.

If you monitor multiple mailboxes,
the default case will be a com-
bined case for all incoming emails
in any of the monitored mail-
boxes.

DefaultOfficer The user that will become case  Optional value.
handler on the cases that are cre-
ated. If it is not specified, no case
handler is assigned.

DefaultCaseGroup The case group that will be Optional value.
assigned to new cases. If not spe-
cified, SJ-TEMP is used.

AttachmentsisAppendices Email attachments are stored as Optional value. If “Attach-
supplementary documents. If itis mentsisAppendices” is
not enabled, the email attach- enabled, the document state
ments will be saved as main doc- cannot be ‘AFS’.
uments.

NotificationReceivers The users who will receive a noti-
fication when an email is
received. If you do not specify
recipients, no notifications are
sent.
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Name Description Sample value

DocumentState The document state that the doc- If “DefaultCaseGroup” is not
uments will be saved with. Ifitis  defined, the document state
not specified, the document state cannot be ‘AFS’.
will be ARK.

Authority The current authority to grant This value is ignored for a
access to the case. Mandatory for WorkZone standard access
corporate access codes. codes setup, but itis man-

datory for a WorkZone cor-
porate access codes setup.

MailList The name of the mail list that you Optional value.
want the email documents to be
shown on.
MailType The email document type. Default value = I.
AttachmentType The document type of the attach- Default value = DOK.
ment. Must be a valid value from
the AT domain.
SaveSender The field that the sender's email  Optional value.

address is saved to. By default,
the email address is saved to the
Sent from field. If you do not spe-
cify a field, the sender email
address will not be saved.

You can use a custom field, and
in this case,both the sender's
email address and name will be
saved.

FaultedFolderName Name of the Outlook folder used
for emails that cannot be saved
automatically in WorkZone due to
issues in the emails or their

attachments.
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Name Description Sample value

The folder will be created as a
subfolder of the monitored mail-
box. The folder will only be cre-
ated if there are faulty emails.

If you monitor multiple mailboxes,
a folder with this name will be cre-
ated as a subfolder of each of the
monitored mailboxes.

FaultNotificationMailbox The email address of a user who
will receive an email notification
when an email is not saved auto-

matically.

If you monitor multiple mailboxes,
the email address that you spe-
cify will receive notifications
about faulty emails from all mon-
itored mailboxes.

RecipientAddressProperty If you monitor several mailboxes
with one service workflow, you
may want to add a field on the
document detail page for the
email document that shows to
which mailbox the document was
sent. If you have set up such a
field, add the code for the field
here, and it will be populated with
the email address.

See Optional configurations in
WorkZone Client.
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Note: If you have configured the Mailbox Monitor service workflow to monitor multiple
mailboxes, you can do additional configuration in WorkZone Client, which will make it
easier for users to monitor incoming documents per mailbox and work with the doc-
uments. See Optional configurations in WorkZone Client.

Optional configurations in WorkZone Client

If you have configured a Mailbox Monitor service workflow to monitor multiple mailboxes, you
can do additional configuration in WorkZone Client to make it easier for users to work with the
incoming documents that the service workflow creates. The configurations may be relevant, if
you have configured a default combined case using the DefaultCase parameter as opposed to
creating new cases for all incoming emails.

Create a custom field to display the monitored mailbox on the document detail
page
You can, for example, add a custom field on the document detail page that displays the name

of the mailbox that the email was sent to. Such a field will also allow the user to select another
mailbox if, for some reason, the email was sent to the wrong mailbox.

Create a custom field of the type droplist

1. Open WorkZone Configurator

Go to Document > Custom fields.

Create a new field of the type Droplist, for example Monitored mailbox.
Go to Global > Custom droplists.

Create a new droplist, for example Monitored mailboxes.

o a &~ b

Add the mailbox addresses of the mailboxes you monitor as items on the droplist.
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Enter the mailbox address in the Label field and a code in the Code field.

MBM, Monitored mailboxes > 4+ 0
M1 mailbex1@mycompany.com mailbox1@mycempany.com mailbox 1@ mycompany.com
M2 mailbex2 @mycoempany.com mailbox2@mycempany.com mailbox2@mycompany.com
M3 mailbox3@mycompany.com mailbox3@mycompany.com mailbox3@mycompany.com

See Custom fields and Custom droplist in the WorkZone Configurator.

Display the custom field on the document detail page

1. In WorkZone Client, create a new configuration or edit an existing con-
figuration. See Working with configurations in the WorkZone Client Admin-

istrator Guide.

2. Click Document > Information in the main ribbon.

3. Click¢ Configure page at the top right-hand corner to open the Available

fields pane. Add the custom field to the document detail page.
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New information % ||+

s o °

Report ove  Process  Cop Recycle  Settings Help
- - - N
Available fields ®
Classification *
Empty control
Case Acting unit
Letter date Adaptive - doc CVR field

Adaptive - doc date field

Adaptive - doc DEC field
Adaptive - doc drop field
Write access Adaptive - doc email field
Reminder Adaptive - doc INT field
Adaptive - doc text field
Adaptive - doc Web field
Archive approved
Archiving form
Custom Classification

Monitored mailbox

Reset Apply Cancel

See Configure a detail page in the WorkZone Client Administrator Guide.

4. Distribute the configuration to your organization. See Distribute a configuration in
the WorkZone Client Administrator Guide.

5. Exit distribution mode.

Users can now see the mailbox and select another mailbox on the document detail page.

Monitored mailbox

M1, mailoox1@mycompany.com

| 0
M1, mailbox1@mycompany.com
hj )

M2, mailbox2 @mycompany.com

A,
»'1;‘. ~

a1]

T
lbox3@mycompany.co
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Create saved searches to show incoming documents per mailbox

You can create saved searches that show incoming documents created by Mailbox Monitor
per mailbox and, for example, you can display the saved searches on the dashboard in
WorkZone Client for easy access.

Create a saved search per mailbox using WorkZone QueryBuilder

1. Open WorkZone QueryBuilder.
2. Select Documents(Records) in the Entity field.

3. Filter on the mailbox using the custom field code that you just created, in this
example filter on the code M1 using the Monitored mailbox field.

WorkZone OData QueryBuilder

Endpoint: Full Strict OData V3 (V3) ~ Show labels « Links: Client My Queries
Entity: Documents (Records) - Documentation ..

Filter: Monitored mailbox (MBM_Value) +  equals + M1l x
Select: % 1d (ID) x User key (UserKey) x Summary (Summary)

Expand:

Order by:

Search (0) Save Query Delete Query Export Query

4. Click Save Query. The saved search now appears in the navigation pane
under OTHER > My lists.
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r Home +
. n N O
®m @ c = @
Case  Contact Word Document  New  Refresh  Openin ¢ Share Settings  Help
B - ~ ch new tab - A
M
» DASHEOARD vl
} CASES Number Name Description Created Updated Is shared
+ DOCUMENTS 42 M1 Mailbox1@mycompany.com 21/10/2019  21/10/2019 14:07:29
43 M2 Mailbox2@mycompany.com 21/10/2019  21/10/201% 14:07:51
» CONTACTS
44 M3 Mailbox3@mycompany.com 21/10/2019  21/10/2019 14:08:02
4 QOTHER
I My lists

Shared lists

5. Repeat the steps 1-4 for each of the mailboxes that are monitored.

You can now share the saved search list with the relevant users. See Share a saved search list
in the WorkZone Client User Guide.

Tip: If you want to check that all monitored mailboxes are shown in the droplist in
WorkZone Client, you can create a saved search where the filter of the custom field is is
empty. This is useful if you add mailboxes to service workflows, and want to make sure
that you have not forgotten to add them as items on the droplist. For example:

WorkZone OData QueryBuilder

Endpoint: Full Strict OData V3 (V3) v+ Show labels v  Links: Client v My Queries
Entity: Documents (Records) - Documentation..

Filter: Monitored mailbox (MBM_Value) v | is empty ~

Select: ® |d (ID) x User key (UserKey) % Summary (Summary)

Expand:

Order by:

Search (53)  Save Query Delete Query  Export Query
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Process Monitor

The process monitor is a service workflow that can monitor if processes fail. It monitors:

» Failed processes. For example, a process will fail if an actor has been deleted from
the Active Directory, or an actor does not have appropriate access rights.

« Unsent smarttask in the service queue. If Microsoft Exchange is not running, smart-
task as emails will not be sent.

In each case, an email is sent to the process owner to inform about the process that has
failed. The email contains a link to the process in the Processes overview and the process
ID. The process owner can send the information to the organization's WorkZone admin-
istrator for further investigation. The WorkZone administrator should then check the work-
flow log or the service queue for more information. See Process logging in the WorkZone

Operations Guide.

Create a Process monitor service workflow

1. Open WorkZone Configurator.

2. Goto Process > Service workflows.

3. Inthe bottom right corner of the page, click o Create.

4. Select the Process monitoring or the Cloud Process monitoring service work-
flow depending on whether your organization uses Exchange On-Premises or
Exchange Online.

5. Enter a name and description, and then click Create.

See Service workflows in the WorkZone Configurator Administrator Guide.

Configure a Process monitoring service workflow

1. Open WorkZone Configurator.

2. Click Process > Service workflows.
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3. Point to the Process monitoring service workflow that you just created, and click

| =

~ Edit parameters to configure the service workflow.

4. Enter values for the parameters.

The Exchange configurations depend on whether your organization uses Exchange On-
Premises or Exchange Online.

On-premises
Name Description Sample values
ExchangeUrl The URL of the Exchange web https://<host>/EWS/Exchange.asmx.

service.

ExchangeDomain  The domain for the Exchange
user.

ExchangeUser Login for the Exchange user.  The user that you have set up as the
This user must have access to smarttask sender during configuration
the Exchange mailbox. The of WorkZone Process.
user must be a WorkZone user
and the name must be in upper-
case.

ExchangePassword The password for the
Exchange user.

Online
Sample
Name Description .
values
ExchangeOAuthClientld The OAuth2 Client ID that is used to access the

mailbox in Exchange Online.

ExchangeOAuthTenantld ExchangeOAuthTenantld: The OAuth2 Tenant ID
used to access the mailbox in Exchange Online.

ExchangePassword The password of the Exchange user that is used
in the public client flow also named Resource
Owner Password Credentials (ROPC ) flow.
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Sample

Name Description
values

It is recommended to choose between setting this
parameter and the ExchangeOAuthClientSecret
parameter. If you fill in both, the
ExchangeOAuthClientSecret parameter will be
prioritized over the ExchangePassword para-
meter.

ExchangeOAuthClientSecret The OAuth2 Client secret used to access the mail-
box in Exchange Online. If set, the client cre-
dentials flow is used.

It is recommended to choose between setting this
parameter and the ExchangePassword para-
meter. If you fill in both, the ExchangeOAuthCli-
entSecret parameter will have priority over the
ExchangePassword parameter.

Note:

The public client flow (ROPC) with the ExchangePassword parameter is less com-
plex to set up, but it allows logging in without multi-factor authentication to the applic-
ation in the AAD, so it may decrease the security level for organizations that use multi-
factor authentication to AAD.

The client credential flow with ExchangeOAuthClientSecret parameter is better
suited for service accounts such as the service accounts that the Mailbox monitoring
workflow monitors, but is complex to set up correctly because it requires a second
application registration in the AAD (Azure Active Directory) with the access scoped
only to a group of service users.

Other parameters

The parameters below are common to both the Process monitoring and the Cloud Process
monitoring service workflows.
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Sample
Name Description P
values
ExchangeMailBox The email address of the Exchange user mailbox.
Watchlinterval Defines how often the workflow should check for failed pro- 300
cesses. seconds.

DefaultReceiver = The email address of a person who will receive the email in
case the process owner does not have an email address.

Process Monitor

The process monitor is a service workflow that can monitor if processes fail. It monitors:

» Failed processes. For example, a process will fail if an actor has been deleted from
the Active Directory, or an actor does not have appropriate access rights.

« Unsent smarttask in the service queue. If Microsoft Exchange is not running, smart-
task as emails will not be sent.

In each case, an email is sent to the process owner to inform about the process that has failed.
The email contains a link to the process in the Processes overview and the process ID. The
process owner can send the information to the organization's WorkZone administrator for fur-
ther investigation. The WorkZone administrator should then check the workflow log or the ser-
vice queue for more information. See Process logging in the WorkZone Operations Guide.

Create a Process monitor service workflow

1. Open WorkZone Configurator.

2. Goto Process > Service workflows.

3. Inthe bottom right corner of the page, click o Create.

4. Select the Process monitoring or the Cloud Process monitoring service workflow
depending on whether your organization uses Exchange On-Premises or
Exchange Online.

5. Enter a name and description, and then click Create.

See Service workflows in the WorkZone Configurator Administrator Guide.
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Configure a Process monitoring service workflow

1. Open WorkZone Configurator.
2. Click Process > Service workflows.

3. Point to the Process monitoring service workflow that you just created, and

-—

click = Edit parameters to configure the service workflow.

4. Enter values for the parameters.

The Exchange configurations depend on whether your organization uses Exchange On-
Premises or Exchange Online.

On-premises

Name Description Sample values
ExchangeUrl The URL of the Exchange  https://<host>/EWS/Exchange.asmx.
web service.

ExchangeDomain  The domain for the
Exchange user.

ExchangeUser Login for the Exchange The user that you have set up as the
user. This user must have  smarttask sender during configuration
access to the Exchange of WorkZone Process.

mailbox. The user must be a
WorkZone user and the
name must be in uppercase.

ExchangePassword The password for the
Exchange user.

Online

Sample
values

Name Description

ExchangeOAuthClientld The OAuth2 Client ID that is used to access the
mailbox in Exchange Online.

ExchangeOAuthTenantld ExchangeOAuthTenantld: The OAuth2 Tenant
ID used to access the mailbox in Exchange
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Sample
Name Description P
values
Online.
ExchangePassword The password of the Exchange user that is

used in the public client flow also named
Resource Owner Password Credentials
(ROPC) flow.

Itis recommended to choose between setting
this parameter and the ExchangeOAuthCli-
entSecret parameter. If you fill in both, the
ExchangeOAuthClientSecret parameter will
be prioritized over the ExchangePassword
parameter.

ExchangeOAuthClientSecret The OAuth2 Client secret used to access the
mailbox in Exchange Online. If set, the client
credentials flow is used.

It is recommended to choose between setting
this parameter and the ExchangePassword
parameter. If you fill in both, the
ExchangeOAuthClientSecret parameter will
have priority over the ExchangePassword
parameter.

Note:

The public client flow (ROPC) with the ExchangePassword parameter is less complex to
set up, but it allows logging in without multi-factor authentication to the application in the
AAD, so it may decrease the security level for organizations that use multi-factor authen-
tication to AAD.

The client credential flow with ExchangeOAuthClientSecret parameter is better suited
for service accounts such as the service accounts that the Mailbox monitoring workflow
monitors, but is complex to set up correctly because it requires a second application
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registration in the AAD (Azure Active Directory) with the access scoped only to a
group of service users.

Other parameters

The parameters below are common to both the Process monitoring and the Cloud Process
monitoring service workflows.

Sample
Name Description >
values
ExchangeMailBox The email address of the Exchange user mailbox.
Watchinterval Defines how often the workflow should check for failed pro- 300
cesses. seconds.

DefaultReceiver = The email address of a person who will receive the email
in case the process owner does not have an email
address.

Case monitor

The Case monitoring service workflow can monitor newly created cases and automatically
start a case activity or a workflow without mandatory arguments. The case activity or work-
flow starts if a case fulfills a predefined rule set. The rule set determines which cases to start
a case activity or a workflow on and optionally a duration. Rule sets are based on saved
searches that you create using WorkZone Client.

Prerequisite: If you want a case monitoring service workflow to start a case activity
list that contain SendSmartPost activities, the WorkZone PDF Engine must be
installed both on the web server and the agent server. It is not sufficient to install it on
the web server only.

The reason for the agent server installation is that when a case monitor service work-

flow starts a case activity list, the case activity list is started by the agent server that
runs the service workflow. If the case activity list contains SendSmartPost activities,
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the SmartPost processes will also be started on the agent server. Because SmartPost
processes require the PDF Engine to generate PDF documents, it must be installed on
the same server as the case monitor service workflow.

You create and configure Case monitoring service workflows and rule sets in WorkZone Con-
figurator.

You must complete the following steps to set up a Case monitoring service workflow:

1. Create, save, and share saved searches.
2. Create arule set and one or more rules to add to the rule set.

3. Create a Case monitoring service workflow.

Note: In this release, you can only start one case activity list or one workflow per created
case.

Creating rule sets

Rule sets define on which new cases, a case activity or a workflow will start. A rule set consists
of:

« Name and description of the rule set and optionally, a start and an end date.

« Rules that are based on saved searches.

Create rule sets

Prerequisite: One or more saved and shared searches. The searches must be shared
with the organization. You create, save, share searches using WorkZone Client. See
Save and reuse search lists in the WorkZone Client User Guide.
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Open WorkZone Configurator.

Go to Process > Rule sets.

Click o Create rule set.

Enter a name and a description in the Create rule set dialog box, and then click
Save.

Click ° Create to create a rule that will be included in the rule set. For each

rule that you add, you need to specify the following parameters:

Nam- -
. Description

Sear- Select a saved search that you want to use to find cases to start a case activity or a

ch workflow on.

Pri-  Enter priority, if you have more than one rule in the rule set. The rules will be

ority applied according to the order specified by the priority.

Pro- Select which process you want to start. In this release, you can only select case
cess activities or workflows without mandatory parameters.

Dur- Enter the duration of the case activity. The duration is used to calculate the deadline
ation of the case activity. The deadline will be calculated as the time when a case fulfills

the rule + the duration.

You can use the following relative date and time stamps to specify the duration:

d days/dage

t timer

h hours

Examples:

+5d 5 days after a case fulfills the rule.
+2h 2 hours after a case fulfills the rule.
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Nam- o
. Description

Duration The process deadline will be...

+5d2h 5 days and 2 hours after a case fulfills the rule. Note that you must write
the number of days followed by the number of hours in this order.

If you do not specify a duration, the case activity will be started without a deadline.

If the duration is invalid, for example +0d, which is now, the case activity is stopped
and an error is written in the Event Log.

6. Switch to Enabled to start using the rule.

Important: If you make changes to a rule set, which is already used by a case mon-
itoring service workflow, you must disable the service workflow, wait a couple of
minutes, and then enable it again to apply the change. You can check the Event Log to
make sure that the service workflow is actually stopped before you enable it again.

Configure a case monitoring service workflow

The Case monitoring service workflow can monitor when new cases are created and then auto-
matically start a case activity or a customized workflow.

Create a case monitor service workflow

You can create a Case monitoring service workflow in WorkZone Configurator. See Service
workflows in the WorkZone Configurator Administrator Guide.

Configure a Case monitoring service workflow

Prerequisite: You must create one or more rule sets that define on which cases, a case
activity or a workflow will start. See Creating rule sets.
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1. Open WorkZone Configurator.
2. Goto Process > Service workflows.

3. Point to the Case monitoring service workflow that you just created, and click

-—

Edit parameters to configure the service workflow.

4. Enter values for the parameters.
5. Click Save.

Sample

Name Description
value

Watchinterval The interval in seconds between checking for new cases. 60

A value of 60 - 300 seconds is suitable in most cases.

ProcessOwner The name of the contact that will be assigned as process
owner of the case activity or workflow that will be started.

RuleSet The name of the set of rules that determines on which cases
a case activity will start. If the rules are met, the case activity
or workflow starts. See Creating rule sets.

@
6. Click Edit and turn on Enabled to start the service workflow.

Interact connector

KMD WorkZone Interact is a tool that organizations can use to design, create, and maintain
digital forms. For more information about WorkZone Interact, please see KMD WorkZone

Interact.

The Interact connector is a service workflow that connects to WorkZone Interact and mon-
itors if data is submitted from Interact forms. If this is case, the workflow retrieves the data
and performs actions in WorkZone. For an overview of the actions that the Interact con-
nector service workflow supports, see WorkZone actions.

The Interact connector service workflow retrieves data from Interact at an interval that you
specify when you configure the service workflow in WorkZone Configurator.
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Getting started

Before you can start using the Interact integration, you need to:

« Acquire and install the Interact certificate.

« Create and configure an Interact connector service workflow per form that you want
WorkZone to retrieve data from.

Acquire and install the Interact certificate

Before you can start using the Interact connector service workflow, you need to acquire the
functional certificate that was used for the Interact installation including the private key. The
steps in the certificate process are:

The steps in the certificate process are:

—_—

Acquire a certificate

2. Import the certificate to the certificate store

3. Add the private key of the IIS user to the certificate
4

Apply the certificate to the Interact service workflow

Acquire a certificate

Contact the organization's certificate administrator to get the Interact certificate including the
private key that can be used for Interact.

Import the certificate to the certificate store

You need to import the certificate to the certificate store on the WorkZone Process server that
runs the Interact service workflow using the Windows Certificate Import Wizard. If you have
both a web server and agent server, you must install the certificate on both.

1. Double-click the certificate to start the Certificate Import Wizard.

2. Onthe Welcome page, click Local Machine, and then click Next.
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Welcome to the Certificate Import Wizard

This wizard halps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a certificate store,

A cerbficate, which i issued by a certification autharity, & a confirmation of your identity
and contains nformation used to protect data or o estabish secure netwark
corneckions, A certificate store i the system arsa whers oertificates are kept.

Store Location
() Current User

(@) Local Madhine

To continue, cick Next.

3. Click Next until you reach the Certificate Store page, and then select Auto-
matically select the certificate store based on the type of certificate option.
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(&) = Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certficate store, or you can speafy a location for
the certificate.

(%) Autornatically select the certificate store based on the type of certificate

(.} Place all certificates in the following store

Mext || Cancel .

4. Complete the wizard.

Add the private key of the IS user to the certificate

You must add the private key of the IIS user that runs the WzpSvc app pool, typically that is IS
APPPOOL\WzpSvec, to the Interact certificate. You do this in the Certificate Manager in the
same way as for SmartPost. See Apply certificates to SmartPost .

Apply the certificate to the Interact service workflow

You register the Interact certificate in WorkZone Configurator.

1. In WorkZone Configurator, go to Process > Service workflows.
2. Select the a service workflow of the type Interact connector.

3. Enter the thumbprint of the certificate in the CertificateThumbPrint field.

See Service workflows in the WorkZone Configurator Administrator Guide.
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Create and configure an Interact connector service workflow

You can create an Interact service workflow in WorkZone Configurator. See Service work-
flows in the WorkZone Configurator Administrator Guide.
You must create an Interact connector service workflow per form that you want WorkZone

to fetch data from.

Configure an Interact connector service workflow in WorkZone Configurator

1. Open WorkZone Configurator.
2. Goto Process > Service workflows.

3. Point to the Interact connector service workflow that you have created, and

-—

click = Edit parameters to configure the service workflow.

4. Enter values for the parameters, and click Save.

Name Description Sample value

Watchinterval The interval in seconds between 60
checking for new data from Inter-
act.

A value of 60 - 300 seconds is suit-
able in most cases.

Url Enter the URL for the Interact ser- Test: https://-
vice. preprod-interact-

Depending on whether the con-  @Pl-mycompany.dk

figuration is made for test or pro-  Production:

duction, enter one of the two https://interact-api-
URLs. mycompany.dk

Clientld The organization's Interact ID, mycompany-
which is defined by ACOS. workzone

CertificateThumbprint Enter the thumbprint that identifies
the Interact certificate.

Formlds The IDs of the Interact form that 800636
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Name Description Sample value

the Interact connector service
workflow fetches data from. You
can see the form ID in the Interact
client. You can select multiple
forms by listing the form IDs sep-
arated by a comma. If you do not
specify a form ID, data from all
forms will be fetched.

ExecutingUser Select the user that will be used to
create and update cases, doc-
uments, and contacts in
WorkZone.

The user you select as the execut-
ing user must have sufficient per-
missions to perform the actions on
cases, documents, and contacts
that the Interact forms are
designed to do. The executing
user's permissions must always
be aligned with the functionality of
the Interact forms. If you introduce
new forms or change existing
forms, you should always verify
that the executing user's per-
missions are still valid.

Security group

Interact requires Create, Read,
and Update permissions. By
default, security group 6 includes
these permissions but your organ-
ization may have defined the
groups differently. For information
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Name

Description

about security groups, see Apply
security groups to users in the

WorkZone Installation Guide.

Access codes

The selected user must also have
the necessary access codes to be
able to perform create and update
actions on cases, documents, and
contacts. The required access
codes depend on how your organ-
ization has set up WorkZone. If
you want Interact to be able to cre-
ate and update cases, documents,
and contacts that are protected
with certain access codes, the
executing user needs to have the
same access codes. For example,
if you want to update a case with
the access code HR, the execut-
ing user will need to have the HR
access code applied as well.

Note: If you run on a cor-
porate access environment,
the selected user determ-
ines which organizational
unit and access code will be
applied to a case that is cre-
ated.

Sample value
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5. Point to the Interact connector service workflow, and click Edit

6. Turn on Enabled to start using the service workflow.

Status

You can check the status of processed Interact forms in the Workflow log in the same way as
any other service workflow, see Monitoring WorkZone Process in the WorkZone Operations

Guide. In addition, you can see the status in the Interact app. In Interact, go to Submitted dia-
logues. The table below describes what the Interact status means in WorkZone context.

Interact
status

What does it mean in WorkZone?

Delivered The form has been submitted for handling in WorkZone.

Temporary An error has occurred when creating an error case in WorkZone. See Error

blocked cases. If a submission has this status, it means that some WorkZone setup is
missing or wrong, for example there is no access to OData or the default case
group that are automatically assigned to error cases is no longer valid.

Imported The submission was successful and has been processed in WorkZone or an
error case has been created in WorkZone.

WorkZone actions

The table below lists the actions that the Interact connector service workflow can perform in
WorkZone based on data that is retrieved from Interact forms. The Interact connector service
workflow supports:

« Creating new cases

« Updating existing cases

In both scenarios, information from the Interact form is inserted into the corresponding fields on
the case. If documents are attached to the Interact form, they are added to the case. In addi-
tion, two system generated documents are always added to the case:

« A PDF document—A user-friendly representation of what the user submitted through
the Interact form.
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o An XML document—This is the corresponding technical document, which contains
the same content and additional meta data about the submitted data. This doc-
ument is added as a supplementary document to the PDF document.

Note: If you have mapped meta data on documents, this mapping will also apply to
the system generated PDF and XML documents. If you have not mapped any meta
data to documents, the default values will be used. The default values for the two doc-
uments are the document type DOK, Document and the document state ARK,
Archive. If the Interact submission contains invalid mapping and it results in creation
of an error case, the PDF and XML documents will be added to the error case with
default values and not the values from the mapping. See View Interact connector
errors.

The table below provides an overview of the actions that the Interact connector service work-
flow supports.

Action What happens?

Data from the Interact form is inserted into the corresponding fields on the
Insert data case, attached documents, and to new contacts that are added.

fromfields  This action applies to both standard and custom fields on cases, but only
standard fields are supported on documents and contacts.

Documents that are attached to the Interact form are added to the case. The
Add doc- documents are created with the document title that the user has specified in
uments the form. The title will be applied to all attached documents.

If the title is not specified, the file names of the attached documents will be
used as document titles.

If the contact does not exist in WorkZone, a new contact is created and
assigned as a party on the case. The party will be assigned the role Case
Add anew party (Sagspart) by default. It is not possible to change the configuration of
contact the default role. The contact is created based on the type that the user has
specified in the Interact form, for example persons with CPR or companies
with CVR.
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Action What happens?

Note that if you see the following error message:

“Failed to construct OData Entities. Check OData property names. (Custom
label Sagspart with the type equal to SP does not exist in the database.)"

It means that the Case party role that was assigned has an end date. You
must remove the end date to solve the issue.

If a contact already exists in WorkZone, the contact is added as a party on the
case. Existing contacts are identified on the basis of the NameCode and

Add a con- NameType fields. This means that these fields must be mandatory in the
tactasa Interact form.
party on a
case
Note: In this release, parties cannot be removed from the case.
If a user submits an Interact form that contains a file key (FileKey or FileNo)
that exists in WorkZone, the following happens:
« If new documents are submitted with the Interact form, they are
added to the case.

Update an
existing « If new contacts are submitted with the Interact form, they are added
case as new parties on the case.

« New XML and PDF documents are added.

« Anew Interact reference ID is added on the Information tab on the
case in WorkZone Client. The reference ID refers to the a specific
submitted dialogue in Interact.

Mapping fields in Interact forms to data

This section provides basic introductions on how to map fields in Interact forms to WorkZone
data. For more information about creating Interact forms, refer to the Interact documentation.

To map data in Interact, you need to know the WorkZone OData entity names and field IDs. If
you are not familiar with the WorkZone data model, you can use WorkZone QueryBuilder to
help you find the entity names and IDs.

Supported entities:
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« Files (Cases/Sager)

Records (Documents/Dokumenter)

Contact (Contacts/Kontakter)

AddressMains (address_main/address_main)

Identifying OData entity names and IDs using WorkZone QueryBuilder

You can use WorkZone QueryBuilder to find the IDs that you need to know to be able to
map fields in Interact forms to WorkZone data. You can either click the Documentation but-
ton in WorkZone QueryBuilder to get an overview of fields by entity or you can look up entit-
ies and fields using WorkZone QueryBuilder.

Look up entities and fields

1. Open WorkZone QueryBuilder.

2. Select an entity. You can search for the label, for example Cases or Sager
depending on the language setup. If you search for the Cases label, you will
see the OData entity name in brackets Cases (Files).

;
WorkZone OData QueryBuilder

Endpoint: Full Strict OData V3 (V3) +  Show labels +  Links: Client + My
Entity: —select— 2 Documentation...

cases| < Q

Cases (Fil=s)

Cases (Files<FileS)DashAGENDA=)
Cases (OpenSearchFiles)

Cases/records/contacts (RegisterTexts)

3. Selectfields. You can search for the labels of the fields, for example Title or
Titel, case group or sagsgr., Case handler or Sagsbeh., and so on. You will
see the OData field ID in brackets. In this example, Title (Title), Case value
(FileClass_Value), and Case handler (Officer_Value). The name in the
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bracket is the ID that you need for the mapping.

WorkZone OData QueryBuilder

Endpoint: Full Strict OData V3 (V3) +  Show labels « Links: Client + My Queries
Entity: Cases (Files) +  Documentation...

Filter:

Select: x Title (Title) x Case group (FileGroup_Value) Ccase hand|

Case handler (Officer_Valug)

Expand: Case handler (Officer_Summary)

Note:

« You can only use fields of the type _Value, not _Summary.

« Labels in your organization may be named differently.

Some fields are mandatory and some fields have dependencies on each other. See Mandatory
fields and dependencies.

Mapping in Interact
Set up OData access

To access OData from the Interact server, follow these steps:

1. Inthe hosts file (on the interact server), add an entry with the IP address of the
WorkZone server mapped to the host name of the WorkZone server.

2. InInteract, click Settings > Integration. In the OData section, use the host name in
the URL field.

3. To verify access to OData. open a browser on the Interact server and paste the
URL of the WorkZone server, for example https://[host]/odata. If you receive an
OData XML response, the access is provided.

103



WorkZone Process 2021.3

Map fields

1. Open the Interact form.
Click the DATA TRANSFER tab.

On the Dynamic tab, select the Activate delivery check box.

W N

Select the WorkZone entity you want to use, for example Cases (Files), and
click the + button.

Tip: The listis sorted by the OData field IDs in the brackets.

5. Find the ID of the field you want to map in the list, for example Class
(FileClass_Value).

6. Click in the field next to the ID that you want to map. In this example Class
(FileClass_Value).

7. Press the Ctrl key and click in the field in the form that you want to map the
ID to. In this example the Case group field.

DESIGN SUMMARY DATA TRANSFER RECEIPT LANGUAGE

Sa‘.e bsa-\-e and close H Delete step Eshcw hidden elements aTuo\s fE]Cop;. EPaste @ Save and view |!1 Publish externally I!‘ Publish Internal

Case Dynamisk  {=]

Dec_date (DecDate) I
Mandatory Case Fields

Dec_record [DecRecord) I:l

Case
Default document classification [DefaultRecordClassification_Value)
Case title

Delete comment (DeleteComment) l:l
Delete reason (DeleteReason_Value) l:l
Disposal date [Dispasal) l:l
Disposal cade [DisposalCade_Value] l:|
Disposal form (DisposalFarm) l:|
Property number (EJDNR_Valug) l:|
Export for RINA (EKSDARIMA_Value) l:l

Eksternt ID (EkstiD_Value)

Case group

Folketingsfrist (FF_Value)
Case category (FileCategory_Value)

Class (FileClass_Value)

Case group (FileGroup_Value} l:l
Key in file [FileKey) l:l
Case number (FileNa) l:|
Case number structure (FileNoContent) l:|

Casescone [FileScone Valuel v

104



Administrator Guide

Mapping examples
Set a contact as primary party on a case
To set an existing contact as the primary party on a case at case creation, you must map the

following fields in Interact:

« NameCode
« NameType_Value, for example 'M' for Employee.

« NCustomLabel_Value. Optional, if you want to specify the role, for example 'Sag-
spart'.

Mandatory fields and dependencies

Some fields are mandatory and some fields have dependencies to each other. Below you will
find an overview of standard entities, mandatory fields, and dependencies between fields. If a
field is mandatory, it must have a value. You can either specify a default hard-coded value in
Interact Designer or you can make the field mandatory in the Interact form for end users to fill
in.

Important: If mandatory fields are left empty, the Interact Connector service workflow
will fail to retrieve the data and perform actions in WorkZone.

Action: CREATE

Entity ID: Files

The Files entity defines meta data on cases.

Entity Entity label Entity label Mandatory Field labels Field labels Fallback

ID (Da) (En) field IDs (Da) (En) value

Files Sager Cases Title Titel Title -
FileClass_ Sagsgrp. Class -
Value
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Guidelines:

« Cases can be created separately without any other entities (such as documents or
contacts). In this case, do not map fields of other entities in the form.

Entity ID: Records

The Records entity defines meta data on documents.

Field
. Entity label Entity label Mandatory Field labels Fallback
Entity ID . labels
(Da) (En) field IDs (Da) value
(=)
Records Dokumenter Documents Title Titel Title Attachment
file name
State_Value Tilstand State

RecordType_ Dokumenttype Document
Value type

Guidelines:

« Documents can be created only in relation with a specific case. If the form lacks
mapping for mandatory Files fields, the document creation will fail.

« The form must not contain mandatory mapped Contacts or AddressMains fields
that are not filled in either with a hard-coded value or by the user when filling in the
form. Mandatory fields cannot be empty.

Entity ID: Contacts

The Contacts entity contains meta data on contacts.

Field
Entity label Entity Mandatory  Field labels Fallback

. labels
(Da) label (En) field IDs (Da) value
(En)

Entity ID

Contacts Adressater Contacts NameType_  Adressattype Contact -
value type

NameCode Adressatkode Contact -
code

Guidelines:
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« Contacts can be created only in relation to a specific case. If the form lacks mapping
for mandatory Files fields, the contact creation will fail.

« The form must not contain mapped AddressMains fields that are not filled in either
with a hard-coded value or by the user when filling in the form. Mandatory fields can-
not be empty.

« Filling only mandatory fields will create a contact without a name and with an empty
main address field.

NameCode is mandatory for some contact types, for example:

o C (Person with CPR)
o J (Company with CVR)

And not mandatory for some other types, for example P (Person without CPR) and F (Com-
panies without CVR).

Entity ID: AddressMains

The AddressMains entity contains contacts' main addresses.

Field
Entity Entity Mandatory Field labels Fallback

Entity ID labels
ty label (Da) label (En) field IDs (Da) (En) value
AddressMains Address_ Address_ AddressType_ Adressetype Address -
main main Value type
Guidelines:

« Main address can be created only in relation to a specific contact. If the form lacks
mapping of mandatory Contact fields, the main address creation will fail.

« Filling only the mandatory field will create a main address without an actual address.
o AddressType_Value should always be HA - main address.
Mapping of additional addresses is supported (entity ID: Addresses) but for the mapping to

work you must make sure to map the main address first with the value HA. Additional
addresses must not be of the type HA.
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Action: UPDATE existing case

Entity ID: Files

Entity Entity label Entity label Mandatory Field labels Field labels Fallback

ID (Da) ()] field IDs (Da) (En) value

Files Cases FileKey or Surrogatnggle i Key infile -
FileNo SAG.

Guidelines:

« All case fields sent in such a form will update values on the case that already exists
in the database with the mentioned FileKey or FileNo.

Entity ID: Records

Field
. Entity label Entity label Mandatory Field labels Fallback
Entity ID . labels
(Da) (En) field IDs (Da) value
(=)
Records Dokumenter Documents Title Titel Title Attachment
file name
State_Value Tilstand State ARK

RecordType_ Dokumenttype Document DOK
Value type

Guidelines

« No mandatory Records fields are required to be mapped. Mandatory values fall
back to default values.

« Documents will be created on the case that already exists in the database with the
mentioned FileKey or FileNo.

Entity ID: Contacts

Field
Entity label Entity Mandatory  Field labels Fallback

. labels
(Da) label (En) field IDs (Da) (En) value

Entity ID

Contacts Adressater Contacts NameType_  Adressattype Contact -
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Field
Entity label Entity Mandatory Field labels Fallback

Entity ID . labels
(Da) label (En) field IDs (Da) (En) value

value type

NameCode  Adressatkode Contact -
code

Guidelines:

« Ifa contact with the combination of NameType_value + NameCode is found in the
database, its main address will be linked to the case that already exists in the data-
bases with the mentioned FileKey or FileNo. No values Contact/adressMains will be
changed (only linked to case).

« If a contact with the combination of NameType_value + NameCode is NOT found in
the database, an attempt of creation of a new contact will be performed (with all val-
ues filled in for Contact/addressMains).

Entity ID: AddressMains

Field
Entity Entity Mandatory Field labels Fallback

Entity ID _ labels
label (Da) label (En) field IDs (Da) (En) value

AddressMains Address_  Address_ AddressType_ Adressetype Address -
main main Value type

Guidelines:

« Do not add AddressMains mappings if you are not expecting it to be filled in (oth-
erwise it will fail the dialogue submission).

o AddressType_Value should always be HA - main address.

View Interact connector errors

If retrieval of data from an Interact form fails, for example if fields in a form are mapped incor-
rectly in Interact, mandatory fields have not been filled in by the user, or fields cannot be found,
a case is created with the error text shown in the Case text field. An error will also be returned
to the Interact app.
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Error cases

The cases that contain error messages are created with the title INTERACT ERROR] and
with the case group that is configured as the default case group in WorkZone Configurator.
By default, it is SJ-TEMP but your organization may be using another case group.

The case contains the following information that can assist you in identifying the form in
question and fixing the error:

« An error message in the Case text field.

« The PDF document with the content of the submitted form.

« The name of the form that caused the error in file name of the PDF document.
« The Interact reference ID on the Information tab.

For a better overview, you can create a search listin WorkZone Client that shows the Inter-
act error cases.

Create a list of error cases

1. Search for cases with the title [INTERACT ERROR] in the Title field and the
information type Interact Ref. ID in the Information field.

2. Save the list.

3. Add it to the navigation pane on the Home tab in the WorkZone Client. You can
see the list under My lists in the Available lists pane. See Manage saved

search lists in the WorkZone Client User Guide.

In addition to checking the error cases, you can check the workflow log to find out why the
Interact service workflow failed. See Investigate failed processes in the workflow log in the

WorkZone Operations Guide.

Tip: You can set up a Process monitor service workflow to monitor whether pro-
cesses fail. If an Interact service workflow fails, the process owner will by notified by
an email. In this case, the process owner is the user you have specified in the Inter-
actUser parameter when you configured the Interact service workflow. See Process
Monitor and Create and configure an Interact connector service workflow
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Troubleshooting Interact connector
Click an issue below to see the solution or workaround.

"Feltet 'Nagle i sag' (db name = file_key) validerer mod register 'file', men system ngglen
149067 findes ikke i registeret."

Message in Danish: "Feltet 'Nagle i sag' (db nhame = file_key) validerer mod register 'file', men
system ngglen 149067 findes ikke i registeret."

If you get this message in the workflow log (WzpWorkflowLogs), it is probably because the
user that is configured as the Interact executing user does not have an access code that
allows creating cases in the selected case group. To solve this issue, assign the same access
code that is configured for the case group to the executing user.

See ExecutingUser parameter.
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Configuring SmartPost

The SmartPost package is an add-on package that supports sending messages from author-
ities, companies, and organizations to case parties in WorkZone as well as receiving replies
to messages from case parties in an authority's or company's digital mailbox.

SmartPost prerequisites ... . 112
Configure digital mail ... 121
Configure remote print ...l 122
Acquire and install the e-Boks Certificate ... ... 125
Apply certificates to SmartPost ... . 131
Configure SmartPost ... . 135
Configure CPRand CVR ... .l 143
Configure SmartPost for sending messages ... 146
Configure SmartPost for receiving messages ... ... 185
Dispatcher error handling ... . .. 193
Configure SmartPost to Digital Post 2 ... ... ... . ... 220
Configure SmartPost to use next generation Digital Post (NgDP) ... . . 223

SmartPost prerequisites

Before you start setting up SmartPost, there are some prerequisites that need to be in
place.

e-Boks and Stralfors certificates

Local Registration Authority (LRA) - NemID administrator

The NemlID administrator is an employee who is authorized to create access to the service
providers' administration portals (e-Boks Administration Portal and Stralfors Connect), cre-
ate and issue employee certificates to other employees, and assign different roles to the
employees such administrator, super administrators, and so on. The NemID administrator is
often an employee of the IT department in an organization.
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The NemID administator needs to have an LRA certificate, which is a special type of certificate
that allows the NemID administrator to manage and issue employee certificates.

Point out an administrator and issue an employee certificate

The LRA administrator assigns an employee as administrator (or super administrator) and
issues an employee certificate to this employee. This employee will then be authorized to cre-
ate dispatch and retrieval systems and to manage the organization's e-Boks and Stralfors con-
figurations.

The typical process is as follows:

1. The employee is requested to order an employee certificate at NemID. See
https://www.medarbejdersignatur.dk/.

2. The LRA administrator receives an approval message from NemlID and approves
the NemID.

3. The employee receives a message from NemID with instructions on how to down-
load the certificate.

4. The LRA administrator assigns the employee as administrator or super admin-
istrator.

Acquire and use of the certificate (funktionscertifikat)

The LRA administrator needs to acquire a certificate (funktionscertifikat). The SmartPost pro-
cess will use the certificate as electronic identification in relation to the service providers. The
LRA administrator hands over the certificate to the administrator, who will then use the cer-
tificate to configure the systems.

The certificate allows a system A to identify itself towards another system B, where system A
submits a service.

The certificate can be used in two different ways:

o Asdispatcher

This is system A. System A identifies itself towards another system B. System A will
use the certificate to encrypt the communication with the use of a private key.

o As recipient
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This is system B. System B has received the certificate in a form where it only
contains a public key that system B can use to decrypt the communication from
system A. If the communication does not derive from system A but from a third
unknown system C that pretends to be system A, it will be revealed during the
decryption. Only the system with the certificate with the private key can make an
encryption that can be decrypted with the public key that system A previously
handed over to system B.

The certificate must be stored in the certificate store on the server that runs the SmartPost
process.

See Acquire and install the e-Boks Certificate for instructions on the certificate process.

Digital mail Prerequisites

Before you start the installation of the SmartPost process, you need to complete some con-
figuration tasks for SmartPost to be able to communicate with e-Boks.

e-Boks opens for the organization's IP addresses

A prerequisite for SmartPost to be able to communicate with e-Boks through the REST inter-
face is that e-Boks knows the |IP addresses of the systems that use the services of e-Boks.
These are typically registered at Digitaliseringsstyrelsen (Danish Agency for Digitisation)
from where e-Boks usually gets the information.

Important: If the information about e-Boks addresses is not up-to-date, SmartPost
will not be able to contact the services of e-Boks.

The IP address is the IP address(es) that is known from the WAN (typically the Internet).

Tip: From the organization’s network, you can determine the IP address by using the
website: https://www.myip.dKk.
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Agreement on provision of NemID services (tilslutningsaftale)

The LRA administrator makes an agreement with e-Boks. See instructions Tilslutning til Digital

Post Administrationsportalen from Digitaliseringsstyrelsen.

The agreement must be completed before the configuration of e-Boks can start.

Retrieval system

This sections describes the configuration tasks in connection with setting up a retrieval system
in the e-Boks administration portal. The retrieval system allows the SmartPost process to
retrieve messages from a mailbox in e-Boks. SmartPost retrieves the messages, such as
replies from citizens and organizations to messages in e-Boks and unsolicited messages, and
saves them automatically in WorkZone.

Create a retrieval system

Before you start this process, make sure that the organization's IP address is known by e-Boks
and that an agreement has been made so that the REST service and the e-Boks admin-
istration portal are available. You can verify IP address and the agreement are in place it by log-
ging into the e-Boks administration portal using this link: http://ekstranet.e-boks.dk/. If clicking

the link results in a page with a text saying “Kun adgang for myndigheder” (Only accessible for
authorities), the organization is either not an authority, or the agreement has not yet been con-
cluded.

See e-Boks opens for the organization's IP addresses and Agreement on provision of NemID
services (tilslutningsaftale).

The customer needs to create a retrieval system at e-Boks. This can be done via e-Boks admin-
istration portal (http://ekstranet.e-boks.dk/).

The table below describes the values that must be applied to the retrieval system.

value Value Description

hame

Name Suggestion: The name by which the retrieval system can be recognized.
"KMD
SmartPost
Retrival”
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Value

Value Description
name

EANno. Customer  The EAN number of the authority.

specific
Delivery  Pull Specifies whether e-Boks needs to “push” messages into the cus-
type tomer’s system, or whether SmartPost needs to request e-Boks’s
service in order to retrieve the messages (pull). SmartPost only
uses pull.
APl Ver-  v1 Currently, SmartPost only supports v1.

sion

Certificate Customer  The certificate to e-Boks is uploaded here.
specific

Name of Customer  The name of the person at the customer's business who e-Boks

contact per- specific must be able to contact in connection with questions and handover

son of commercial information. This will typically be a manager in the
customer’s organization.

Email Customer  The email address on which the contact person can be contacted.
address of specific

contact per-

son

Phone Customer  The phone number on which the contact person can be contacted.
number of specific

contact per-

son

When the values have been entered, and the retrieval system is created, e-Boks auto-
matically assigns an ID to the retrieval system. This ID must be used in connection with the
configuration of SmartPost so that SmartPost knows which retrieval system to use.

See Configure SmartPost for receiving messages.

116



Administrator Guide

Create mailboxes

The organization needs to create at least one mailbox at e-Boks in which messages from cit-
izens or an organization can be gathered, before they are collected by the SmartPost retrieval
service. Subsequently, the mailbox needs to be connected to the Retrieval system.

Depending on the size of the organization and how it is organized, the organization can decide
whether more than one mailbox needs to be configured. As SmartPost applies to a retrieval
system and not to a specific mailbox, the customer can decide the number of mailboxes inde-
pendently of SmartPost. In connection with the configuration of individual mailboxes in e-Boks,
the customer can choose if the mailbox should be emptied by a retrieval system and, in that
case, by which one. The diagram below shows an example of mailboxes and retrieval systems
that are configured in e-boks and SmartPost.

Mailbox A is connected to retrieval system A. If necessary, an alternative system can retrieve
messages from Retrieval system A.

Mailbox B and Mailbox C are connected to Retrieval system B. As SmartPost has been con-
figured to retrieve messages from Retrieval system B, Mailbox B and Mailbox C are emptied by
SmartPost.

Mailbox D is not connected to any retrieval system. As a result, SmartPost (or an alternative
system) cannot retrieve messages from this mailbox via the REST interface.
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e

Alternative system

Mailbox B

Retrieval system B SmartPost

Mailbox C

Mailbox D

The table below describes the values with which an e-Boks mailbox can be configured.

Value name Value Description

Name For example: The name of the mailbox as the end user sees it.
"Mail for organ-
ization”

Description This mailboxis A description of the mailbox for users who later

used for replying use the administration portal.
to messages sent

by SmartPost as

well as unso-

licited messages.

Instructions Send mail to this  Description of the mailbox that the end user sees.
mailbox if you
want to contact
the organization.
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Value name Value Description
Select folder for pla- See notes In a minimum configuration, there will only be one
cing the mailbox mailbox, and this mailbox will be the root mailbox.

In such a case, the selection must be empty. In
cases of more complex configurations with more
mailboxes, the selection is based on the planned
mailbox hierarchy.

Activation date Now Specifies the date where the mailbox will be act-
ive, that is visible to the end user.

External code can  Empty Not used.
be used freely by

suppliers and is

available via system

call

This mailbox must  Selected In the minimum configuration, the same mailbox
be used by default will be used for both end user requests and unso-
for reception of mail, licited requests. In this case, the mailbox must be
in cases where the the default mailbox, for which reason the field
end user makes a must be selected.

direct request In cases of more complex configurations with

more mailboxes, this mailbox is not necessarily
selected by default.

The mailbox must  Selected In the minimum configuration, the same mailbox
be visible to the end will be used for both end user requests and unso-
user licited requests. In this case, the mailbox must be

visible so that the end user can use it for unso-
licited requests.

In cases of more complex configurations with
more mailboxes, this mailbox is not necessarily
visible.
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Create subject

A minimum of one subject for one of the mailboxes connected to the retrieval system from

which SmartPost is to retrieve messages must be configured.

Value o
Value Description
name
Subject For example: The subject that the end user can choose in connection
name  “Contacttoorgan- with sending in an unsolicited message for an authority.
ization”
Form Empty Not supported by SmartPost.

Remote print

Before you can start setting up and configuring remote print, the organization must make an
agreement with the selected print center, Stralfors or KMD Printcenter.

Stralfors agreement

Before you can start to use Stralfors Connect for remote print, the following prerequisites
must be fulfilled:

« The organization must make an agreement with Stralfors.

« The organization must get a certificate. It is possible to use the same certificate as
the one used for e-Boks, but it needs to be clarified with Stralfors.

« Find out which protocol Stralfors uses.

See also Configure remote print.

OneTooX agreement with KMD Printcenter

Before you can start to use OneTooX and send SmartPost messages to KMD Printcenter
for printing, the following prerequisites must be fullfilled:

« The organization must make an agreement with KMD Printcenter.

« The organization must get a OneTooX system key from KMD Printcenter. The sys-
tem key is a PKE file.
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« Document types must be defined and set up by KMD Printcenter. The OneTooX doc-
ument types contains information about the dispatch of a document, for example if it is
A or B mail, the envelope type, single-sided or double sided, and so on.

OneTooX requires at least one documentation type.
You need the names of the document types for configuring SmartPost print types.

See also Configure remote print.

Configure digital mail

SmartPost uses e-Boks to implement digital mail (Digital Post). For SmartPost to be able to
communicate with e-Boks, the organization must make an agreement (tilslutningsaftale) with
e-Boks first.

Note: SmartPost supports Digital Post 1 and 2.

To configure digital mail using e-Boks, you need to complete the following steps.

1. Acquire and install a certificate.
Ensure Internet access.

Configure the dispatch system.

W N

Configure the retrieval system.

You need to complete all steps for both test and production environments.

Certificate

The organization must acquire and install a certificate (funktionscertifikat) with a password.
See Acquire and install the e-Boks Certificate.

Apply the certificate to the SmartPost process

You must add the private key of the IIS user that runs the WzpSvc app pool to the e-Boks cer-
tificate and set up the e-Boks dispatcher to run with this certificate. See Apply certificates to
SmartPost .
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Internet access

For SmartPost to be able to communicate with e-Boks, it is required that the server that runs
SmartPost has Internet access to e-Boks.

Environment URL Port
Test https://demo-rest.e-boks.dk/V1.svc 443
Production https://rest.e-boks.dk/v1.svc 443

As SmartPost is deployed on the web servers, it is only required to open for access to e-
Boks from the web servers.

Configure the dispatch system

When you have uploaded the certificate and configured a dispatch system using the Digital
Post Administration portal, you need to configure SmartPost to reflect the configuration of
the dispatch system. See Configure SmartPost for sending messages.

For information about creating a dispatch system, refer to Vejledninger Digital Post from

Digitaliseringsstyrelsen.

Configure the retrieval system

When you have uploaded the certificate, you can start configuring a retrieval system using
the e-Boks Administration portal. The minimum configuration of a retrieval system consists
of a mailbox and a subiject, to which you attach the retrieval system. Next, you need to con-
figure SmartPost to reflect the configuration of the retrieval system. See Configure
SmartPost for receiving messages.

Configure remote print

SmartPost supports Stralfors Connect and KMD OneTooX for remote print. Before you can
start to configure SmartPost to use OneTooX or Stralfors Connect, the authority or company
must make an agreement with KMD Printcenter or Stralfors depending on which print center
will be used.
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Stralfors

To configure remote print using Stralfors, you need to complete the following steps.

1. The authority or company must make an agreement with Stralfors and install a cer-
tificate. See Apply the certificate to the SmartPost process.

2. Setup the test and production systems. See Test and production systems.
3. Configure a Stralfors dispatcher. See Configure dispatchers.

4. Include the Stralfors dispatcher in a dispatch sequence. See Configure dispatch
sequences.

5. Configure Stralfors print types. See Configure print types.

You need to complete all steps for both test and production environments.

Certificate

Stralfors will assist with the installation of the certificate and the necessary configurations.
When this is in place, you configure SmartPost with system ID, password, and certificate thum-
bprint.

Note: You can clarify with Stralfors whether you can use the same certificate that you
use with e-Boks, or if you need an additional certificate.

This process applies to both test and production.

Apply the certificate to the SmartPost process

You must add the private key of the IIS user that runs the WzpSvc app pool to the Stralfors cer-
tificate and set up the Stralfors dispatcher to run with this certificate. See Apply certificates to
SmartPost .
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Test and production systems

For SmartPost to be able to communicate with Stralfors Connect, it is required that the
server that runs SmartPost has access to Stralfors Connect via the Internet.

Environment URL Port
Test https://testprint.sconnect.dk/fijernprint/1.0.0 443
Production https://prodprint.sconnect.dk/fjernprint/1.0.0 443

SmartPost is deployed on the web servers and therefore it is only required to get access to
Stralfors from the web servers.

OneTooX

To configure OneTooX, you need to complete the following steps:

1. The organization must make a OneTooX agreement with KMD Printcenter.

2. Get a system key from KMD Printcenter, and configure it in WorkZone Con-
figurator. See Apply the OneTooX system key to SmartPost.

3. Define document types, which KMD Printcenter will create. Once created, get
the names of the document types. You will need the names of the document
types to set up print types in WorkZone Configurator. At least one document
type must be defined.

4. Setup testand production systems. See Test and production system.
5. Configure a OneTooX dispatcher. See Configure dispatchers.

6. Include the OneTooX dispatcher in a dispatch sequence. See Configure dis-
patch sequences.

7. Configure OneTooX print types. See Configure print types.

Apply the OneTooX system key to SmartPost

You must specify the system key when setting up a OneTooX dispatcher.

1. Open the PKE file that you have received from KMD Printcenter in a text editor,
for example Microsoft Notepad.
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2. Select all the text and copy it to clipboard.

3. In WorkZone Configurator, go to Process > Process dispatchers.

—

4. Pointto next to the OneTooX dispatcher, and click ' Edit parameters.

5. Paste the system key in plain text into the Systemkey field.

Test and production system

For SmartPost to be able to communicate with OneTooX, you need to set up a test and pro-
duction system.

Environment URL Port
Test https://test.doc2mail.dk/delivery/FileUploader.asmx 443
Production https://privat.doc2mail.dk/delivery/FileUploader.asmx 443

Acquire and install the e-Boks Certificate

The organization needs a certificate from Nets for SmartPost to work as a dispatch system for
e-Boks. The steps in the certificate process are:

1. Acquire a certificate (Funktionscertifikat)

Import the certificate in to the certificate store

Add the private key of the IIS user to the certificate
Export the P12 certificate to a CER certificate

Upload the certificate to e-Boks

o g M w N

Apply the certificate to the e-Boks dispatcher

Acquire a certificate (Funktionscertifikat)

An employee at the organization must order a certificate from Nets. The employee must be a
NemlID administrator at the organization and have an employee signature to be able to order a
certificate. The employee will receive an email from Nets with an installation code to use to get
the certificate from Nets and a password, which is connected to the certificate.
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The employee starts the certificate process using the Nets link: https://www.nets-dan-

id.dk/produkter/funktionssignatur/bestil funktionssignatur/ and follow the instructions.

When the process has been completed, the employee will receive an email with an install-
ation code and a link to start the installation process. During the installation process, the
employee selects the certificate type PKC#12, enters the installation code from the email,
and creates a password for the certificate. The result of the installation is a certificate file.

Important: The certificate file and the password are connected and will be used later
in the process.

Import the certificate in to the certificate store

You need to import the certificate in to the certificate store on the server that runs the
SmartPost process using the Windows Certificate Import Wizard.

1. Double-click the certificate to start the Certificate Import Wizard.

2. Onthe Welcome page, click Local Machine, and then click Next.
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Welcome to the Certificate Import Wizard

This wizard elps you copy certificates, certfficate trust lists, and certificate revocation
lists from wour disk to a certificate store.

A cerbficate, which s issued by a certification autharity, i a confirmation of your identity
and contains nformabon used to protect data or o establish secure network
comnections, A certificate store is the system area where certificates are kept.

Stone Lacation
() Current Lser

#) Local Machine

To continue, dick Next.

3. Click Next until you reach the Certificate Store page, and then select Auto-
matically select the certificate store based on the type of certificate option.
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(¢) -+ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a cerbficate store, or you can speafy a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Mesxt || Cancel .

4. Complete the wizard.

Add the private key of the IIS user to the certificate

You must add the private key of the IIS user that runs the WzpSvc app pool, typically that is
IS APPPOOL\WzpSvc, to the SmartPost certificate. This is done in the Certificate Man-
ager. See Apply certificates to SmartPost .

Export the P12 certificate to a CER certificate

The certificate file that is acquired from Nets is a P12 certificate, see the previous section.

This certificate will be used by the dispatcher in WorkZone. However, in e-Boks you must

register the certificate in the CER format. Therefor, you need to convert the P12 certificate
file to a CER certificate file.
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Export certificate

1. Open Certificates Manager.
2. Expand Certificates Local Computer > Personal > Certificates.

3. Right-click the SmartPost certificate, and then select All tasks > Manage Private
Keys > Export. The Certificate Export Wizard starts.

4. Click Next until you get to the Export File Format page, and then select BASE-64
encoded X.509 (.CER), and then click Next.

5. Onthe File to Export page, enter a name of the file to export, and then click Next.

(«) -+ Certificate Export Wizard

File 1o Export
Spedfy the name of the fle you want to export

Ei|: FIAme:

c:heer tificates\Smar tPost, cer| . Browse, ., .

MNext Cancel

6. Complete the wizard.

A CER certificate file is created. The next step is to upload it to e-Boks.
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Upload the certificate to e-Boks

You upload the CER certificate file to e-Boks using the e-Boks Administration Portal.

Upload certificate

1. Inabrowser, open the e-Boks Administration Portal

Demo: https://demo-ekstranet.e-boks.dk/

Production: https://ekstranet.e-boks.dk

2. Log in with your credentials.
3. Onthe Welcome page, select Tilmeldingsmuligheder (Registration options).

4. Click Afsendersystemer (dispatch systems), and then click the dispatch sys-
tem, you want to use.

(€ Afsendersystemer ( Timebdingsmuligheder) - Windows Internet Explorer

—

g - ramp; s 3wt el o) L=l &=
[ Atsondersystones (Tansidn... % |_|

‘;P@igilla! Paost DemO

nintraticnuportal

* |DBoksdk| ~

Thmekdingsgrupper | Mabecialer | A

Afsendersystemer

Alsendersysiemer er Je sysiemer, der kan sende post il shibrugerme. Del kan vaere organiabonens egel sysiem, eller el & Horoan Wates £ APl rTee
standaidsystem, som aavendes af Ress organisationar. Det &r ogsd muligh al Wfoje nye systemer + Hwordan redageres ¢t alenderraiem

. * Husisian eotetiss semmbohed ol st
Gem katen + Hyerdan redicerss malerials
Egne alsendervystemer
Stanioyr Digial Post Scanjour Digital Post (i 1995) Gem Begreber

TesiSyaiem Seanjour (d: 17287) Qam Amantnngrrestemar
TestSystoms Scanjour id: 1784) Gem + Abengeryvsitmar

The Rediger afsendersystem (Edit dispatch system) page is shown.

5. Onthe Rediger afsendersystem page, scroll to the Certifikat (Certificate) sec-
tion, and browse to locate the certificate.
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£ Tibshat /Rediger afsendersystem (Timeldingsmuligheder) - Windows Internet Exploner
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6. Click OK. The certificate is now registered in e-Boks.

Apply the certificate to the e-Boks dispatcher

You register the e-Boks certificate in WorkZone Configurator.

1. In WorkZone Configurator, click Process > Process dispatchers.
2. Select the eBoks dispatcher.
3. Enter the thumbprint of the certificate in the EboksCertificateThumbPrint field.

See also Process dispatcher module in the WorkZone Configurator Administrator Guide.

Apply certificates to SmartPost

Once you have received a certificate and imported it to the certificate store, you need to:

« Add the private key of the IIS user to the dispatcher certificate.
« Apply the certificate to the SmartPost dispatcher.
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Add the private key of the IIS user to the dispatcher certificate

For the dispatchers, such as e-Boks and Stralfors, to work with SmartPost, you must add

the private key of the IIS user that runs the WzpSvc app pool to the dispatcher certificates.
Typically this is an IS APPPOOL\WzpSvc user. This is done in the Certificate Manager.
You need to locate the dispatcher certificate and manage its private keys. By default, the dis-
patcher certificates are located under the current computer account.

Important: You need to re-add the private key after upgrading WorkZone Process.

1. Open Certificates Manager (mmc.exe).
2. Expand Certificates Local Computer > Personal > Certificates.

3. Right-click the SmartPost certificate and select All tasks > Manage Private
Keys.

@ certim - [Certificates - Local Computer\Personal\Certificates] == -

File Action View Help
o HE 4l XE = HE
[} Certificates - Local Computer Issued To - Issued By Expiration Date  Intended Purposes  Friendly Name Status

4 | Personal ’g‘ artpost - 2408 Systemtest XIX CA 1172272019 <All> Smartpost - test (fu...
Certificates Open

Trusted Root Certification Aul Al Tasks
| Enterprise Trust : ;
Intermediate Certification Au Cut Request Certificate with New Key...
Trusted Publishers Copy Renew Certificate with New Key.
Untrusted Certificates Delete
| Third-Party Reot Certificatior
| Trusted People

Open

Manage Private Keys...
Properties Advanced Operations

Client Authentication |ssuers Help Export...
Remote Desktop
| Srnart Card Trusted Roots
| Trusted Devices
Web Hosting

TET T T TTTTTYT T

4. Inthe Permissions dialog box, click Add to add the private key, typically the IIS
APPPOOL\WzpSvc user.
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Select this object type:
|Uaus,ﬁm.ps,urﬂj‘|:-i1 security pincipals

From thiz kncation:
|s.u:|nm1

Enter the abject names to select (zxamples)
115 APPECOL\WapSve

Secuty |

Group or User names;

82, Administrators (SJORAD T Administrators)
3- WapSve

Pemissions for SYSTEM

Full cortrol
Read

Spaecial permissions

For special pamizsions or advanced settings,
chok Advanced.,

Copy thumbprint and apply the certificate to the dispatcher

You copy the thumbprint of the certificate from the Certificates Manager and paste it into the
dispatcher settings in WorkZone Configurator.

1. Open Certificates Manager (mmc.exe).

2. Expand Certificates Local Computer > Personal > Certificates.
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Double-click the SmartPost certificate.
In the Certificates dialog box, click the Details tab.

Select Thumbprint in the list.

o 0 A~ w

Mark the thumbprint without the first space and press Citrl + C to copy the thum-
bprint.

i Certificate .

| General | Detais | Certification Path

Shaw: | <pAll» W |
Field Value A
i1 CRL Distribution Points [1]CRL Distribwtion Foint: Distr...
it Authority Key Identifier KeylD=cc 02 55 0c 24 81 M a...
ESUI:d:ct Key Identifier 1508 3d a7 d5 41 e bf 42 27...
51/ Basic Constraints Subject Type=End Entity, Pat...
il ke Lisage Digital Sigrature, Key Encipher. ..
jn i dial =
K[ Thumbarint i 3a 18 10 0F 5a aD 45 4 17... |)
S pace \ =1 Friendly name Smartpost - test (furidionscer,.. | v

[ 6 Ja 18 10 Of 5a al 45 4e 17 d2 5a dB 50 @82
36 2d 96 af c2

Edit Froperties... | | Copytofie.. |

For more information about the extra space, please see Microsoft support art-
icle Certificate thumbprint displayed in MMC certificate snap-in has extra
invisible unicode character.

Apply the certificate to the dispatcher

You register the certificates in WorkZone Configurator.

1. In WorkZone Configurator, click Process > Process dispatchers.

2. Select a dispatcher, for example e-Boks or Straalfors.
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3. Paste the thumbprint that you just copied into into the Ebok-
sCertificateThumbPrint field.

See also Configure dispatchers and Process dispatchers in the WorkZone Configurator Admin-

istrator Guide.

Configure SmartPost

You configure SmartPost in WorkZone Configurator.

1. In WorkZone Configurator, go to Process > Processes.

2. Pointto the SmartPost process.

=

3. Click = Edit process parameters.

4. Enter values for the parameters.

Parameter Default Description

CopyCoverPageRecordld The template that is used to create
cover pages for copy recipients. If
you leave the field empty, a default
standard cover page will be used.

The template must be saved in
WorkZone.

For more information about cover
page templates, see Configure tem-
plates.

ProtectedCoverPageRecordld The document that will be used as
template for creating cover pages for
copy recipients with protected
addresses. If you leave the field
empty, a default standard cover
page will be used.

The template must be saved in
WorkZone.
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Parameter

Default

Description

See Configure templates.

DefaultMaterialld

The e-Boks material that will be
selected by default in the Send
SmartPost dialog box.

To configure e-Boks materials, click
Process > E-boks material. See
Configure e-Boks materials and e-
Boks materials in the WorkZone Con-

figurator Administrator Guide.

AllowedNameTypes

CPJV

Select which contacts the users can
select as recipients or copy recip-
ients in the Send SmartPost dialog
box. Allowed contact types are:

C - Persons with CPR

P - Persons without CPR

J - Companies with CVR

V - Production units with CVR

SPDocumentSource

Select the origin of the created
SmartPost message. The possible
settings correspond to the entries in
the custom domain ACTOPR, for
example SP, SmartPost, DP, Digital
Post, and so on. The organization
must provide this information. The
setting is shown on the document in
the Origin field in WorkZone Client.

MaxCombinedMessagelength

10485760 (10 MB) When a user starts a SmartPost pro-

cess, SmartPost calculates an estim-
ated size of each of the messages
sent to the recipients. Before
SmartPost continues the process,
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Parameter Default Description

the estimated size is compared with
the MaxCombinedMessagelength
setting. If the estimated size exceeds
the specified value, the user is asked
to reduce the size of the documents
and then try to send the message
again. The reason for this is that
large documents may cause the
Workflow Host to run out of memory
later in the flow, which causes work-
flows to be terminated without the
user being notified.

Generally, the default value is used.

DefaultDispatcherSequenceld The default dispatch sequence that
will be selected by default in the
Send SmartPost dialog box.

To configure dispatch sequences,
click Process > Dispatch
sequences. See Configure dispatch
sequences and Dispatch Sequences

in the WorkZone Configurator Admin-
istrator Guide.

Important: Verify this value
after successful installation.
After installation, the dispatch
sequences may have been
renumbered.

DefaultRemotePrintTypeld The print type that will be selected by
default in the Send SmartPost dia-
log box.
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Parameter Default Description

To create or reconfigure print types,
click Process > Print types. See
Configure remote print and Print
types in the WorkZone Configurator
Administrator Guide.

StandardLetterFileNo The case number of the case that
contains standard letters.

See Configure standard letters.

ReportID Select the report you want to use for
the history document.

RecordType PROHIST The document type of the history doc-
ument that is generated by the
SmartPost process.

RecordState The document state of the history
document that is generated by the
SmartPost process.

CopyWatermark Copy The text that will be used as water-
mark on copies. The maximum
length of the watermark is 60 char-
acters. If the text exceeds 60 char-
acters, the text will be cut.

TitleTemplate {0}: {1} {2} A template that is used to create the
title of the history document. By
default, the template has place-
holders for the process type {0}, the
process title {1}, and a date stamp

{2).

ApprovalEnabled Turned on Shows or hides the Approval check
box in the Send SmartPost dialog
box.
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Parameter Default Description

The parameter is turned on by
default, which means that the user
can select the Approval check box.
You can turn off this parameter if
your organization does not use the
approval step in the SmartPost pro-
cess.

RemergePDFEnabled Turned off Re-merges the Letter date field in
PDF documents when SmartPost
messages are previewed or
approved. Turn on this parameter if
you want the letter date in the PDF
documents to be updated with the
preview or approval date before
sending the SmartPost messages.

The Letter date field on the meta
data of the PDF document will also
be updated with the date of approval.

The letter date of the original letter
document is not changed.

ValidationProperty Select the custom document field
that holds the values.

ValidationValues Specify which custom document val-
ues are allowed. Users will only be
able to select documents (letter doc-
ument and attachments) with these
values in the Send SmartPost dialog
box.

DocClassificationThresHold The maximum document clas-
sification that is allowed to be used
with SmartPost. Documents with
higher classifications than specified
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Parameter

Default

Description

for this parameter will not be avail-
able for selection in the SmartPost
dialog box.

AllowSendingSeparateDocuments

Tun on this parameter if you want to
allow that users send attachments as
separate PDF documents in mes-
sages when using the e-Boks dis-
patcher.

A Send attachment as separate
documents (only e-Boks) check box
will be shown in the Send SmartPost
dialog box.

By default, this parameter is turned
on.

The parameter is closely connected
with the MergeAllDocuments para-
meter.

DefaultSendSeparateDocuments

Turn on this parameter if you want
the Send attachment as separate
documents (only e-Boks) check box
to be selected by default in the Send
SmartPost dialog box.

MergeAllDocuments

The parameter only has effect if you
have turned on the AllowSend-
ingSeparateDocuments parameter.

If turned on, the SmartPost message
will include:

o The letter and attachments
in one PDF document.

o The attachments as sep-
arate PDF documents.
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Description

If turned off, the SmartPost message
will include:

« Theletterin a PDF doc-
ument.

o The attachments as sep-
arate PDF documents.

Note that messages sent to recip-
ients with protected addresses will
not include a cover page, if this para-
meter is turned off.

By default, this parameter is turned
on.

SendAttention

Turn on this parameter if you want to
send a task that will notify the pro-
cess owner about a failed dispatch.

By default, this parameter is turned
on.

TerminateOnFailedDispatch

Turn on this parameter if you want to
set the state of failed SmartPost dis-
patches to Terminated.

By default, this parameter is turned
off and failed dispatches get the
status Completed.

AllowOfficeRemerge

Turn on this parameter if the content
controls have already been merged
in Word and you want to merge the
content controls again when sending
the message.

For example, a case handler has
merged address content controls in a
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Parameter

Default

Description

letter document in Word but want to
send the letter to multiple recipients.
In this case, the address content con-
trols will have to be merged again to
insert each of the recipients' address
information in to the different letter
documents.

Note: An empty content control
in Word that results in a blank
line will be removed and is
therefore not remerged.

By default, this parameter is turned
off.

PdfFaillfOutOfBounds

Turn on this parameter if you do not
want to send messages that include
documents with content that do not
fit to the page, for example, a Word
document with a table that exceeds
the page bounds. If the parameter is
turned on, the PDF conversion will
fail and thus the dispatch will fail.
The history document will show an
error message.

By default this parameter is turned
off. Documents will be converted to
PDF despite the content being out of
bounds and the message will be
sent.

See also Processes in the WorkZone Configurator Administrator Guide.
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Configure CPR and CVR

When the SmartPost process sends or receives messages, it identifies the sender in the mes-
sages based on the addresses.

In WorkZone Configurator, two parameters, PartyldentifierSources and ContactAd-
dressKeySources, are used to identify sender information.

« InWorkZone Configurator, click Process > Process settings.

Parameter Description

PartyldentifierSources Specifies where the SmartPost sending process looks up
sender information such as CVR or CPR numbers.

ContactAddressKeySources Specifies where the receiver workflow looks up sender
addresses based on the CVR and CPR numbers provided by
e-Boks. For example, for the purpose of linking the received
documents to the addresses of the senders.

The values of these settings are XML elements that identify where SmartPost looks up sender
information. By default the standard location of CPR and CVR data is specified in the XML ele-
ments.

Handling multiple addresses in received messages

When SmartPost receives a message with a CPR or CVR number, the CPR or CVR number
may be connected with several contacts and addresses. The e-Boks receiver workflow
retrieves the data and registers the contact information on the contact that is associated with
the document that is created when a message is received. The following rules apply:

« If no addresses are found, no parties are associated with the document.

Example

An unsolicited message with an unknown identifier is received. No contacts can be
identified based on the CPR or CVR number because the contact does not exist as
a WorkZone contact. Therefore, no parties are associated with the document that
was created.
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« If only one address is found, the contact is associated with the document using
this address . The role Sender (Afsender).

Example

An unsolicited message is received. It has a known identifier (CPR or CVR num-
ber), which is associated with one contact with one address. This is the simple
situation, for example when a small business or a person sends a message from
e-Boks. The address is used to create a party on the document with the role
Sender.

« If two or more addresses are found, no parties are associated with the document.
An information field is added to the document, which informs the user about the
number of addresses found. Based on the information in this field, the user can
make a query for documents created by this situation, and then do corrections
manually. By default, the custom label is named MULTIADDR but it is configurable.

Example

An unsolicited message is received. It has a known identifier with one contact
with multiple addresses. One contact is identified with several active addresses.
The message is from a company where multiple addresses are registered in
WorkZone.

No contacts will be associated with the document. The MULTIADDRESS inform-
ation field is added to the document and shows the number of addresses found.

Example

An unsolicited message is received. It has a known identifier with multiple con-
tacts with multiple addresses.

Multiple contacts can be identified from the identifier. There are multiple
addresses associated with the contact. For example a large company where
WorkZone Client has registered the same CVR number on multiple contacts,
where each contact has a unique P-number (production unit), for example sub-
sidiaries of the company. Some of the production units have several addresses
registered in WorkZone.

No contacts will associated with the record. The information field
MULTIADDRESS is added to the document and shows the number of addresses
found.
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CPR and CVR data in other locations

Some organizations store CPR and CVR data in other locations than the default WorkZone loc-
ation. In this case, you can set up the SmartPost process to look up data in these locations by
customizing or extending the XML elements in the PartyldentifierSources and ContactAd-
dressKeySources parameters in the Process settings in WorkZone Configurator.

For example, your organization may store CPR data in a custom field in the Contacts register
rather than using the standard ID field. In this example, you must:

1. Create a new contact type in the WorkZone database. Note that you can view and
edit contact types in WorkZone Configurator but you cannot create contact types.
You must add new contact type to the Contacts register.

2. Create a custom field in WorkZone Configurator to hold the CPR number.

3. In WorkZone Configurator, go to Process > Process settings and add a new
<party-identifier-source> elementto the XML in the Partylden-
tifierSources parameter. You can copy an existing <party-identifier-
source> element and modify it to match the new storage of CPR numbers.

In this example, the new contact type (name-type) has the code 8, the custom
field has the code CPR Value.

<party-identifier-source name-type="8" class-
s="WorkZone.Dispatcher.Base.ODataPartyldentifierSource">

<register-name>Contacts</register-name>

<query-template>?$filter=1D eq '{}'&amp;$select=CPR_Value,NameType_
Value</query-template>

<field-name>CPR_Value</field-name>

</party-identifier-source>

Parameter Description
name-type Code of the contact type.
register-name The name of the register that the OData

query will be based on.

qguery-template The template that used to form the
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Parameter Description

OData query. When the GetPartyIden-—
tifier(string, ODataService)
method is invoked, then two empty curly
braces ({ }) will be replaced with the

party identifier, which is the first para-
meter in the method.

You can specify a search criteria in the fil-
ter part of the query.

field-name The name of the field which content will
be returned by the method. The field is
expected to contain the code of the Party
Identifier.

Advanced configuration

You can read more about the implementation and function of the PartyldentifierSources
instance and how you can customize the configuration and/or extend it in the WorkZone Pro-
cess Developer Guide. See Configure PartyldentifierSources and Configure SmartPost

ContactAddressSources.

Configure SmartPost for sending messages

Configure dispatchers

You can configure a number of dispatchers to handle different ways of sending messages.
SmartPost is delivered with 4 default dispatchers.

{}g WO RKZONE configurator

Case activities

Lime=m @ 1 Doc2Mail Doc2Mail Doc2Mail 31EC3D02-CEDT-4609-99F5-E63ADE. . Doc2Mail
sanvice workflaws @ 2 EBoks EBoks EBoks COFEETBD-72C9-4C98-ABBC-624937... EBoks
& foks materals @ 3 LocalPrint LocalPrint LocalPrint EEF7382B-E3E7-4CE1-83FA-AFD4F03... LocalPrint
P dispatch

B @ 4 Straalfors Straalfors Straalfors 672C29FF-D22A-4B5C-9F21-A01D94... Straalfors

Dispatch sequences
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You can modify the default dispatchers to match your organization's needs or you can create
new dispatchers.

You can create dispatchers of the following types:

« e-Boks - The message is sent to the recipient's digital mailbox in e-Boks.

« Stralfors - The message is sent to Stralfors that handles the printing, enveloping,
and handover to PostNord.

« OneTooX- The message is sent to KMD Print Center that handles the printing,
enveloping, and handover to PostNord.

« Local print - The WorkZone user receives a smarttask that includes the
SmartPost messages in PDF format. The user handles printing, enveloping, and
sending of the messages manually.

Configure dispatchers

You create and configure dispatchers in WorkZone Configurator.

1. In WorkZone Configurator, click Process

2. Click Process dispatchers.

3. Point to next to the dispatcher you want to use, for example e-Boks, and click

Edit. Change the values so that they match your organization, such as the name
and description of the dispatcher, start and end date, and access rights. See Pro-
cess Dispatchers in the WorkZone ConfiguratorAdministrator Guide for a descrip-
tion of the dispatcher settings.

-0Or-

Click o to create a new dispatcher. In the Select dispatcher dialog box,

select the type of dispatcher you want to create.

The dispatcher version number

The dispatcher version number, which is displayed next to the dispatcher type, cor-
responds to the WorkZone Process release that you are running. When you upgrade
WorkZone Process, a new version of the dispatcher is created with a version number
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that corresponds to the new release, and the previous dispatcher version auto-
matically gets an end date. Ongoing SmartPost processes will continue to run using
the previous version, and new SmartPost processes will use the new version of the
dispatcher. On the Process dispatcher tab in WorkZone Configurator, all dispatcher
versions are listed.

Note: It is not recommended to make changes to old dispatchers nor remove
the end dates of old dispatchers.

4. Click Save to save the changes you made to an existing dispatcher, or Create
to create a new dispatcher.

The next step is to customize the default dispatcher parameters according to your organ-
ization, or if you created a new dispatcher, define the parameters from the start.

Edit dispatcher parameters

-—

1. Pointto®,and click = Edit dispatcher parameters.

2. Fill'in the values for the parameters. The parameters are specific to the dis-
patcher type.

E-Boks parameters

Name Default Description

SenderSystemld The sender system iden-
tifier, which is retrieved
during the configuration
of the system in the e-
Boks administration
portal.

ReceiverSystemld The receiver system
identifier, which is
retrieved during the con-
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Description

figuration of the system
in the e-Boks admin-
istration portal.

URL https://rest.e-boks.dk/v1.svc

The URL for the e-Boks
service.

Enter one of the URLs
depending on whether
the configuration is
made for test or pro-
duction.

Test system: https://-

demo-rest.e-bok-

s.dk/vl1l.svc

Production system:
https://rest.e-
boks.dk/vl.svc

Cer-
tificateThumbPrint

The thumbprint that iden-
tifies the e-Boks cer-
tificate.

ResponseThreshold 1800

Defines the maximum
time that SmartPost
expects that it takes e-
Boks to process a mes-
sage. Specify the
threshold in seconds.
The default value is
1800 seconds (30
minutes).

Note: The default
value is most often
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Name Default

Description

used. In situations
where the com-
munication with e-
Boks is slow, you
can increase it.

MaxDocumentSize 78643200

The maximum size of an
e-Boks message in
bytes. Messages that
exceed this limit will not
be sent to e-Boks. The
default value is
78643200 (75 MB).

Note: e-Boks
determines the
maximum size. If
e-Boks changes
the size, you can
change this con-
figuration accord-
ingly but due to
encoding you must
reduce the size set
by e-Boks by 25%.
For example, if the
size set by e-Boks
is 99,5 MB, you
must set the
MaxEBok-
sDocumentSize
parameter to 99,5
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Name Default Description
MB * 75% =75
MB.
SenderName KMD The name of the com-
pany.
ReceiverUrl https://<host-or-data- The URL for receiving
base>/Ebok- messages using Digital

sPushService/api/MeddelelseV?2

Post 2. If the parameter
is left empty, the default
URL in the Url para-
meter is used.

DP2Url https://demo-api.e-bok-
s.com/oio/rest/srv.svc/2

The URL for receiving
messages using Digital
Post 2. If the parameter
is left empty, the default
URL in the Url para-
meter is used.

NgDpGuid

The GUID of the NgDP
combined sender-
/receiver system. You
can see the GUID in the
NgDP Portal.

Note: This para-
meter is only rel-
evant if you use
the NgDP integ-
ration (Exper-
imental version).

SenderCvr

CVR number of the
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Name

Default

Description

organization that is send-
ing messages.

Note: This para-
meter is only rel-
evant if you use
the NgDP integ-
ration (Exper-
imental version).

NgDpCon-
actPointGuid

The GUID of your organ-
ization's NgDP reply
point (mailbox for
replies). You can see
the GUID in the ID field
on the Kontraktstruktur
page in the NgDP portal.

To receive messages, it
is required to setup a
contact hierarchy in the
NgDP portal.

Note: This para-
meter is only rel-
evant if you use
the NgDP integ-
ration (Exper-
imental version).

NgDpAuthor-
izationHeader

The Author-
izationHeader is gen-
erated by the
Administrativ Adgang
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Name Default Description

portal when the sender-
/receiver system is

defined.
Stralfors parameters
Name Default Description
SenderSystemID The system identifier, which is provided

when configuring the system in the Stralfors
administration portal. Either Stralfors or the
person, who configures the portal for
Stralfors, must provide this identifier.

Url https://prodprint. The URL for the Stralfors Connect service.
sconnect.dk/ Depending on whether the configuration is
made for test or production, enter one of the

fiernprint/1.0.0 wo URLS.

Test: https://test-
print.sconnect.dk/fjernprint/1.0.0

Production: https://-
prodprint.sconnect.dk/fjernprint/1.0.0

Certificate Thumbprint Enter the thumbprint that identifies the
Stralfors certificate.

ResponseThreshold -1 Defines the maximum time that SmartPost
expects that it takes to send a message to
Stralfors. This value is used to calculate the
deadline (supervised by the deadline mon-
itor). The value is an integer, which (if pos-
itive) specifies the threshold in seconds.

Normally, the default setting is used.

If the communication with Stralfors is very
slow, you can specify a high value.

MaxDocumentSize 375000000 The maximum number of bytes that a mes-
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Name Default Description

sage for remote print can contain. Messages
that exceed this limit will not be sent for
remote print. The default value is 375000000
bytes (375 MB).

Note: Unless otherwise com-
municated, it is recommended to keep
the values provided at the installation.

SenderName KMD The name of the company that is used in the
postal address. The postal address is used
when Stralfors produces the letters. The com-
pany name is taken from the address on
which the authority will receive letters and
returned mail.

OneTooX parameters

Name Default Description
URL https://privat.- The URL for the OneTooX service.
doc2mail.dk/ Test:
deliv- https://test.-
ery/FileUp- doc2mail.dk/delivery/FileUploader.asmx
loader.asmx
Production:
https://private.-
doc2mail.dk/delivery/FileUploader.asmx
SystemKey Enter the system key in clear text. Copy

and paste the content of the system key file
(PKE file) that you have received from KMD
Printcenter in to this field.

If you work with WorkZone Configurator in
Microsoft Internet Explorer and encounter
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Name Default Description

problems with the system key not being
pasted correctly, please open WorkZone
Configurator in Google Chrome and try to
paste the key again.

Respon- 600 The maximum time in seconds that a com-
seThreshold munication channel with OneTooX is open.
Default is 600 seconds (10 minutes).

MaxDocu- 1000000 The maximum number of bytes that
mentSize OneTooX will send. Numbers higher than
99600000 will be truncated.

SenderName KMD The name of the company.

Local print parameters

Name Default Description

LocalPrintResponseThreshold 1800 Defines the maximum time that SmartPost
expects that it takes for local print to process
a message. This value is used to calculate
the deadline (supervised by the deadline
monitor). Specify the threshold in number of
seconds. The default value is 1800 seconds
(30 minutes).

The default value is most often used.

SenderName KMD The name of the company.

Configure dispatch sequences

A dispatch sequence is a prioritized set of dispatchers that the SmartPost user can select in
the Send SmartPost dialog box. For example, a user may select a sequence named Send by
digital mail or else remote print else local print. In this case, SmartPost tries to use e-Boks as
the dispatcher to reach the recipient of a message. If the sending fails, SmartPost uses
Stralfors instead, and finally if this sending also fails, SmartPost sends the message to the user
for printing locally.
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You can configure several dispatch sequences and define which sequence to display as the
default dispatch sequence in the Send SmartPost dialog box.

Dispatch sequences in the SmartPost package

SmartPost is delivered with the 5 dispatch sequences shown below. The dispatch
sequences are ordered according to the values in the Order column, and they display in this
order in the Send SmartPost dialog box. You can use the dispatch sequences as is, modify
the naming and order, or create new sequences that include dispatchers that match your
organization.

Qg WO RKZONE configurator

Case activities

Hiceses Send via digital post ellers flernprint ellers loka... Send by digital mail else remote print else loca... 1

Service workflows L . . . )
Send via fiernprint ellers lokalprint Send by remote print else local print 2

e-Boks materials

Send via lokalprint Send by local print 3
Process dispatchers

Send via digital post ellers lokalprint Send by digital mail else local print 4
Dispatch sequences

Send via DocZMail Send via Doc2Mail 5
Print types

Process settings

Digital mail
When the e-Boks dispatcher is used, SmartPost sends the message to the recipient through

e-Boks if the following criteria are met:

« SmartPost must have access to the recipient's CPR or CVR number.

« SmartPost verifies that the recipient subscribes to a registration group that
matches the selected logical registration group. SmartPost also verifies that the
registration group matches the recipient type, that is citizens or companies.

« The size of the message does not exceed the limit defined by e-Boks.

If the sending fails, SmartPost will try to send the message using the next dispatcher spe-
cified in the dispatch sequence, through Stralfors or OneTooX.

Remote print

When the Stralfors or OneTooX dispatcher is used, SmartPost sends the message to the
recipient if the following criteria are met:

« Therecipient has a valid postal address:
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« Name of the recipient.
o Atleast one address line.

« A postal code.

« The size of the message does not exceed the limit defined by the dispatcher.

If the sending fails, SmartPost will try to send the message by using the next dispatcher spe-
cified in the dispatch sequence, for example local print.

Local print

When the local print dispatcher is used, SmartPost generates an email with the message as an
attachment. The email will be sent to the user, who started the SmartPost process. It is then up
to the user to print the message and handle the dispatch manually.

Create or modify dispatch sequences

You create and configure dispatch sequences in WorkZone Configurator. The dispatch
sequences that you create will be available to user in the Dispatch sequence field in the Send
SmartPost dialog box.
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Send SmartPost 4

zeneral Advanced

Title
Test

Letter
[ 0-43, Test 10/07/2018 .

[ Delete original letter after sending

Case w | | Select sttachments (Search starts at 3 characters i
O D43 Test 10/07/218 P
Persons (with CPR) ¥ (O, Select recipients (Search starts at 3 characters

& Satellite User #1 L 5000 Odense C

Case ¥ D; Select copy recipients (Search starts at 3 characters)
(r[lispatr.:ll sequence 1\
B 5end by digital mail else remaote print else local print Kow

i Gend by digital mail else remote print else local paint
i Gend by remote print else local print
en rint
Send by local p

il Send by digital mail else local print

N J/

[ Approval
Heip

Start Cancel

You can use the dispatch sequences as they are, modify the naming and order, or create
new sequences that match your organization. To create a new dispatch sequence, you
must first create the dispatch sequence, and then add dispatchers to it.

1. In WorkZone Configurator, click Process

2. Click Dispatch sequences.

3. Pointto @ next to the dispatch sequence that you want to use, for example,

—

r
Send by digital mail else remote print else local print, and click Edit.
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Change the values so that they match your organization, for example, change the
names you want to display to the users in the Localize name fields and the order
in the Order field.

-0Or-

Click o to create a new dispatch sequence, enter a name for the sequence

in the Name field and a number in the Order field. The dispatch sequence will
be displayed according to this number in the Dispatch sequence field in the
Send SmartPost dialog box.

4. Fillin other parameters that are relevant for your organization. See Create a dis-
patch sequence in the WorkZone Configurator Administrator Guide for a descrip-

tion of each parameter.

5. Click Save to save changes you made to existing sequences or Create to create a
new sequence.

If you created a new dispatch sequence, the next step is to add dispatchers and define the
order of the dispatchers in the sequence.

Add dispatchers to a dispatch sequence

1. In WorkZone Configurator, click Process > Dispatch sequences.

2. Point to the dispatch sequence to which you want to add dispatchers, and click

~ ' Define dispatch sequence.

3. Click Add dispatcher, select the dispatcher you want to add to the sequence, and
specify its order in the dispatch sequence.

Remove a dispatcher from a sequence

. Click * to remove a dispatcher from the dispatch sequence.
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Set up a default dispatch sequence

You can specify a default dispatch sequence, which will be preselected in the Send
SmartPost dialog box.

1. In WorkZone Configurator Click Process.

2. Click Processes.

-—

3. Point to next to the SmartPost process, and click ~ Edit process para-

meters.

4. Inthe DefaultDispatcherSequenceld field, select the dispatch sequence that
you want to be preselected in the Send SmartPost dialog box.

Configure e-Boks materials

An e-Boks material is a configurable item in e-Boks that describes what to be com-
municated to the e-Boks user. SmartPost needs to know the materials in order to send mes-
sages though e-Boks.

The material determines if the user can reply to a message. Before you configure
SmartPost, the organization needs to configure both the materials and the connection with
registration groups the e-Boks Administration Portal. Registration groups use either a mater-
ial that is enabled or disabled for replies. Several registration groups can use the same
material at the same time, which means that a registration group can share materials with
other registration groups. The organization decides if materials will be shared across regis-
tration groups.

When the organization creates a material in the e-Boks administration portal, the material is
assigned a unique ID. You need this ID to set up materials in SmartPost. Please refer to the
e-Boks brugersupport (e-Boks user support) for information about how to set up e-Boks

materials in the e-Boks Administration Portal.

Configure e-Boks materials

You create and configure e-Boks materials in WorkZone Configurator. The e-Boks mater-
ials that you create are listed in the e-Boks material field in the Send SmartPost dialog box.
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Send SmartPost »*
General Advanced
Title
Test
Letter
0 D-43, Test, 14/08/2018 .

| Delete original letter after sending

Case v Q Select attachments (Search starts at 3 charac il

Recipients 1

Persons [with C... * Q Select recipients [Search starts at 3 characters)

& Target User#1, 5000 Odense C Ly
; Copy recipients
Case r O\ Select copy recipients (Search starts at 3 charact
Dispatch sequence
il Send by digital mail else remote print glse local print E
e-Boks material
Il Material with reply option X -

il Material with reply option

il Material without reply option
L Prewiew
[ | Approval

Help

Start Cancel

With the installation of SmartPost, two e-Boks materials are created by default in WorkZone
Configurator:

« Material without reply option

« Material with reply option

You can edit the default materials to suit your organization's setup or create your own mater-
ials.
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Prerequisite: Make sure that materials are created in the e-Boks administration
portal, and that you have the e-Boks material IDs.

1. In WorkZone Configurator, click Process.

2. Click e-Boks materials.

3. Pointto next to the default material, Material without reply option or

#
Material with reply option, you want to use. Click Edit, and enter the e-

Boks material ID that corresponds to the material you have created in the e-
Boks Administration Portal.

-Or-

Click o to create a new e-Boks material, enter a name for the material

and the e-Boks material ID that corresponds to the material you have created
in the e-Boks Administration Portal.

4. Fillin other settings that are relevant for your organization. See Create an e-
Boks material in the WorkZone Configurator Administrator Guide for a descrip-
tion of each settings.

5. Click Save to save changes you made to existing materials or Create to create
a new material.

Set up a default e-Boks material

You can specify a default material that will be preselected in the Send SmartPost dialog
box.

1. Open WorkZone Configurator, and click Process > Processes.

-—

2. Point to the SmartPost process, and click = Edit process parameters.

3. Inthe DefaultMateriallD field, select the material you want to display as default
in the Send SmartPost dialog box.
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Configure print types

A print type is a predefined configuration of how Stralfors or OneTooX print and handle a dis-
patch. For example, a print type defines the size of the page and envelope, A or B mail, single-
sided or double-sided, and so on.

Print types in the SmartPost package

By default, the SmartPost package includes 9 print types as shown below. The print types are
ordered according to the values in the Order column, and they are displayed in this order in the
Send SmartPost dialog box. You can use the print types as they are, modify the naming and
the configurations to match your organization, or you can create new print types.

iod "
'u'{; WORKZONE configurator

Case activities

Processes

Standardpost - sort/hvid Standard mail - black/white 1
Service workflows
Standardpost - farve Standard mail - color 2
e-Boks materials
Standardpost - farve - enkeltsidet Standard mail - color - single - sided 3
Process dispatchers
Hastepost - sort / hvid Urgent mail - black / white 4
Dispatch sequences
. Hastepost - farve Urgent mail - color 5
Print types
raso oo Hastepost - farve - enkeltsidet Urgent mail - color - single-sided &
Anbefalet post Registered mail 7
| —.| Anbefalet post med kvittering Registered mail with receipt 8
||
— Forkyndt post Served mail 9

Create or modify print types

You create and configure print types in WorkZone Configurator. The print types that you create
are listed in thePrint type field in the Send SmartPost dialog box.
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Send SmartPost ®
General Advanced
Title
Test
Letter
O D-43. Test, 14/08/2018 v

[] Delete original letter after sending

Attachments

Cage v Q select attachments [Search starts at 3 charae -

Persons (with C... ¥ C}\ Select recipients (Search starts at 3 characters)

/= Tarnet Tlear =1 SO Delare © TN
B Standard mail - Blackfwhite A

il Standard mail - color
B Standard mail - color - single - sided
il Urgent mail - black / white
i@ Urgent mail - color
W Urgent mail - color - single-sided
il Registered mail

l\_ i Standard mail - black/white ® 'j

L] Preview
] Approval

Help
Start Cancel

1. In WorkZone Configurator, click Process
2. Click Print types.

3. Pointto @ next to the print type that you want to use, for example, Standard

g
mail - color, and click Edit. Change the values so that they match your

organization. For example, you can change the names you want to display to
the users in the Localize name fields, and you can change the order in the
Order field.
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- Or-

Click o to create a new print type. In the Create print type dialog box, enter

a name for the print type, and fill in other settings that are relevant for your organ-
ization. See Create print types in the WorkZone Configurator Administrator
Guide for a description of each setting.

If you created a new dispatcher, the next step is to set up the print type parameters.

Edit print type parameters

-—

1. Pointto eand click = Edit print type parameters.

2. Fill'in the values for the parameters. The table below describes the parameters
and the dispatcher type they apply to.

Dispatcher
type
PortoCategoryKey  Specify the postage category. Stralfors

Name Description

ReturnedLetter Hand- Specifies how Stralfors handles letters that are returned Stralfors
lingKey to Stralfors in case PostNord has not been able to

deliver the letter. If you select true, Stralfors destroys

the letter. If you select false, Stralfors performs no

action.
UrgencylLevelkey Specify the level of urgency. Stralfors
Simple/DuplexKey  Specify whether to print the letter single-sided or Stralfors
double-sided.
PrintColorOptionKey Specify black/white or color print. Stralfors
EnvelopeTypeKey Specify the size of the envelope. Stralfors
DocumentType Enter the name of the OneTooX document type that you OneTooX

have received from KMD Printcenter.
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Dispatcher
type

AddReturnAddress  Select if you want to add a return address to the doc-  OneTooX
ument before sending it. The return address is taken

Name Description

from the OneTooX system key that you have received
from KMD Printcenter

MailPriority Select the mail priority, Quick letter (A Prioritaire) or OneTooX
Ordinary letter (B Economique).

Set up a default print type

You can specify a default print type that will be preselected in the Send SmartPost dialog
box.

1. Open WorkZone Configurator, and click Process > Processes.

-—

2. Pointto the SmartPost process, and click = Edit process parameters.

3. Inthe DefaultRemotePrintypellD field, select the print type you want to display
as default in the Send SmartPost dialog box.

Configure templates

The SmartPost package includes two default templates:

« Cover pages for recipients with protected addresses

« Cover pages for copy recipients

An organization can create and configure its own templates.

Cover page templates

The cover page is inserted at the beginning of the message that is sent to a recipient. The
cover page must have a layout and content that can be used when the message is sentas a
physical letter. For example, the recipient's name and address must be located at a specific
position on the cover page in order to be visible through the window of the envelope, and no
confidential information must be exposed.
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Important: You must use content controls to create the cover pages in the same way as
for the main letter in SmartPost.

The diagram below illustrates how SmartPost creates the cover page based on the cover page
template. The cover page is merged at the same time as the rest of the message is merged.

The protected address cover page

When a recipient has a protected address, SmartPost inserts a protected address cover page
as the first page of the message to the recipient.

The main letter document is then merged, but the information required to locate the recipient is
left out. SmartPost does this by leaving the content controls that contain address information
empty.

The reason for also leaving out the address information in the letter to the recipient is to min-
imize the risk of recipients questioning if the letters that are sent to the copy recipients provide
information that makes it possible to locate the recipient.

If the address is protected, the following address information is left out:

Case parties

The contacts that are registered as parties on the case that a SmartPost message is sent from.

o Address 1
o Address 2
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o Address 3

« Contact code

» Contact number
« Contact number (code)
« Country code

« Country (text)

« Country (name)
o E-mail

o Fax

» Postcode

« Mobile phone

« Postcode (code)
« Postcode (text)

o Post district
Document contacts

The contacts that a user selects as recipients and copy recipients in the Send SmartPost
dialog box as well as the sender, who is the process owner.

» Postcode

o Address 1

o Address 2

o Address 3

o Fax

« Country name
« Country

o Country

« Contact number
o Email

« Contact code

« Mobile phone
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« Phone
« Postcode (code)
« Postcode (text)

o Postdistrict

Important: If custom fields have been added on contacts, WorkZone cannot know if the
fields are protected.

Default protected cover page:
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: |
Ang. zag: 23. maj 2017
nr.
De modtager dette brev, som hovedmodtager. <Firmanawn:=
Da Deres adresse er beskyttet, vil <firmanavn> hermed forsikre Dem om, at <Eadenzvn og nummers
eventuelle kopimodtagere IKKE vil modtage Deres adressa pa de tilsendte Postboks <Postboksnr.>
kopier, 1323 Kgbenhavn K
safremt de skullz have modtaget dette brev ved en fejl, bedes De destruere Th.nr. #4535 <Telsfonnr=
brevet og underrette <firmanavn: derom. Fax =45 <Telefonnr=
<E-mail=
“Hjemmesidex
wenlig hilzen E&MN-nr:
<EAN-nr=
Abningstider:

<Dage og tidspunkter=

Note: If you have turned on the AllowSendingSeparateDocuments parameter in the
SmartPost parameters to allow users to send attachments as separate PDF doc-
uments through e-Boks, and you have turned off the MergeAllIDocuments parameter,
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the messages will not include a protected address cover page. Any copy recipients will
still receive one merged PDF document including the cover page.

The Copy Recipient Cover Page

When a contact is selected as a copy recipient of a message, SmartPost inserts a copy recip-
ients cover page as the first page in the message to the copy recipient. The main letter is then
merged. If the main recipient has a protected address, the merge is then made without the
address information, which can be used to locate the main recipient. As for the protected
address cover page, the address information is left out (see above). If the main recipient does
not have a protected address, SmartPost uses the whole address information of the main recip-
ient when merging the main letter.

Default copy recipient cover page:

171



WorkZone Process 2021.3

Development Citizen #2. f=adE0
Vej2
5000

Amng. sag: SmartPost-sag

Da De er part i ovenstiende sag, modtager De hermed kopi af vedhzftede
brew.

Safremt de skulle have modtsget dette brev ved en fajl, bedes De destrusrs
brevet og underrette <Firmanavn> derom.

Venlig hilsen
Test Administrator, TESTADMIM

B KM

30. May 2017
Lnr. 17-53/1

<Firmanawn>
<Gzdenavn og nummer=
Posthoks <Posthoksnr>
1322 Kgbenhavn K

Th.nr. +45% <Telefonnr.=
Fax +45% <Telefonnr.>

<E-mail>
“Hjemmeside>

EAM-nr:
<EAN-nr.=

Ahningstider:
<Dage og tidspunkter>

Create a cover page template
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Use Microsoft Word to create a template. The template document must be of
the type docx or dotx. Insert content controls that correspond to the address
information (or other variable information) at the correct positions in the doc-
ument. Ensure that the address information is located in the right position on

the page to make it visible for the postal worker through the window of the envel-
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Tip: Stralfors provides an online test application (connect2.popwatch.com),

which can be used to verify that the address information is located in the cor-
rect position.

2. Import the templates to a case in WorkZone using WorkZone Client. Typically, you
have a specific case for template documents. After importing the templates, note
the document number and name of the imported template document.

3. Open WorkZone Configurator.

4. Click Process > Processes.

=

5. Point to the SmartPost process, and click . Edit parameters.

6. Select the template document for each of the parameters:

. CopyCoverPageRecordld - The copy recipient cover page.

« ProtectedCoverPageRecordld - The protected cover page.

6. Click Save. The SmartPost process will take the cover page templates in to use
immediately.

For more information about how to configure WorkZone Process parameters, see Processes
in the WorkZone Configurator Administrator Guide.

Update templates with Captia content controls

Captia content controls are not supported in WorkZone. To make templates with Captia con-
tent controls work, you need to replace the Captia content controls with WorkZone content con-
trols. See Check for Captia content controls in the WorkZone for Office User Guide.

Configure standard letters

An organization may have standard letters that they want users to be able to include in
SmartPost messages. A standard letter is a letter with predefined content that the user does
not need to change before sending a message. The standard letter must be a Word document
(docx or docm) or a Word template (dotx or dotm).
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To make standard letters available to users in the Send SmartPost dialog box, you need to
complete the following steps:

« Make sure that you have the TEMPLATEADM access code assigned.

« Create a specific case to hold the standard letter documents and assign the case
group named TEMPLATES to it.

« Enter the case number of the case in the SmartPost process settings.

Create a case for standard letters

The TEMPLATEADM access code.

1. In WorkZone Client, create a case to hold the standard letters.
2. Assign the case group named TEMPLATES to the case.

3. Add the standard letter documents to the case.

Configure standard letters

1. In WorkZone Configurator, click Process.
2. Click Processes.

3. Pointto the SmartPost process. A menu bar appears.

-—

4. Click = Edit process parameters .

5. Inthe Edit process parameters dialog box, select the case that contains the
standard letters in the StandardLetterFileNo parameter.

When the setup is complete, the users will see a Standard letter option and a list of stand-
ard letters in the Send SmartPost dialog box.
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General Advanced

Title
Standard letter 1

Select letter
) Letter { ® Standard letter )

tandard letter

m_ D-31, Standard letter 1, 25/04,/2018 v
Attachments 1

Case ¥ | |Q), Select attachments (Search starts &t 3 characters) ]

O D-33, Test, 26/04/2018
Redpients 1
Persons (with CPR) ¥ O\ select recipients (Search starts at 3 characters)
& Satellite User #1, 5000 Odense C
Copy recipients
CBS-E‘ v q select copy reapients [»earch starts at 3 characters

!
=3
i

il Send by digital mail else remate print else local print K v

e-Boks material
I WorkTone Alpha - Dev - Repliable X v

Remote print type
il Standard rmail - blackSwhite x v

[ Preview

Help
Start Cancel

Configure SmartPost and GDPR classification

SmartPost dialog box that comply with a maximum classification level.

Administrator Guide

You can configure SmartPost so that it supports the European Union's General Data Pro-
tection Regulation (GDPR). For SmartPost, it means that you can define which documents are
allowed to send through SmartPost based on the classification of the documents. If

GDPR support is configured, users will only be able to select documents in the Send

You define classification levels by specifying a rank for each document classification in
WorkZone, and then configure a maximum document classification rank that defines that only
documents with the specified maximum rank or lower can be sent. Documents with higher
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classification ranks than specified for this parameter are not available for selection in the
Send SmartPost dialog box.

If users start the SmartPost process from a document, which does not comply with the
defined maximum rank, the document will not be preselected in the Letter field in the Send
SmartPost dialog box.

Note: It is not possible to include documents without classifications and documents
with classifications but no rank in a SmartPost message. An error will be shown and it
is not possible to start the SmartPost process.

When SmartPost merges the documents into the message that will be sent to the recipients,
the merged PDF document gets the classification that corresponds to the aggregated clas-
sification based on the ranks of the selected documents (the letter and attachments). It
means that the message gets the same classification as the document with the highest con-
fidentiality level (the highest rank). The history document gets the same classification as the
message.

Example

An organization has created five document classifications with the ranks 1-5 where doc-
uments with the highest confidentiality level have the highest classification Confidential
which has the rank 5. The maximum classification rank (the threshold) is set to 3.

The document classifications as configured in WorkZone Configurator:
SR

NOTCLASS Ikke klassificeret Not classified 1 No
PUBLIC Offentlig Public 2 No
INTERNAL Intern Internal 3 No

PERSONAL Personfglsom Personal 4 No

CONFIDNT Fortrolig Confidential 5 No

A user has a case with 6 documents with different classifications:
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Documents. Parties
iz‘cfiiﬁli@ﬁﬁ-daiﬁlﬁu'ﬁr_
Add ~ ERTE
Title Docu...  Letter date  Document type Reply de...  Classification
1 [} {}? _ Letter - Public 46 14/02/2019  DOK, Document PUBLIC, Public
[} ﬁ:? - Document - Public 49 14/02/2019  DOK, Document PUBLIC, Public
o ﬁ:? - Document - Personal 52 15/02/2019  DOK, Document PERSOMNAL, Personal
[} ﬁ:? J Document - Not classified a7 14/02/2019  DOK, Document NOTCLASS, Not classified
o ﬁ':? - Document - Internal 48 14/02/2019  DOK, Document INTERNAL, Internal
[} ﬁ:? _ Document - Confidential 53 14/02/2019  DOK, Document CONFIDNT, Confidential

When the user starts a SmartPost process, only the documents with classification ranks below
or equal to 3 (Internal) will be available for selection:

Send SmartPost x
Fal
General Advanced

Title

Test case
Letter

Select letter (Search starts at 3 characters) v

Q

ﬂ D-49, Document - Public, 14/02/2019 ‘
m D-48, Document - Internal, 14/02/2019

ﬂ D-47, Document - Mot classified, 14/02/2019

m— D-46, Letter - Public, 14/02/2019 ‘

Case v CL Select recipients (Search starts at 3 characters) |
Copy recipients
Case v Q Select copy recipients (Search starts at 3 characters)

The user adds all 4 documents to the SmartPost message, a letter document and three attach-
ments. The SmartPost message and the history document get the classification Internal with
rank 3.

Configure GDPR classification support

To configure GDPR support for SmartPost, make sure that:
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« Documents have a classification.

As of WorkZone Client 2017 SP1 this is a required field for all documents. For
documents that are created with earlier releases, the documentation clas-
sification must be set manually. See Document classification in the WorkZone

Configurator Administrator Guide.

« Document classifications are ranked.

« A document classification threshold is defined.
You configure the ranking and threshold in WorkZone Configurator.

Rank document classifications

1. In WorkZone Configurator, go to Document > Document classification.

5 Click * Edit.

3. Enter a rank for each classification.

If a document classification does not have a rank, users will not be able to select documents
with this classification in the Send SmartPost dialog box.

Define a document classification threshold

1. In WorkZone Configurator, go to Process > Processes.

2. Pointto the SmartPost process.

-—

3. Click = Edit process parameters.

4. Inthe DocClassificationThreshold field, enter the document classification rank
corresponding to the maximum classification level you want to use with
SmartPost. See DocClassificationThresHold.

Note: By default, the DocClassificationThreshold field is empty, which means that all
documents can be selected and sent in SmartPost messages.
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Use SmartPost without GDPR support

If you want to use SmartPost without the GDPR support, which means that all documents will
be available for selection in the Send SmartPost dialog box, do not specify a classification
rank in DocClassificationThreshold field.

Configure allowed documents

You can configure which documents that users are allowed to select in the Send SmartPost
dialog box based on a custom field and its values. If you have configured allowed documents,
users will only be able to select the documents with the allowed values from the droplists in the
Letter and the Attachments fields in the Send SmartPost dialog box.

Example: An organization has marked their documents with different levels depending
on the confidentiality of the documents. For this purpose, they have created a custom
field named Document level that contains a droplist with the values 1, 2, 3, 4, and Not
specified. The Document level field has been added to the document detail page in
WorkZone Client. The employees are only allowed to send documents with level 4 and
Not specified using SmartPost, which means that only documents with these levels are
shown in the droplists for the Letter and Attachments fields in the Send SmartPost dia-
log box.

You configure which documents are allowed by configuring the ValidationProperty and the
ValidationValues parameters in the SmartPost process parameters. In the above example,
the ValidationProperty parameter must be set to the custom field Document level and the Val-
idationValues parameter must be set to the values 4 and Not specified.

Configure allowed documents

« A custom field of the type Droplist. The Droplist type allows you to add multiple val-
ues.

See Custom fields in the WorkZone Configurator Administrator Guide.
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« A custom droplist that contains values for the documents.

See Custom droplists in the WorkZone Configurator Administrator Guide.

The custom field is added to the document detail page in WorkZone Client.

See Configure detail pages in the WorkZone Client Administrator Guide.

1. In WorkZone Configurator, click Process.
Click Processes.

Point to the SmartPost process. A menu bar appears.

> W N

In the Edit process parameters dialog box, select the custom field that you
want to validate against in the ValidationProperty parameter.

5. Select allowed values in the ValidationValues parameter.

When the setup is complete, the users will only see the allowed documents when they click
in the Letter and Attachments fields in the Send SmartPost dialog box.
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Send SmartPost

General Advanced

Title
Letter

Letter
0 D-45, Letter, 23/11,/2018 v

] Delete original letter after sending

Case v Q Select attachments (Search startz at 3 characters)

0 D-43, Attachement, 23/11/2018

Persons (with CPR) L Q Select recipients (Search starts at 3 characters)
- Target User #1 , Vej 1, 5000 Odense C >
Case v Q Select copy recipients (Search starts at 3 characters)
Dispatch sequence
il Send by digital mail else remote print else local print X v

e-Bolks material

B Material with reply option %o
Print type

il 5tandard mail - black/white x v
[ Preview
[ Approval

Approval deadline
26/11/2018 11:03 x

Help
Start Cancel

Administrator Guide

Note: If the custom field is empty, the document will be considered as allowed.

Send messages status

SmartPost monitors all outgoing messages to ensure that the messages reach the recipients.

« Continuous status requests

« Time based monitoring
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Continuous status requests

The monitoring is implemented differently depending on the selected provider, e-Boks or
Stralfors.

e-Boks

SmartPost transfers messages to e-Boks and receives a reply immediately as part of the
transaction. According to e-Boks, a positive reply is sufficient to accept that the message is
received by the end user, as long as the messages is sent as a planned immediate delivery.

SmartPost reads the reply and determines based on the content whether the sending is suc-
cessful or not. SmartPost does not request the status of the messages later.

Note: Through the REST interface to e-Boks, it is possible to send messages that will
be delivered at a specific time. The concept "immediate delivery" means that
SmartPost requests that e-Boks delivers the message in the end user's inbox imme-
diately.

Strélfors

When SmartPost transfers messages to Stralfors, it continually requests the status of mes-
sages. When SmartPost receives a status from Stralfors, which indicates that the message
has been correctly received and handled, SmartPost assumes that the message is
delivered.

Time based monitoring

When the user selects how to send a message (digital post, remote print, or local print),
SmartPost estimates a deadline for when a the messages can be delivered.

If SmartPost does not assume that the messages have been delivered by the deadline, an
email is sent to the user notifying the user that the deadline is exceeded. The user can then
choose to extend the deadline, in which case the deadline will be extended by 2 hours, or
cancel the dispatch. In the case of canceling a dispatch, SmartPost stops attempting to
send the messages again. In this case, some of the messages may be sent correctly
whereas others may be outstanding or not sent at all. SmartPost will try to clean this up.
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Dispatch information

During the sending of messages, miscellaneous information is added to the generated PDF
documents. This information allows you to extract documents that are sent through the
SmartPost process based on different criteria. The information is added to the documents as
free information.

Dispatch role (SHIP_ROLE)

Information about the dispatch role is added to documents during generation of the
PDF documents before they are sent to end users. The role can be either recipient or copy
recipient.

You can, for example, use this information to get statistics on how many documents have been
sent to the main recipients compared with the number of documents sent to the copy recip-
ients.

Document size (PDF_SIZE)

Information about document size is added to documents during the generation of the PDF doc-
uments before they are sent to end users. The information tells you the size of the PDF doc-
ument in number of bytes (integer).

You can, for example, use this information to get statistics on size of the documents that are
sent through SmartPost or on how much data is sent through SmartPost during a specific
period of time.

Number of documents (PDF_COUNT)

Information about number of documents is added to documents during the generation of the
PDF documents before they are sent to end users. The information tells you the number of gen-
erated PDF documents. This number corresponds to the total number of recipients and copy
recipients that are part of a dispatch.

You can, for example, use this information to get statistics on the number of recipients by each
SmartPost dispatch.
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Dispatch date (SPSHIPPED)

Information about dispatch date is added to documents during the generation of the PDF
documents before they are sent to end users.

As regards documents that are sent to local print, the value is added to the document when
the document is sent as an email to the user.

As regards documents that are sent using other dispatch types (digital post or remote print),
the value is added when SmartPost has verified that the document is sent to the service pro-
vider.

The dispatch date is the current date (excluding the time), and it is written as free date
information.

You can, for example, use this information to narrow SmartPost queries to return results
within a specific period of time.

Final dispatch type (CHANNEL)

Information about the final dispatch type is added to documents that are to be sent every
time SmartPost decides to try out a new type of dispatch. It happens, for example, when
SmartPost tries to send a dispatch through digital mail but then has to choose another dis-
patcher if the dispatch is rejected by the service provider.

When the information is added to a document, it overwrites the previous value. This way,
the value after the sending has been completed will always be the dispatch type that
SmartPost uses to send the message.

You can, for example, use this information to determine how many documents have been
sent using the various dispatch types during a specific period of time.

Remote print type (PRINT_TYPE)

Information is added to documents that are sent through SmartPost using remote print. The
information will be available even if SmartPost does not succeed in sending the document
to remote print and then has to choose a different dispatcher.

The information is the name of the print type that the user has selected in the Send
SmartPost dialog box.
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You can, for example, use this information to get statistics on the typical choices of print types.

Workflow instance ID (WFIID)

At the time of creation of the documents, this information is added to all documents that are
generated by SmartPost. The information includes a GUID (Globally Unigue Identifier) that
identifies the WorkZone process that describes the current dispatch.

You can, for example, use the information if you suspect that something is wrong with a spe-
cific dispatch and you want to analyze the details of this dispatch.

Configure SmartPost for receiving messages

Configure SmartPost for receiving messages

A service workflow named e-Boks Message Handler handles the receiving of messages from
e-Boks. The service workflow contacts e-Boks at regular intervals and checks for unread mes-
sages. In case of unread messages, a receipt workflow starts. When this workflow has been
completed, the message is marked as read.
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D

Does the letter No
include areply?

No
Is the case open?

Save the reply on the case that Save on 2 bundled case
the message was sent from

When SmartPost receives a message from e-Boks, SmartPost checks if the message is a

reply to a message that was sent from SmartPost. If the message is not a reply but an unso-
licited messages, the message is saved as a document with possible supplementary doc-
uments on a default case. If the unsolicited message is sent to a subunit in your
organization, it is saved on a specific case, which is mapped to the subunit (the unit's
dossier). See Handle e-Boks messages sent to subunits.

If the message is a reply, the message is saved as a document with possible supplementary
documents on the case that the original SmartPost message was sent from. The case must
be open. If the case is closed, the letter is saved as a document on the default case.

You can configure SmartPost for receiving messages in WorkZone Configurator.

See also Receive messages from SmartPost in the WorkZone Process User Guide.
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Configure SmartPost settings for receiving messages

Open WorkZone Configurator, and click Process > Process dispatchers.

Point to next to the e-Boks dispatcher you use, and click — Edit dispatcher para-

meters.

Specify the following parameters:

o ReceiverSystemID

« CertificateThumbprint

See Configure dispatchers.

Configure an e-Boks Message Handler service workflow

You set up the e-Boks Message Handler service workflow in WorkZone Configurator.

In WorkZone Configurator, click Process.
Click Service workflows.

. Add a new service workflow of the type e-Boks message handler, and enter a
name and description, and then click Create.

Point to the e-Boks message handler service workflow that you just created, and

-—

click = Edit parameters, and fill in the parameters. For descriptions and

examples, refer to the table below.

Description Value

DispatcherName The dispatch type listed in the Dispatch Type

listin the Process Dispatchers. It is used when
retrieving unread messages.

Watchlinterval Interval in seconds between SmartPost check- 300

ing e-Boks for receipt of new messages.
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Name Description Value

RetryCount The number of retries before messages are 5
abandoned.

DefaultCaseNo The case number a predefined case (a dossier)

on which incoming messages that cannot be
saved on a specific case will be saved. The
case must always be open.

EBokslnboundMessagePartyRole The role of the party on the received e-Boks Sender
message. If the setting is not specified, the
Sender role (Afsender) will be used.

IncomingDocumentType The document type that will be assigned to the |
e-Boks message when it is saved on a case.

For example, | (Incoming). The setting must
match the settings for the custom domain AT.

DPIncomingSource Origin of the incoming messages and their DP
attachments as retrieved from e-Boks.

For example, DP (Digital Post). The setting
must match the settings for the custom domain
AKTOPR.

UseEBoksMailMap If turned on, unsolicited messages sent from e-
Boks to subunits in your organization will be
saved on specific cases that are defined for
each of the subunits. You specify the cases
when you map e-Boks mailboxes for subunits to
cases in Configuration Management.

Note: If the mapping of e-Boks mailboxes
and subdivisions does not work, the
received messages will be saved on the
default case that you have specified in the
DefaultCaseNo parameter.
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Name Description Value

ValidationHour The time of the day when the validation of the 1
contact hierarchy is scheduled. By default, itis
01:00 in the morning. e-Boks only allows
access to the contact hierarchy once a day
between midnight and 06:00. Enter time in the
format 1 (01:00), 2 (02:00), and so on.

See Configure validation of a contact hierarchy.

ValidateAtStartup Starts the validation of the contact hierarchy
when the service workflow is started. Use this
parameter primarily for testing purposes. In pro-
duction, this parameter has no effect. In pro-
duction, the validation will only happen when
the time specified in the ValidationHour para-
meter is met. By default, this parameter is
turned off.

OpenClosedCase If turned on, a closed case is reopened if a mes-
sage is received. The case will remain open.

Handle e-Boks messages sent to subunits

If your organization receives unsolicited messages that are sent to subunits such as, for
example, different authorities or subdivisions, you can configure the e-Boks message handler
service workflow to save the messages on specific cases that are mapped to specific subunits.

To receive messages from the subunits' mailboxes in e-Boks and save the messages on spe-
cific cases in WorkZone, follow these steps:

1. Have mailbox names and IDs from e-Boks Administrationsportal at hand.
2. Create the cases you want to save received messages on.

3. Map e-Boks mailboxes and mailbox IDs to the cases on which you want the mes-
sages to be saved.

4. Enable receipt of messages from the subunits' mailboxes in an existing or a new
e-Boks message handler service workflow.
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Look up e-Boks mailbox names and IDs in Administrationsportal

To configure WorkZone Process to save received messages from the subunits' e-Boks mail-
boxes, you need to know the names and IDs of the e-Boks mailboxes as they have been
defined in the e-Boks Administrationsportal.

1. Login to e-Boks Administrationsportal as NemID-administrator (LRA), and click
the Kontaktmuligheder tab.

2. Under Postkasser, click Vis postkasser.
3. Click Info next to the mailbox.

4. Note the mailbox ID (Postkassens ID) and the name (Navn).

Create default cases per subdivision mailbox

« In WorkZone Client, create a case per mailbox you want to save received mes-
sages on.

Map e-Boks mailboxes to cases

The next step is to map the e-Boks mailboxes to WorkZone units and cases.

1. Open WorkZone Configurator.
2. Goto Process > e-Boks mail mapping.

3. Enter the name of the e-Boks mailbox in the Mailbox name field and the cor-
responding ID in the MailBox ID field.

4. Select the responsible WorkZone unit.

5. Select the case that you want to save received messages on.

See also e-Boks mailbox mapping in the WorkZone Configurator Administrator Guide.
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Enable receipt of messages from subunit mailboxes

1. In WorkZone Configurator, go to Process > Service workflows.

2. Pointto an existing e-Boks message handler service workflow or create a new

-—

one, and click = Edit parameters

3. Turn on the UseEBoksMailMapparameter.

To create a new service workflow, see Configure an e-Boks Message Handler service work-
flow.

Configure validation of a contact hierarchy

Each time the e-Boks message handler service workflow is started, it validates that the contact
hierarchy in the e-Boks Administrationsportal matches the mapping of e-Boks mailboxes and
cases that are configured in WorkZone Configuration Management. See the ValidationHour
and ValidateAtStartup parameters and Map e-Boks mailboxes to cases.

If the validation finds an e-Boks mailbox that does not exist in the WzpEboksMailMap register,
it is created and shown in WorkZone Configuration Management, and a warning is inserted in
the event log:

"The contact mailbox <name of mailbox> with the mailbox <ID> is added to the e-Boks mail
map. Must be configured.”

If a mailbox already exists in the WzpEboksMailMap register and is shown in WorkZone Con-
figuration Management but it is not yet configured, a warning is also added in the event log:

"The contact mailbox <name of mailbox> is not configured in the e-Boks mail map."

In both cases, you need to complete the configuration in WorkZone Configuration Man-
agement.

Handling receipt of messages on closed cases

In some situations, the e-Boks message handler service workflow may require updating closed
cases.

There are three types of cases that messages can be saved on.
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1. The default case. The case that is specified in the DefaultCaseNo parameter.

2. A predefined case that works as a dossier for all unsolicited messages sentto a
specified subunit's mailbox. The case is mapped to a specific subunit's mailbox
to receive unsolicited messages. See Handle e-Boks messages sent to sub-
units.

3. The case to which replies to a specific e-Boks message are saved. If the mes-
sage is a reply, the message is saved on the same case that the original
SmartPost message was sent from.

If any of these cases are closed, the service workflow will act differently depending on
whether corporate access codes exist.

No corporate access codes

« Ifthe default case (1) and a subunit's predefined case (2) are closed , they will be
reopened and messages will be saved on these cases. If the cases have been
closed by mistake, they will be reopened automatically and remain open. These
cases must always be open.

« Ifthe case to which replies to a specific e-Boks message are saved is closed (3),
the case will be reopened and the reply message will be saved on it. This is the
default behavior. If you have configured WorkZone to not allow reopening of closed
cases (see OpenClosedCase parameter), the message will be saved on the default
case (1).

Corporate access codes

« Ifthe default case (1) and a subunit's predefined case (2) are closed, they will be
reopened and messages will be saved on these cases. If the cases have been
closed by mistake, they will be reopened automatically and remain open. These
cases must always be open.

« Ifthe case to which replies to a specific e-Boks message are saved is closed (3),
the case will be reopened and the reply message will be saved on it. This is the
default behavior. If you have configured WorkZone to not allow reopening of closed
cases (see OpenClosedCase parameter), the case mapped to the authority's mail-
box is looked up and the message is saved on the authority's case (the dossier).
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WorkZone identifies the authority's case based on the file key (FileKey) from the
case that the original message was sent from. The authority on the case is identified,
and if a a case exists for the authority, the message will be saved on this case.

Tip: You can create a case for the authority that works as a dossier for all unso-
licited messages sent to a specified subunit's mailbox. To do this, map the
authority's mailbox to a case, and selecting the authority as responsible subunit.
See Map e-Boks mailboxes to cases.

« Ifthere is no mapping found for the subunit/authority, the message is saved on the
default case (1).

Dispatcher error handling

If SmartPost fails due to e-Boks, KMD Printcenter, or Stralfors errors, error messages with
error codes are written to the workflow log. See Process logging in the WorkZone Operations

Guide. SmartPost performs actions according to the type of errors. See the topics below for a
list of errors, descriptions, and actions.

e-Boks errors

If digital mail does not work due to e-Boks errors, e-Boks returns different error codes and mes-
sages. The error messages are written to the workflow log. See Investigate failed processes in

the workflow log in the WorkZone Operations Guide.

SmartPost performs the following action depending on the type of error:

. Notlfy

The dispatch failed and the workflow is ended. A notification email that informs
about the failed dispatch is sent to the process owner.

. Retry
SmartPost tries to send the message through the same dispatcher once more.

o Trynext
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SmartPost tries to send the message to the next dispatcher in the dispatch
sequence.

The table below lists possible e-Boks errors and describes how you can possibly handle the
errors. Some types of errors can only be handled by KMD.

Error type 1: Not a SmartPost error

These error codes can only be part of replies on a request that is not used by SmartPost,
and therefore these error messages should never occur. If you get an error message of this
type anyway, please forward the message to your organization's WorkZone administrator or
to KMD Support for further analysis and action.

Error type 2: Internal program error

These error codes occur in case of an internal program error. Please forward this type of

error message to your organization's WorkZone administrator or to KMD Support for further
analysis and action.

Error SmartPost

e-Boks error message . To fix the error...
code action

XML ikke valid No action required. SmartPost
2001 Try next tries to send the message

XML is not valid through another dispatcher.

A notification email about the
failed dispatch is sent to the pro-
cess owner.

Please check that the values of
the MaxCom-

Max graense for data overskredet _ binedMessageLength para-
2002 o _ Notify meter in the SmartPost process
The max limit of data is exceeded
parameters and the MaxDocu-
mentSize parameter for the e-
Boks dispatcher are higher than
the limit set by e-Boks. The val-
ues must be lower than the limit

defined by e-Boks.

2003 Servicebesked indeholder flere Try next No action required. SmartPost
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To fix the error...

tries to send the message
through another dispatcher.

3000

Ingen adgang
Notify
No access

The certificate does not provide
access to the specified system.
Please check your configuration
of the e-Boks dispatcher in
WorkZone Configurator. Click
Process > Process dispatchers,
and then verify that the Sender-
Systemld setting aligns to your
configuration in e-Boks.

3001

Angivne Systemld er ikke af for-
ventet systemtype

The specified Systemld does not ~ Notify
correspond to a system of the

expected type

SmartPost expects that the sys-
tem, which is configured in e-
Boks is a "Afsendersystem" (dis-
patch system). Please log into
the e-Boks Administration Portal,
and identify the "Afsender-
system" that you want SmartPost
to use, and note the identity of
the system. Next, open your con-
figuration of e-Boks dispatcher in
WorkZone Configurator. Click
Process > Process dispatchers,
and ensure that value of the
SenderSystemld settings is sat
to that identity.

3002

Manglende rettighed til kald af oper-

ation
Notify
Insufficient rights to calling the oper-

ation

See Errortype 1: Nota
SmartPost error.
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Error SmartPost

e-Boks error message . To fix the error...
code action

o Check your con-
figuration of the e-Boks
dispatcher in WorkZone
Configurator. Click Pro-
cess > Process dis-
patchers, and then
verify the Cer-
tificateThumbprint set-
ting.

Certifikat mangler i request

3003 ' The certificate is missing in a Notify
request

o Check that your cer-
tificate is valid.

o Check your con-
figuration of the e-Boks
dispatcher in WorkZone
Configurator. Click Pro-

Certifikatet er ugyldigt cess > Process dis-

3004 o Notify patchers, and then
The certificate is invalid ,
verify the Cer-

tificateThumbprint set-
ting.

« Check that your cer-
tificate is valid.

Please log into the e-Boks
Administration Portal and identify
the "Afsendersystem" (dispatch

Systemet er ikke opsat til REST
system) that you want SmartPost

3005 The system is not configured to sup- Notify
port the REST

to use. Open the configuration
page of the system, and verify
that the interface to send mes-
sages (Hvilken snitflade
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To fix the error...

anvendes til at afsende post?” is
configured to System-til-system.

Systemet er ikke opsat til SMIME

See Errortype 1: Not a

3006 Notify
The system is not set up for SMIME SmartPost error.
X-On-Behalf-Of header er
pékraevet for dette kald See Error type 1: Not a
3007 Notify
X-On-Behalf-Of header is required SmartPost error.
for this call
Slutbruger er ikke dok-
umentboksmodtager og har ikke No action required. SmartPost
3008 adgang Try next tries to send the message
The end user is not a document through another dispatcher.
box recipient and has no access
Slutbruger er hverken ser-
vicebeskedmodtager eller dok-
No action required. SmartPost
umentboksmodtager
3009 Try next tries to send the message
The end user is neither a service .
through another dispatcher.
messages recipient or a document
box recipient
Operation kaldt i ugyldigt tidsrum
. See Errortype 1: Not a
3010 The operation is called in an invalid Notify
SmartPost error.
time span
Ugyldig queryparameter _ See Error type 1: Not a
4000 Notify
Invalid queryparameter SmartPost error.
Ukendt bilagld.
4003 Notif See Errortype 1: Not a
- [
Unknown supplementary doc y SmartPost error.
ument ID
4005 Defaultindholdstype ikke opsat pa Notify See Errortype 1: Not a
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e-Boks error message

SmartPost
action

To fix the error...

system

The default content type is not set
up on the system

SmartPost error.

No action required. SmartPost

Ukendt slutbruger
4007 Try next tries to send the message
Unknown end user through another dispatcher.
Antal vedhaeftninger ikke lovlig NDEENN FEITBE. SmEFEa!
4008 o _ Try next tries to send the message
Number of attachments is invalid through another dispatcher.
Ukendt meddelelsesid _ See Error type 2: Internal pro-
4010 Notify
Unknown message ID gram error.
Ukendt vedhaeftningsid , See Error type 2: Internal pro-
4011 Notify
Unknown attachment ID gram error.
Ukendt indholdstype _ See Error type 2: Internal pro-
4012 Notify
Unknown content type gram error.
Ukendt tilmeldingsgruppe , See Error type 1: Not a
4013 Notify
Unknown subscription group SmartPost error.
Ukendt postkasse _ See Error type 1: Not a
4016 Notify
Unknow mailbox SmartPost error.
Ukendt postkasseEmne See Error type 1: Not a
4017 Notify
Unknown mailbox subject SmartPost error.
A recipient does not have
Hverken CPR eller CVR nummer er CPR or CVR number. Please
angivet ) check the contact information on
4018 Notify

Neither a CPR nor a CVR number
is registered

the Contact detail page in
WorkZone Client, and add miss-
ing information.
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SmartPost

e-Boks error message . To fix the error...
action

A recipient has both a CPR or

Bade CPR og CVR nummer er CVR number. Please check the

angivet ) contact information on the
4019 Notify . .

Both CPR and CVR number is Contact detail page in

registered WorkZone Client, and remove

incorrect information.

Dialogtrad er ikke i korrekt format
. See Errortype 1: Not a
4020 Dialog thread is not in the correct ~ Notify

SmartPost error.

format

Ukendt dialogtrad _ See Error type 1: Not a
4021 Notify

Unknown dialog thread SmartPost error.

Afhentningssystem er opsat til at

hente fra indbakke _ See Error type 1: Not a
4022 Notify

The dispatch system is set up to SmartPost error.

load from the inbox

Afhentningssystem er opsat til at

temme postkasse _ See Error type 1: Not a
4023 Notify

The dispatch system is set up to SmartPost error.

empty the mailbox

A recipient has an invalid CVR
Ugyldig CVR nummer format number. Please check the con-
4024 _ Notify tact information on the Contact
Invalid CVR number format detail page in WorkZone Client,

and correct the CVR number.

Feellesoffentlige portal forventer

angivelse af myndighed _ See Error type 1: Not a
4025 Notify

The common public portal expects SmartPost error.
specification of authority

4026 Ugyldig format pa meddelelsesld  Notify See Error type 2: Internal pro-

199



WorkZone Process 2021.3

Error
code

e-Boks error message

Invalid format on meddelsesld

SmartPost
action

To fix the error...

gram error.

Angiv mindst et af felterne
MobilNummer / EpostAdresseFo-

erste _ See Error type 1: Not a
4027 Notify

Specify at least one of the SmartPost error.

MobilNummer / EpostAdresseFo-

erste fields

Svarpostkasse skal angives nar

svartype er sat til '‘angivet'
4028 Notif See Errortype 1: Not a

i - [

The reply mailbox must be spe y SmartPost error.

cified when the reply type is set to

‘angivet'

Ingen kvitteringsliste tilgeengelig See Error type 1: Not a
4029 Notify

No receipt list is available SmartPost error.

Ukendt kviteringslisteld See Error type 1: Not a
4030 Notify

No receipt list is available SmartPost error.

Tilmeldingsliste er ikke opsat for

system ) See Errortype 1: Not a
4031 Notify

Subscription list is not set up for the SmartPost error.

system

Ukendt tilmeldingslisteld See Error type 1: Not a
4032 Notify

Unknown tilmeldingslisteld SmartPost error.

Ukendt dellisteld _ See Error type 1: Not a
4033 Notify

Unknown dellisteld SmartPost error.

Listen er blevet foraeldet - start

forfra
4034 Notify

The list is out of date - start over
again
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SmartPost
e-Boks error message . To fix the error...
action
Liste ikke tilgeengelig _ See Error type 1: Not a
4035 Notify
The list is not accessible SmartPost error.

Kvittering ikke muligt for komplette

lister _ See Error type 1: Not a
4036 Notify

Receipt is not possible for com- SmartPost error.

plete lists.

Registret har ikke tilkgbt adganag til

slutbrugerlister _ See Error type 1: Not a
4037 Notify

The register has not purchased SmartPost error.

access to end user lists

StartDato mangler - pakraevet sgge-

parameter _ See Error type 1: Not a
4038 Notify

StartDato is missing - required SmartPost error.

search parameter

SlutDato mangler - pakraevet sage-

parameter ) See Errortype 1: Not a
4039 Notify

SlutDato is missing - required SmartPost error.

search parameter.

IkkeTilmeldte - Ugy'dlg format See Error type 1: Not a
4040 Notify

IkkeTilmeldte - invalid format SmartPost error.

Myndighed - ugyldig format _ See Error type 1: Not a
4041 Notify

Myndighed - unknown format SmartPost error.

CPR - ugyldig format

. See Error type 2: Internal pro-
4042 The format of the CPR number on a Notify

gram error.
recipient is invalid
CVR - ugyldig format _ See Error type 2: Internal pro-
4043 Notify
The format of the CVR number on a gram error.
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SmartPost

e-Boks error message . To fix the error...
action

recipient is invalid

Indholdstype og tilmeldingsgruppe

kan ikke angives samtidig
See Errortype 1: Not a

4044 The content type and subscription ~ Notify SmartPost error

group cannot be used at the same
time

StartDato - ugyldig format
4045 Notify
StartDato - invalid format

SlutDato - ugyldig format
4046 Notify
SlutDato - invalid format

Ukendt slutbrugerlisteld See Error type 1: Nota
4047 Notify

Unknown slutbrugerlisteld SmartPost error.

Netop et af felterne Myn-
dighedTilmeldtindikator og AlleMyn-
dighederTilmeldtindikator skal

veere udfyldt _ See Error type 1: Not a
4048 Notify

At least one of the fields Myn- SmartPost error.
dighedTilmeldtindikator or AlleMyn-

dighederTilmeldtindikator must be

filled in

Registret er ikke opsat til at mod-

tage slutbrugerlister
4049 Notify
The register is not set up to receive

end user lists

Hverken VedhaeftningNavn eller

FilformatNavn ma vaere udfyldt for ) See Errortype 1: Not a
4050 ] Notify

en vedhaeftning som refererer et SmartPost error.

bilag
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Neither VedhaeftningNavn nor Fil-
formatNavn need to be filled for an
attachment that refers to a sup-
plementary document
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To fix the error...

Feltet SlutbrugerNavn skal vaere

udfyldt _ See Error type 1: Not a
4051 Notify

The SlutbrugerNavn field must be SmartPost error.

filled in

Indholdsdata mangler for en

afsendelse / vedhaeftning _ See Error type 2: Internal pro-
4052 Notify

Content data is missing for a dis- gram error.

patch / attachment

Materialet er ikke tilknyttet BBl o c.om.‘lguratlon el

systemet the e-Boks material in WorkZone
4053 o _ _ Notify Configurator aligns to the con-

The material is not registered in the figuration in e-Boks. Click Pro-

system. cess > e-Boks materials.

Vedhaeftninger ma ikke optreede

med samme navn _ See Error type 2: Internal pro-
4054 Notify

Attachments must not have the gram error.

same name

Afvist pga. virus ) See Error type 2: Internal pro-
4055 Notify

Rejected due to virus gram error.

Ugyldig tilmeldingsgruppe

(tilhgrsforhold privat / virksomhed) See Error type 1: Not a
4056 Notify

Invalid subscription group (affil- SmartPost error.

iation private / company)

Ugyldigt tegn i ved ved- See Error type 2: Internal pro-
4057 9 C9HEY Notify > >

haeftningsfilnavn

gram error.
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Error
code

SmartPost

e-Boks error message

action

Invalid character in attachment file
name

To fix the error...

4059

Materiale findes ikke
Notify
The material cannot be found

Check that your configuration of
the e-Boks material in WorkZone
Configurator aligns to the con-
figuration made in e-Boks. Click
Process > e-Boks materials,
and check if the e-Boks material
has been configured.

4060

Kunden findes ikke
Notify
The customer does not exist

Please contact e-Boks for veri-
fication of your legal agreement
and the state of your registration.

4061

Samme bilag er angivet flere gange

The same supplementary doc- Notify

ument is attached several times

This error cannot occur in the cur-
rent version of SmartPost.
SmartPost merges all attach-
ments into one main PDF doc-
ument. However, two additional
meta data documents are
attached (DKALAf-
senderMetadata.xml and Atten-
tion.xml). The user has no
control of these attachments nor
their content.

4062

Dokument er ikke ejet af kunde

The document is not owned by the  Notify
customer

See Errortype 1: Not a
SmartPost error.

Tidsfrist er ikke angivet

See Errortype 1: Nota

4063 Notify
No deadline is specified SmartPost error.
Emnet tilhgrer ikke den angivne , See Errortype 1: Not a
4064 Notify
postkasse SmartPost error.
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SmartPost

e-Boks error message . To fix the error...
action

The subject does not belong to the
specified maillbox

Angivet bilags nr findes ikke eller
bilaget tilhgrer ikke kunden

The specified supplementary doc- .
4065 P PP y Notify See Error type 1: Nota

ument No. does not exist or the sup-
SmartPost error.

plementary document does not
belong to the customer.

Servicebesked kan ikke have bilag

eller vedheeftning
See Error type 1: Not a

4066 ' Notif
A service message cannot have y I e —

supplementary documents or
attachments

Antal bilag og vedheeftninger maks
10 stk ialt

The number of documents and sup- Notify Error type 2: Internal program

plementary documents exceeds error.

4067

the maximum number of 10 doc-
uments

Afsendelsestidspunkt kan ikke
aendres, nar bruger ikke er tilmeldt

materialet _ See Error type 1: Not a
4068 Notify

The dispatch time cannot be SmartPost error.
changed when the user is not sub-
scribed to the material

Vedheeftningen indeholder et

ugyldigt navn ) See Error type 2: Internal pro-
4069 Notify

The attachment contains an invalid gram error.
name
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SmartPost
e-Boks error message . To fix the error...
action
Ukendt SystemNr _ See Error type 1: Not a
4070 Notify
Unknown SystemNr SmartPost error.
Feltet MeddelelsesTitelTekst inde- _
holder mere end 50 tegn In the Send SmartPost dialog
4071 _ _ Notify box, reduce the size of the title,
The MeddelelsesTitelTekst field and resubmit the dispatch.
contains more than 50 characters
Et register kan ikke afmelde tilmeld-
ingsgrupper som indeholder med-
delelser _ See Error type 1: Not a
4072 Notify
A register cannot unsubscribe sub- SmartPost error.
scription groups that contain mes-
sages
Ugyldig email _ See Error type 1: Not a
4073 Notify
Invalid email SmartPost error.
Ugy|d|g brug af AutoTitel i Titelfelt See Error type 1: Not a
4074 Notify
Invalid of use of AutoTitel in Titelfelt SmartPost error.
Ugyldig format pa AutoTitel _ See Error type 1: Not a
4075 Notify
Invalid format on AutoTitel SmartPost error.
Systemet er opsat til Push See Error type 1: Not a
4076 Notify
The system is set to Push SmartPost error.
For at slutbruger kan tilmeldes
Nem SMS skal vedkommende
have opgivet et mobilnummer See Error type 1: Not a
4080 Notify
For the end user to subscribe to SmartPost error.
Nem SMS, the end user must have
provided a mobile number
. See Errortype 1: Nota
4086 Slutbruger er blevet fritaget. Try next

SmartPost error.
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e-Boks error message

The end user has been exempted

Administrator Guide

To fix the error...

Ikke muligt at foretage opdateringer
- afsendelsen er afsendt

See Errortype 1: Not a

6001 Notify
Not possible to perform updates - SmartPost error.
the dispatch has been sent
Arkiveringsmappe er ikke opsat
. See Errortype 1: Not a
6002 The archive folder has not been set Notify s
martPost error.
up
Slutbrugeren er ikke tilmeldt ind-
holdstypen See Error type 1: Not a
6003 Try next
The end user is not subscribed to SmartPost error.
the content type
Afsendelsesdato ma hgjest veere 5
dage frem i tiden _ See Error type 1: Not a
6004 Notify
The dispatch date must only be 5 SmartPost error.
days from now
The e-Boks server has reported
an internal server error. The
SmartPost process cannot
detect if the message has been
sent or not. The process owner
must investigate if the message
Serverfejl has been sent.
1000 Notify
Server error For example, the server error

may occur after the message is
received but before the status/re-
ceipt is reported back to
WorkZone. In this case, the pro-
cess owner will be notified about
the failed dispatch. The process
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Error SmartPost
e-Boks error message To fix the error...

code action

will be completed and the history
document will be generated and
show status of each dispatch.

Stralfors errors

If remote print does not work due to Stralfors errors, Stralfors returns different error codes
and messages. The error messages are written to the workflow log. See Investigate failed

processes in the workflow log in the WorkZone Operations Guide.

SmartPost performs the following action depending on the type of error:

Notify

The dispatch failed and the workflow is ended. A notification email that informs
about the failed dispatch is sent to the process owner.

Retry

SmartPost tries to send the message through the same dispatcher once more.

Try next

SmartPost tries to send the message to the next dispatcher in the dispatch
order.

Complete

The workflow continues and is ended successfully.

The table below lists possible Stralfors errors and describes how you can possibly handle
the errors. Some types of errors can only be handled by KMD.

Error type 1: Not a SmartPost error

These error codes can only be part of replies on a request that is not used by SmartPost,
and therefore these error messages should never occur. If you get an error message of this
type anyway, please forward the message to your organization's WorkZone administrator or
to KMD Support for further analysis and action.
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Error type 2: Internal program error

These error codes occur in case of an internal program error. Please forward this type of error
message to your organization's WorkZone administrator or to KMD Support for further analysis
and action.

Note: When support is mentioned in the Stralfors error description column below, it
refers to the Stralfors support.

Erro-

SmartPo-
Stralfors error message  Stralfors error description To fix the error...

st action

5 Uventet systemfejl Kontakt supporten. Retry
Check the
Stralfors dis-
patcher con-
Afsendersystem kunne ikke Afsendersystem kendes figuration in
101- findes ikke af Stralfors Connect. Notify WorkZone Con-
0 The dispatch system cannot HvVis aftale erindgaet, sa figurator.
be found kontakt venligst supporten. Click Process >
dispatcher >
Stralfors, and then
check the Sender-

SystemID setting.

Tilslutningsaftalen for

afsendersystemet er ikke Afsendersystem har ikke en

101- godkendt godkendt aftale. Hvis See Error type 1:

5 _ aftalen allerede er indgaet, Notify Not a SmartPost
M ETEETIE o 1 2l sa kontakt venligst sup- error.

patch system is not porten.

approved
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artPo-
. To fix the error...
st action

Stralfors error message  Stralfors error description

Skemafejl i afsendt besked

Schema error in the dis-
patched message

Xml’en skal overholde XSD ,
Notify

skemaet.

See Error type 1:
Not a SmartPost
error.

Forsendelse type kunne
110- ikke findes

0 The dispatch type could not
be found

Den anvendte

forsendelsestype pa

forsendelsen findes ikke i

Stralfors Connect. Benyt en

anden forsendelsestype og Notify
send forsendelsen igen.

Eller kontakt support, hvis
forsendelsestypen burde
eksistere.

See Error type
2: Internal pro-
gram error.

Forsendelsestypen har ikke
111- en gyldig version

2 The dispatch type does not
have a valid version

Tjek i admin-
istrationsportalen, at den ,

. Notify
angivne forsendelsestype

har en gyldig version.

See Error type 1:
Not a SmartPost
error.

Det angivne
ForsendelsesTypelD
passer ikke med default
forsendelsestypen, der er
111- last pa afsendersystemet

3 The specified
ForsendelsesTypelD does
not match the default dis-
patch type that is locked in
the dispatch system

Forsendelsestypen er last

pa afsendersystem. Find

den laste forsendelsestype i
administrationsportalen og Notify
angiv denne eller undlad at

angive forsendelsestypelD.

Send forsndelsen igen.

Forsendelsestype ikke

111-
angivet, og der er ikke

angivet en default

Angiv forsendelsestype
eller opsaet en default- Notify

forsendelses pa afsender-
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Erro-

Stralfors error message

Stralfors error description

forsendelsestype pa
afsendersystemet

The dispatch type is not spe- Systemeti admin-
cified, and the default dis-  istrationportalen.
patch type is not specified in

the dispatch system

Administrator Guide

SmartPo-
. To fix the error...
st action

No action
120. JMS fejler Intern fejl i Stralfors Con- required.
nect. Kontakt venligst sup- Retry WorkZone tries to
0 JMSfails
porten. resend the mes-
sage.
Indholdet i StreetBuild-
ingldentifier kan ikke for-
Husnummer og bogstav
tolkes som husnummer og _ _
120. bogstav kan ikke fortolkes til et num- See Error type
9 mer og et bogstav. Tjekat  Try next 2: Internal pro-
The cont.en.t of the y husnummer og bogstav er gram error.
StreetBuildingldentifier can- angivet korrekt.
not be interpreted as house
number and letter
SideKvantitet skal angives
nar meddelelsen kommer
. See Error type
121- fra PrinterApp Fejlbesked, der kun gaelder i
_ _ Notify 2: Internal pro-
1 SideKvantitet must be spe- Printerapplikationer.
gram error.
cified when the message
comes from PrinterApp
Afsendelseldentifikator Det ID, der er angivet pa No action
121- allerede modtaget Forsendelsen erallerede  Com-  required.
2 Afsendelseldentifikatoris  Modtaget af Stralfors Con-  plete WorkZone con-

already received nect. Angiv et andet id eller

tinues sending.

211



WorkZone Process 2021.3

SmartPo-
. To fix the error...
st action

Stralfors error message

Stralfors error description

kontakt support.

Landekoden skal indeholde
en valid Landekode.

Landekode <xxxx>erikke | andekoden overholder

A recipient has an
invalid address.
Please check the
contact inform-

123- valid ikke standarden i XML- , _
Notify ation on the
4 The country code must con- schemaet. Ret op og send Contact detail
tain a valid country code. igen. page in WorkZone
The country code <xxxx> is it 2 Garrae
e velle the country code.
Modtageradressen skal
indeholde et validt dansk
. A recipient has an
postnummer, hvis modtager o
adressen er dansk. Post- invalid address.
nummer <xxxx> er ikke et Please check the
: contact inform-
123- validtdansk postnummer  Angiv et dansk postnummer _
Notify ation on the
S  The recipient address must for modtager. Contact detail
contain a valid Danish page in WorkZone
postal code, if the recipient Client. and correct
address is Danish. The the po,stal code
postal code <xxxx>is not a
valid postal code
Struktureret modtager
adresse skal have dansk
. See Error type
123- landekode Angiv dansk landekode for _
Notify 2: Internal pro-
7 Astructured recipient modtager
gram error.
address must have a Dan-
ish country code
124- En adresse skal veere Seaet PaatrykModtager- Notify See Error type
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Stralfors error message

angivet i ModtagerAdresse,
nar PaatrykModtager-
Adresselndikator er sat til
true

An address must be spe-

Stralfors error description

Adresselndikator til false
eller angiv adresse pa mod-

SmartPo-
st action

Administrator Guide

To fix the error...

2: Internal pro-

1 cified in i ModtagerAdresse taget (struktureret eller gram error.
when PaatrykModtager- ustruktureret).
Adresselndikator is set to
true
For at kunne sende til digital
AfsendelsesDatoTid ma post ma
104 hgjst 'vaere Sdageudi AfsendelsesDatoTid hgjst See Error type
3 fremtiden veere 5 dage ud i fremtiden. Notify ~ 2: Internal pro-
AfsendelsesDatoTid must  Ret dato til en tidligere dato gram error.
only be 5 days from now eller afvendt med at sende
forsendelsen.
Der forsgges at oprette
forsendelser til en Masse-
forsendelse, der har status Der forsgges at oprette
lukket eller masse- forsendelser til en Masse-
124. forsendelsen findes ikke forsendelse, der har status See Error type 1:
lukket. Opret en ny masse- Notify Not a SmartPost
> An attempt to create dis- forsendelse eller send error.
patches for a bulk dispatch, forsendelsen som enkelt-
which has the status closed forsendelse.
or the bulk dispatch does
not exist
124- Der ma ikke oprettes en Anvend en Notify See Error type 1:
7  forsendelse, derer del afen forsendelsestype der ikke Not a SmartPost
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SmartPo-
st action

Stralfors error message  Stralfors error description

To fix the error...

masseforsendelse med ref-
erence til en
forsendelsestype, dereri

test.
eritest.
You must not create a dis-

patch, which is part of a bulk
dispatch with reference to a
dispatch type, that is in test

error.

125-

Der er ikke angivet mater- Nar en forsendelsestype er i

iale for test-afsendersystem test skal der veere angivet et

til digital post defafult materiale for test-
afsendersystem til digital Notify

No material is specified for post. Angiv materiale under

the test dispatch system for myndighed p& adminin-
digital mail . .
istrationsportalen.

See Error type
2: Internal pro-
gram error.

Landekodeiden-
tifikationsskemaet er
ukendt. Kun ISO_3166

ALPHA_20g ISO_3166_  Anvend landekode ISO

A recipient has an
invalid address.
Please check the
contact inform-

125' ALPHA_3 er tilladt 3166 ALPHA 2 eller ALPHA Notify  ation on the
The country ode schemais 3 Contact detail
unknown. Only ISO_3166_ page in WorkZone
ALPHA 2 and ISO_3166_ Client, and correct
ALPHA_ 3is allowed the country code.
Hastebrev kan ikke sendes /\"d'V €N anden postkat- The print type
som economique eller bulk- egori for forsendelsen. selected in the

126- il Postkategorien kan vaere Notify Send SmartPost

1 Prioritaire, Rekom- dialog box defines

Urgent letter cannot be sent manderet, Rekommanderet

as economique or bulkmail med modtagerbevis eller

an invalid com-
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Erro-
SmartPo-

Stralfors error message  Stralfors error description _ To fix the error...
st action

bination of post-
age category and
urgency level. The
print type defines
an Economique
combined with an
urgency level set
to High. This com-
bination is not
allowed. Please
Forkyndelse.
check your con-
figuration of the
Stralfors dis-
patcherin
WorkZone Con-
figurator. Click Pro-
cess > Print
Types, locate the
invalid value, and

correct it.
Den angivne produk-
tionsplan (AllokeringsID)
eksisterer ikke for Tjek at produktionsplan og
108 forsendelsestypen (For- tilhgrende forsendelsestype See Error type 1:
0 sendelsesTypelD) i Administrationsportalen, ~ Notify ~ Nota SmartPost
The specified production ~ ©0g angiv de korrekte error.

plan(AllokeringsID) does ~ Vveerdier.
not exist for the dispatch
type (For-sendelsesTypelD)

170- Intetklient certifikatmed- ~ Medsend certifikat. Hvis cer- Notify ~ Check your con-
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Erro-
SmartPo-

Stralfors error message  Stralfors error description . Tofix the error...
st action

figuration of the

Stralfors dis-

patcherin

WorkZone Con-

figurator. Click Pro-
sendt tifikat er medsendt, sa kon- d

0 1akt SUDDOTt cess > Process
) e ) u _
No client certificated is sent pp dispatchers, and

then verify the Cer-
tific-
ateThumbprint
setting.
170- Ingen adgang
Kontakt supporten Notify
1 Noaccess
Check your con-
figuration of the
-~ Strélfors dis-
Certifikatet er blevet )
keret. Tiek hvilket patcherin
Certifikatet er blevet revokeret. 1jek nvilket cer- WorkZone Con-
tifikat der er anvnedt til at ] ]
170- revokeret _ figurator. Click Pro-
oprette afsendesystemet og Notify
2 The certifivate has been e cess > Process
benyt dette certifikat til, at .
revoked . dispatchers, and
kalde servicen. Ellers kon- ]
then verify the Cer-
takt support. .
tific-
ateThumbprint
setting.
Certifikatetet er ikke fyldigt. Check your con-
i i ifi figuration of the
170- Certifikatet er ikke gyldigt Tjek hvilket certifikat der er g o .
3 B _ _ anvnedt til at oprette Notify Stralfors dis-
The certificate is not valid afsendesystemet og benyt patcher in Work.
dette certifikat til, at kalde Click Process >
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Erro-

SmartPo-
. To fix the error...
st action

Stralfors error message

Stralfors error description

servicen. Ellers kontakt sup-
port.

Process dis-
patchers, and

then verify the Cer-
tific-
ateThumbprint
setting.

Certifikatet er ikke et
VOCES, MOCES eller
170- FOCES certifikat

4 The certificate is not a
VOCES, MOCES eller

Der anvnedes at andet cer-
tifikat, end de tilladte cer-
tifikat-typer (VOCES,
MOCES og FOCES). Tjek
hvilket certifikat der er
anvnedt til at oprette
afsendesystemet og benyt

Notify

Please retrieve a
VOCES, MOVES,
or FOCES cer-
tificate, upload the
public part to
Stralfors, and then
add the private
part to the cer-

FOCES certifikat dette certifikat til, at kalde tificate store of the
servicen. Ellers kontakt sup- machine on which
port. WorkZone Pro-

cess is installed.
OneTooX errors

If remote print does not work due to OneTooX errors, OneTooX returns various error codes
and messages. The error messages are written to the workflow log and to the event log of the
web server. See Investigate failed processes in the workflow log in the WorkZone Operations
Guide..

SmartPost performs the following action depending on the type of error:

« Notify

The dispatch failed and the workflow is ended. A notification email that informs
about the failed dispatch is sent to the process owner.
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« Retry

SmartPost tries to send the message through the same dispatcher again.

o Try next

SmartPost tries to send the message to the next dispatcher in the dispatch

sequence.

« Complete

The workflow continues and is ended successfully.

The table below lists possible OneTooX errors and describes how you can handle the

errors. Some types of errors can only be handled by KMD. These error codes occur in case

of an internal program error. Please forward this type of error message to your organ-
ization's WorkZone administrator or to KMD Support for further analysis and action.

Error
code

OneTooX error

message action

Dokumentet har
ikke det rigtige
format. Forste side i
et hoveddokument
skal vaere A4

SmartPost

To fix the error...

Change the page layout of the main document
before sending the SmartPost message. The
first page of the document must be formatted as

staende. A4 portrait. If the first page is a protected
10030 Try next -
T CleEUrTE A address cover page or a copy recipient cover
not have the correct page, the cover page template must be cor-
format. The cover rected accordingly.
page in a main doc- See Configure templates.
ument must be A4
portrait.
This error only occurs when a change has been
Destination is not ) made to the protocol that SmartPost and KMD
Notify i ] )
allowed. Printcenter uses to communicate. This error can
only be solved by a software update from KMD.
DocumentType A valid document type must be configured, or a
Try next

could not be found.

designated document type must be created. To
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code

OneTooX error
message

SmartPost
action

Administrator Guide

To fix the error...

achieve the full functionality of SmartPost, four
document types must be created and con-
figured. Contact KMD Printcenter who will cre-
ate the document types. The configuration is
made using WorkZone Configurator. The four
document types must cover all combinations of
color, black and white, and single or double-
sided print.

See OneTooX.

Forsendelsen er for
stor til print. Det
maksimalt tilladte
antal ark er 240.

The dispatch is too

SmartPost messages sent to KMD Printcenter
cannot contain more than 240 pages. If your dis-

9300 o Try next patch exceeds 240 pages and you want to use
large for printing. KMD Printcenter, you must split your dispatch
Maximum allowed . L .

into several individual dispatches.
is 240 pages. Max-
imum allowed is
240 pages.
The recipient's address contains an unknown
country code and therefore the dispatch cannot
be sent. Country codes are standardized (ISO
Ukendt post- 3166-1). You can find the complete list of all
modtagerland. _ valid country codes at https://countrycode.org/.

9207 Notify ) .

Unknown receiver The country code is part of the recipient's

country. address information in WorkZone, and it is gen-
erally configured in WorkZone. To identify and
correct unknown country codes, verify the con-
figured country codes.

Protocol URL This error only occurs when a change has been

schema or content  Notify made to the protocol that SmartPost and KMD

type is not allowed.

Printcenter uses to communicate. This error can

219


https://countrycode.org/

WorkZone Process 2021.3

Error OneTooX error SmartPost .
. To fix the error...
code message action

only be solved by a software update from KMD.

Configure SmartPost to Digital Post 2

Configure e-Boks dispatcher to use Digital Post 2

To use the push service in SmartPost, the e-Boks end point must be changed for the e-Boks
dispatcher to use the push service.

1. In WorkZone Configurator, click Process.

2. Click Process dispatchers.

-—

3. Point to next to the e-Boks dispatcher you want to use and click =~ Edit.

4. Change the values for the ReceiverUrl and DP2Url parameters.

Parameter Description Example

ReceiverUrl The URL forreceiving  https://<host-or-data-
messages using Digital base>/EboksPushService/api/MeddelelseV2
Post 2. If the parameter
is left empty, the default
URL in the Url para-
meter is used.

DP2UTrl The URL for sending https://demo-api.e-boks.com/oio/rest/srv.svc/2
messages using Digital
Post 2 APl methods. If
the parameter is left
empty, the Digital Post 1
API methods will be
used.
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Configure the e-Boks Administrationsportal to use Digital Post 2

You create or update a e-Boks dispatch systems and retrieval systems in the e-Boks Admin-
istrationsportal.

Set up the dispatch system to use Digital Post 2

1. Inthe e-Boks Administrationsportal, go Tilmeldingsmuligheder > Vis afsender-
systemer (View dispatch systems).

2. Click the dispatch system you want to configure and set up the API version to use
v2 in the API Version field.

1 Digital Post
B i Demo

Statistik

Kontakimuligheder Tilmeldingsmuligheder Systemintegration Sagsbehandling

Timeldingsgrupper Materialer

Regler

. Hjeelp
Red Iger afsenderSySte m + Hvordan opreties en tilmeldingsgruppe
+ Hvordan redigeres en tilmeldingsaruppe
Afsendersystemer er de systemer, der kan sende materialer il slutbrugere. + Hvordan filsluttes et afzendersystem
+ Hvordan redigeres et afsendersystem
Afsendersystem + Hvordan opreties materiale .
+ Hvordan opreties svarmulighed pa et
MNawvn * N
KMD Workzone Process V2 | s
| + Hvordan redigeres materiale
Leverandar af afsendersystem * + Hvordan afsendes materiale
| KMD e | Opret | d
EAMN-nr. pa den isati ing der skal betale for dette afsendersystem * Begreber

m

Afhentningssystemer
Afsendersystemer
Aktiveringsdato

. Beskrivelse
Indstillinger Brugere-roller
Hvilken snitflade anvendes til at post? * Certifikater
[system-til-system | Dialogtrad
Sendes posten som enkelt- eller Ise? E-mail-adresser
[Enkeltiorsendelse ~| Emner

ESDH kode

Gem kopi af postkasse
Kontakimuligheder

Ve=lg om der skal benyites online opslag af filmeldte eller filmeldingslister *
Online opslag o

Kuvittering
Mobil-nr. skal benyttes som afsender af sms Mapper
Materialer
I:‘Gern kopi i 35 dagn af post fra dette af: y (muligger segning efter afsendt post) HNegleord
Postkazser
[ ]Anvend dette y som organisati dsystem Postkassens navn
Standard Sernvicebeskeder
| Process\V2 hd | Standardpostkasse

Synlig postkasse
Tilmeldingsgrupper
Tilmeldingsmuligheder
Veerdi

B A

& >
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Set up the retrival system to use Digital Post 2

1. Inthe e-Boks Administrationsportal, go to Kontaktmuligheder > Vis afhent-
ningssystemer (View retrieval systems).

2. Click the retrieval system you want to configure and set up the URL to use the
v2 end point of the push service:

https://<data-
base>/Ebok-
sPushSer-

vice/api/MeddelelseV2/afhentningssystem/<systemid>

3. Setup the API version to use v2 in the API Version field.

4. To verify the whole setup, click the Test button.

1 Digital Post
s adm?'\istmh‘cm spurtal D e m 0

Forside Kontakimuligheder Tilmeldingsmuligheder Systeminiegration Sagsbehandling

Postkasser e-mailadresser Flere kontakthierarkier Formularer

. . Hjeelp
REd Iger afh e ntn n gSSySte m + Hvordan oprettes en postkasse?
+ Hvordan redigeres en postkasse?
+ Hvordan laves "dybt link" fil postkassen?
Afhentningssystem + Hvordan filsluttes et afhentningssystem?
Mavn * + Hvordan oprettes et PUSH
KMD \Workzone Process V2 afheniningssytem? (pdf)

*

. ; - : -
EAM-nr. pa den organisation/afdeling der skal betale for dette afhentningssystem = Hvordan redigerss et afhentnin afher\tnlnggy_stem_
M1 + Hvordan oprettes en e-mail-adresse?

Hvordan redigeres en e-mail-adresse?

*

Leveringsform
Push v

AL~ Begreber
@:HﬂbOI.fEboksPushSeNicea'api.fMeddelelse\.’zfame@ + Afmentningssystemer
. + Aktiveringsdato
+ Beskrivelse

AP Version + Brugere-roller

v2 v 3

3

5

If the call to the push service does not return OK (http 200), the http error

Dialogtrad
F-mazil-adrazsar

message is shown in the top of the page in the Administrationportal. If the
configuration is correct, the test letter should be received in WorkZone Pro-
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cess.

Configure SmartPost to use next generation Digital Post (NgDP)

Important: The Agency for Digitisation (Digitaliseringsstyrelsen) is still developing Next
generation Digital Post (NgDP), and therefore the SmartPost integration to NgDP is an
experimental feature in this release. The SmartPost integration will be continuously
adjusted and improved according to the development of NgDP. You can use the exper-
imental version to prepare for and test the switch from e-Boks to NgDP. For more inform-
ation about NgDP and time lines, please refer to Next generation Digital Post (Naeste

generation Digital Post) on the Agency for Digitisation's website (Digit-

aliseringsstyrelsen).

In this article, you can read about how to upgrade SmartPost and WorkZone Mass Dispatch to
use NgDP instead of e-Boks in a test environment. The SmartPost integration to NgDP sup-
ports both sending and receiving messages.

The NgDP flow

There are only minor changes to the integration between NgDP and SmartPost. The sending
and receiving messages functionality has been adjusted to ensure that all systems that use the
DigitalPost 1 or 2 interfaces can be upgraded to use NgDP. Additional meta data is now trans-
ferred when sending messages to ensure support of NgDP ContactPoints. It is also possible to
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store the attributes that are associated with materials in the WorkZonedatabase and make
them available to the push service when transforming messages to MeMo (message format
used by NgDP).

For more information about MeMO, please refer to Det nye meddelelsesformat on the

Agency for Digitisation's website (Digitaliseringsstyrelsen).
Sending messages using the SmartPost flow without NgDP

In previous releases, the SmartPost sending messages flow looks as shown below:

https://rest.e-boks.dk/v1.svc/...

WorkZone e-Boks
SmartPost Service

SmartPost uses an e-Boks dispatcher configuration to create a connection to the e-Boks
endpoint. You can create dispatcher configurations in WorkZone Configurator. See Con-
figure dispatchers.

NgDP flow when sending messages using SmartPost

When using NgDP to send messages from SmartPost, the e-Boks Push Service acts as
middle layer that converts outgoing messages to the MeMo format before sending the mes-
sages.

The NgDP flow that is used to send messages from SmartPost is illustrated below:
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https://db.dom.local/EBoksPushSer https://api.test.digitalpost.dk...

WorlZone Push Service NgDP
SmartPost Test System

For more information about the WorkZone e-Boks Push Service, see Install and configure

WorkZone e-Boks Push Service.

NgDP flow when receiving messages in SmartPost

When receiving messages from the NgDP system, the push service also acts as a middle layer
and converts the incoming MeMo messages to DigitalPost 1 XML format that SmartPost can
retrieve. When the messages have been handled, SmartPost invokes a DELETE request to
the push service, and the push service then sends a receipt to NgDPreceiver system.

NgDP _

Upgrading to NgDP

To upgrade to NgDP, you need to do the following:

Create a sender/receiver system

Configure the e-Boks dispatcher to use NgDP

Configure an e-Boks material to NgDP

« Configure mail boxes for incoming messages
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Prerequisite:

To upgrade an installation from e-Boks to NgDP:

o e-Boks Push Service must be installed. See Install and configure WorkZone
e-Boks Push Service.

« The SmartPost e-Boks integration must be working.

« A combined sender and receiver system must be configured in the Agency
for Digitisation's administrative portal named Administrativ Adgang portal.
You access the Administrativ Adgang portal using the link: https://ad-
min.test.digitalpost.dk/login. For information about using and maintaining the

portal, please refer to NgDP Ressourcer on the Agency for Digitisation's web-

site (Digitaliseringsstyrelsen).
« If you use SmartPost to receive incoming emails and have configure mail-

boxes, you must create the contact hierarchy in the Administrativ Adgang
portal.

Note: The Administrativ Adgang portal may change during the development of

NgDP, so the references in this article may not be up-to-date. Please refer to the latest
version of the guide Vejleding: Administrativ Adgang published by the Agency for Digit-
isation to see the latest updates.

Create a sender/receiver system

The first step is to create a test sender/receiver system. In relation to upgrading from e-Boks
to NgDP, there are some specific requirements to the creation of endpoints and con-
figuration of contact points.

Create endpoints

The system requires an endpoint for receipts (kvitteringer) and an endpoint for messages
(MeMo). Both of these endpoints must point to a public HTTPS endpoint that is exposed to
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the push service. You set up endpoints in the Administrativ Adgang portal.
The protocol must be defined as REST_PUSH.
The receipt endpoint must be declared as:
<base address of push service>/api/MeMoVl/<systemid>/receipt
The message endpoint must be declared as:

<base address of push service>/api/MeMoVl/memos/?system-uuid-

d=<systemid>

When you have set up the system, make a note of the system ID and the authorization header
as you will need them when you configure the WorkZone e-Boks dispatcher.

Configure contact points

Your organization must also define a contact point that is used as the sender contact point
when sending messages. Contact points are also configured in the Administrativ Adgang
portal.

When migrating from e-Boks to NgDP, mailboxes must be migrated to contact points.
A contact point has a GUID that can be retrieved after creation.

When you have defined the contact points and the GUIDs have been created, make a note of
the GUIDs as you will them when you configure the WorkZone e-Boks dispatcher and the mail-
box mappings.

Configure the e-Boks dispatcher to use NgDP

To configure an existing e-Boks dispatcher to use NgDP, you must change or add values for
some parameters. You can also set up a new dispatcher for NgDP instead of modifying an
existing dispatcher, and this way have both dispatchers running side by side while you are test-

ing.
1. In WorkZone Configurator, go to Process > Process dispatchers.

2. Fillin the following parameters:

Parameter Description

SenderName The name of your organization.

NgDpGuid The GUID of your sender/receiver system as defined in the

227



WorkZone Process 2021.3

Parameter Description

Administrativ Adgang portal. You can see the GUID in the ID
field on the Afsender/modtagersystem (Sender/receiver sys-
tem) page in the Administrativ Adgang portal.

SenderCvr

The CVR number of your organization.

NgDpConactPointGuid

Your organization's contact point for replies to messages. Fill in
this field if you have configured the e-Boks material to allow
replies to messages. See Configure an e-Boks material to
NgDP. You can see the GUID of your organization's default
reply point in the Administrativ Adgang portal on the Kon-
taktstruktur (Contact hierarchy) page.

NgDpAuthorizationHeader

he AuthorizationHeader is generated by the Administrativ
Adgang portal when the sender/receiver system is defined.
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42, EBoks - Dispatcher parameters X

SenderSystem|d (3
4259

ReceiverSystemid (2
4321

Urd @&
http://db01/EboksPushService/api/iMeddelelsey/1

CertificateThumbprint (&)

344CDEAST33E11ABTCE216A0ABEFAADTEDSFISED

MaxDocumentSize (@

7864320

SenderMarme (@
KMD

ReceiverUrl (@

DP2Ur (&

([ NgDpGuid @
5f819b2¢-9260-4¢79-a7d9-e08c88d8023a

SenderCvr &

26011745

NgDpContactPointGuid (&)

d75bb01a-a5ff-48e0-b95f-9d128dca7a6s

NgDpAuthorizationHeader (&

E-EISII: R R A R A R A R R R A o R A R R R A o SR A, e e e

= =8
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If you have created a new dispatch for NgDP, you must add it to a new or existing dispatch
sequence.

See also Configure dispatchers and Configure dispatch sequences.

Configure an e-Boks material to NgDP

NgDP uses the material ID from e-Boks but the configuration that was previously done in
the e-Boks Administration Portal is now done in WorkZone.

1. In WorkZone Configurator, go to Process > e-Boks materials.

2. Create a new material or edit an existing material. The following fields are spe-
cific to NgDP:

« Optional title prefix on shipped messages—Add a text that will prefix all titles
on messages.

« Permit users to reply— Turn on to allow recipients to reply to messages.

- Messages are mandatory for the receiver—Turn on if the sender is allowed to
send mandatory messages.

- Messages are regarded as from a authority—Turn on if the sender is a public
authority.

« Messages are legal notifications—Turn on if the sender is allowed to send
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Create e-Boks material X
Mame
NgDP material
@ Localize name &
Mame {da-DK) Mame (en-GE)
MNgDP-materiale MgDP material
e-Boks material D
44
Crder Access code
3 &
Start date End date
(ﬁ-rptinal title prefix on shipped messages 1\
Permit users to reply -:J Messages are mandatory for the receiver
@) Messages are regarded as from an Messages are legal notifications
\\_ authority __,/‘

See also Configure e-Boks materials.

Configure mail boxes for incoming messages

If your organization has multiple mailboxes that are mapped to specific cases, you mustfill in a

new NgDP guid field with the GUID of the corresponding contact point for each mailbox map-

ping that have been configured. You can see the GUID in the ID field on the Kontaktstruktur

(Contact structure) page in the Administrativ Adgang portal.
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15, NgDP e-Boks - e-Boks mailbox

Responsible unit

FA, Food Authority

mapping

Case

- 21-132/1, Food Authority (FA) case,
TESTADMIN

NgDp Guid

d75bb01a-a5ff-48e0-b95f-9d128dca7abl

Cancel

See also Handle e-Boks messages sent to subunits.
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Other configurations

You can configure settings for WorkZone Process in WorkZone Configurator. The settings
apply across process workflows and tasks.

« InWorkZone Configurator, click Process > Process settings.

Qg WORKZONE configurator

Case activities Process settings

Processes

Process overview
Service workflows

m Show anly code of Case Handler

e-Boks materials

‘) Show only code of Case Handler's unit

Process dispatchers

m Show only code of process Owner

Dispatch sequences

m Show only code of Pending Actor
Print types

m Show only code of Pending Actor's unit

Process settings
Maximum number of OData pages

3

Workflow host

Access

DELEGATE, Ansvarlig eller stedfortraeder

Allow new instances in the Active Directory

Watch delay
30

Watch interval

5

Process history

Document state

ARK, Arkiveret

Create and share lists

If you have some knowledge of the WorkZone Process data model, you can create lists that
are based on queries that you create using WorkZone QueryBuilder. When you save the quer-
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ies, they appear under My lists in the Processes Overview and in the navigation pane of
WorkZone Client.

You can share this type of lists with other users across your organization. Shared lists
appear under Shared lists in the Processes overview and in the navigation pane of
WorkZone Client.

In the WorkZone Client navigation pane, click OTHER > My lists or Shared lists.

Home +
n . n

r B © B C = & ] e

Case Contact Word  Document New Refresh  Openin Export Settings Help

= = < rch = new t; to Excel
# My lists

» DASHBOARD s

b} CASES Number Name Description Created Updated Is shared

» DOCUMENTS 21 Deadline within 3 days Deadline within 3 days 22/11/2019  22/11/2019 10:26:27

» CONTACTS

« OTHER

I My lists

Shared lists

Create and save queries in WorkZone QueryBuilder

1. Open WorkZone QueryBuilder.
Select an entity from the list, for example WzpWorkflowlnstances.
Apply a filter.

Click Save Query when your query is complete.

a &~ DN

Enter a name and a description. The name of the query will be the name of the
list that is shown on under My lists in the Processes Overview and under My
lists in the navigation pane of WorkZone Client.

Tip: To display the list in the Processes Overview, you must add it to the

navigation pane first. In the Processes Overview, click ¢ to open the

Available lists pane, and then double-click the list to add it to the nav-
igation pane.

You can edit, share, and delete saved queries in WorkZone Client. The actions will be reflec-
ted in the Processes Overview. See Save and reuse search lists in the WorkZone Client
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User Guide. Note that when you edit a saved query in WorkZone Client, the query opens in
WorkZone QueryBuilder for editing.

Example: All processes that are due in 3 days

WorkZone OData QueryBuilder

Endpoint: Full Strict OData V3 (v3) +  Showlabels = Links: Client « My Queries
Entity.
Filter: Workflow close date (DueDate) » afler or equals +  today +- + 0

Workflow close date (DueDate) + before +  today +- + 3

Process definitions (Process) )+ Process type (Type_Value) v in ( separated) v MAIN;SUB
Select: % 1d (ID) % Summary (Summary) % Execution type (Access Summary) % Workflow close date (DueDate)
Expand:
Order by:

Search (2)|  Save Query  Export Query

D Summary Access_Summary

DueDate

11/24/2019, 12:00:00 AM
11/22/2019, 2:11:00 PM
11/23/2019, 12:00:00 AM

Process pending Case handler Respon

Test SmartPost SmartPost TESTADMIN, Test A... POT, Project 1 TESTADMIN, Test A.. 22/11/2019 10:11:29

Distribution Extended Distribution (Extended) ANN, Ann Secretary  TESTADMIN, Test A... PO1, Project Office 1 TESTADMIN, Test A... 22/11/2019 10:20:55

Hearing Hearing (Basis) TESTADMIN, Test A... POT, Project Office 1 TESTADMIN, Test A... 22/11/2019 10:10:43
nding tasks
M

ty unit's open tasks

My completed ar

d (1 month)

ncelled (1 month)

celled (1 month)

Important: Always add the MAIN|SUB filter. This filter ensures that you will only display

main and sub processes in the overview, and not service workflows and case activities,
which are not supported in the overview.

Process definitions (Process) + Process type (Type_Value) - in (; separated) ~ MAIN;SUB
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Share a list

You can share lists that you have created with WorkZone QueryBuilder with other users,
groups of users, or an entire organization. Sharing a list takes places in WorkZone Client.
Once you have shared a list, it appears under Shared list in the Processes Overview and
in the navigation pane of WorkZone Client.

See Share a saved search list in the WorkZone Client User Guide.

Configure workflow failover

Active workflows are persisted when they are idle, and a timer in the workflow host react-
ivates the workflow at next due date. The timer resides on the web server with the most
recent workflow activity.

Workflow failover is controlled by two parameters in the Process settings in WorkZone Con-
figurator.

1. Open WorkZone Configurator.
2. In WorkZone Configurator, click Process > Process settings.

3. Under Workflow host, specify the Watchlnterval and WatchDelay parameters.

Parameter Description

Watchinterval Controls intervals between checks. If a web server is unavailable, work-
flows are not reactivated. In order to avoid this, all workflow hosts peri-
odically check for workflows which are overdue.

Enter a value between 5 minutes and 24 hours (1440 minutes). The
default value is 5 minutes.

This parameter applies to all service workflows.

WatchDelay  Controls the amount of time passed since the workflow should have been
started.

Enter value between 30 minutes and 24 hours (1440 minutes). The default
value is 30 minutes.

The duration of the delay depends on the nature of the workflows. In some cases it is accept-
able to have a delay of several hours, whereas in other cases only a shorter period is
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acceptable. The delay period should, however, be longer than the usual time required to
reboot the server.

See Process settings in the WorkZone Configurator Administrator Guide

Configure default access to processes

To configure who can access processes on the current environment, you can change the
default access setting in WorkZone Configurator.

1. Open WorkZone Configurator.
2. In WorkZone Configurator, click Process > Process settings.

3. Under Workflow host, select who should be able to access processes in the
Access field. DELEGATE is selected by default.

Parameter Description

ACTOR, Responsible Only the current actor can access processes.

DELEGATE, Responsible  Both the current actor and the actor's delegate, if any, can
or proxy access processes.

ALL, All Access to processes is not limited to a specific actor.

See Process settings in the WorkZone Configurator Administrator Guide.

Configure notifications

You can configure when to send notifications. Users can receive notifications by email or as
push notifications on mobile devices. WorkZone Process sends three types of notifications:

« Smarttasks as emails

Emails that contain a task with response buttons.

« Email notifications

Emails sent when a task is changed, for example, a task has been updated by
another user.
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o Push notifications

Notifications sent to a mobile device when a task has changed.

You can configure which notifications to send in WorkZone Configurator.

1. Open WorkZone Configurator.
2. In WorkZone Configurator, click Process > Process settings.

3. Turn on the notifications that you want to apply to users in your organization.

By default, the following settings apply:

Notifications Turned on/off]

Send smarttasks as emails On

Send push notifications Off

Send email notifications Off

Note: Before you decide which notifications to enable, consider the fact that the num-
ber of emails that are generated as notifications can easily get very high.

The settings apply to all users but individual users can change their own settings in
WorkZone Client and WorkZone Mobile. See Your personal settings in the WorkZone Client

User Guide and How can | receive notifications in the WorkZone MobileUser Guide.

Configure push notification certificates for WorkZone Mobile

If you want to send notifications from WorkZone Process to WorkZone Mobile, you need an
Apple Push Services certificate. With the installation of WorkZone Process, two certificates
are installed to the certificate store.

Usage Certificate name

Unmanaged app Apple Push Services: dk.kmd.WorkZone

Managed by Microsoft Intune Apple Push Services: dk.kmd.workzone.intune
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When you run WorkZone Process Configurator, the certificate used by the unmanaged app will
be added to the config file by default.

If you run WorkZone Mobile as a managed app in Microsoft Intune, you need to change the
default certificate to the Intune certificate. This is done in the config file.

Change the certificate in the config file

1. Open the Scanjour.Process.Notification.AgentHost.exe.config file located:

C:\Program Files (x86)\KMD\WorkZone\Pro-
cess\Bin\Scan-

jour.Process.Notification.AgentHost.exe.config

2. Change the value of the ApnsServerCertificateName parameter to the name or
the thumbprint of the Intune certificate.

If you upgrade WorkZone Process, the certificate in the config file will not be changed.

Configure availability of processes

You can hide a process by setting the end date of a process or restrict user access to a pro-
cess by specifying access codes. This is done in WorkZone Configurator.

1. In WorkZone Configurator, click Process > Processes.

-—

2. Pointto the process you want to hide, and click ~ Edit parameters.

3. Enter an end date or specify access codes.

Configure the process history document

When a process is complete, a history document is generated and saved on the current case.
The history document summarizes the actions and results during the process. WorkZone Pro-
cess includes a default history template document that is used for all process types. However,
you can configure a specific history document for each type of process.

It is also possible to customize or create a new history document template but it requires
developer assistance. See Custom reports in the WorkZone PDF Developer Guide e-Boks for

information about how to create a new template and deploy it.
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Note: Not all processes generate history documents. Phase processes, for example,
do not generate history documents. For other process types, for example, the exten-
ded distribution process and the extended submission process, you can enable or dis-
able generation of history documents. Except for the SmartPost process, no history
document is generated if the process is canceled. The SmartPost process generates
a history document but includes information about the process being canceled.

Configure a process-specific history document

You configure the history document in WorkZone Configurator as part of editing process
parameters. See Edit process parameters in the WorkZone Configurator Administrator
Guide.

1. In WorkZone Configurator, click Process.
2. Click Processes.

3. Point to the process for which you want to configure the history document. A
menu bar appears.

-—

4. Click = Edit process parameters, and specify the history document para-

meters:

ReportID
RecordType

« RecordState

o TitleTemplate

The process history parameters and default values are described below.

Name Default value Description

ReportiD 302c1bc6-7049- The ID (GUID) of the history document to gen-
4759-b931- erate.
42cabcc96f60

RecordType PROHIST The document type of the history document

that is generated by the process.
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Name Default value Description

RecordState The document state of the history document
that is generated by the process.

If you do not specify a document state, the
document state specified in the Docu-
mentState setting in the general process set-
tings will be used. See Process settings in

the WorkZone Configurator Administrator
Guide.

TitleTemplate {0}: {1} {2} A template that is used to create the title of
the history document. By default, the tem-
plate has placeholders for the process type
{0}, the process title {1}, and a date stamp

{2).

Example: Hearing (Basis): Test case
(25-06-2018)

You can change this setting if you want to
name the process history documents dif-
ferently.

A history document generated by a hearing process:
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KMO
r.WORKZONE

Hearing

This is a hearing process

Process type: Hearing (Basis) Case: 18-10/1
Started by: ANN Case handler: Ann Secretary, ANN
Started: 25 Jan 2018 15:53 Process deadline: 1 Feb 2018 00:00

Completed: 25 Jan 2018 15:55

Documents included in this process

Number Title
3z Results {D36)

Supplementary documents included in this process

Number Title

History

Assignee:  Ann Secretary, ANN Started: 25 Jan 2018 15:53

Delegate: Completed: 25 Jan 2018 15:54

Action: Answered Task deadline: 1 Feb 2018 00:00

Type: Hearing

Comment:

Documents:

Assignee: Charlotte Record Manager, Started: 25 Jan 2018 15:53
CHARLOTTE

Delegate: Ann Secretary, ANN Completed: 25 Jan 2018 15:54

Action: Answered Task deadline: 1 Feb 2018 00:00

Type: Hearing

Comment:

Documents:

The SmartPost history document looks a bit different:
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r. WORKZONE

Dispatch: Letter

February 21, 2018

Dispatch started: 21/02/2018 14:08.:06 Started by: Test Administrator, TESTADMIN Dispatch type: Send by digital mail else remote print else
local print
Dispatch ended: 21/02/2018 14:09:00 Document case handler: Test Administrator, TESTADMIN | E-Boks material: WorkZone Alpha - Dev - Repliable
Overall status: Success Approval process: No Nt Type: Standard mail - Diack/white
Case num! ber: 18-02/1 Process GUID: 2bc398ff-Ode3-49¢3-b0ac-9a527139f718 Delete original letter after sending: No
Recipient
Document N Recipient Role Sent by Exernal ID Status Status-Time
30 Satellite User #1 , C-050106-8624 Recipient EBaks 003085636548180393074815 Completed 21/02/2018
140859
31 Satellite User #3 , C-070206-8630 Copy recip. EBoks 003085636548189382122575 Completed 21/02/2018
14:08:58
32 Satellite User #2 , C-040806-8665 Recip EBoks 003085636548189369885563 Completed 21/02/2018
14:08:57
a3 Sateliite Uiser #3 , C-070206-8630 Capy recip. Efoks 003085636548180351162014 Completed 21j02/2018
140855
Original documents:
Document No. Title Document case handler
27 Letter Test Administrator, TESTADMIN
28 Attachement Test Administrator, TESTADMIN
Approvals and other actions:
party Delegata Typ and Action Comment Start date Ena date Deadiine ‘

Configure a process title

Administrator Guide

You can specify a title that will be suggested as default process title in the Start process dialog

box when users start one of the following processes:

Hearing (Basis)

Submission (Basis)

Submission (Extended)

Distribution (Extended)

You define default titles for each process in WorkZone Configurator.

In WorkZone Configurator, click Process > Processes.

Point to the process you want to define a title for, and click

Edit parameters.

In the SuggestedTitle field, enter the title you want to display as the default pro-

cess title in the Title field in the Send SmartPost dialog box. The title can be max-

imum 256 characters long. You can leave the SuggestedTitle parameter empty, if

you do not want to display a default title.
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4. Turn on the UseSuggestedTitle parameter to use the title specified in the
SuggestedTitle parameter. If the UseSuggestedTitle parameter is turned off,
the case title will be suggested as the process title.

Configure the retry period for history document creation

HistoryDocRetryPeriod

You can configure the HistoryDocRetryPeriod parameter in the database. The His-
toryDocRetryPeriod parameter defines the period of time that WorkZone retries creating a
history document in case of failure.

You specify the time period using the format: d.hh:mm:ss

In ScanSQL, enter:

update wzp settings set Value = '<d.hh:mm:ss>' where module =
'CreateProcessHistoryDocument' AND key = 'His-
toryDocRetryPeriod’

if you do not configure this parameter, the default period of time is 1.00:00:00 (1 day).

Note: The retry period must be at least 5 minutes.

When the retry period expires, an error message is shown in the Processes overview.

Configure the use of new nhame instances

You can recycle names in WorkZone Process using Active Directory Replication.

To recycle names, complete the following steps:

1. Enable AllowNewlnstances in the AD replicator.
2. In WorkZone Configurator, click Process > Process settings.

3. Turn on the Allow new instances in Active Directory parameter. The Allow
new instances in Active Directory parameter is turned off by default.

4. Foreach Web server with WorkZone Process installed, open the IIS Manager
and recycle the WzpSvc application pool.
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Copy and rename a process

You can copy and rename a standard process if you want to use it in another context. For
example, your organization may want to use the standard hearing process in a requisition work-
ing process. You can make a copy of the standard hearing process and rename the copied pro-
cess as well as related labels that appear in the user interface so that the process matches the
new context.

You can copy and rename all standard processes but note that if you copy and rename a main
process, it will still use the standard sub process as opposed to a copied and renamed sub pro-
cess. For example, if you copy and rename the ministerial process, the standard distribution
sub process will still be used.

Copy a process

You copy processes in WorkZone Configurator.

1. Open WorkZone Configurator, and click Process.

2. Click Processes.

3. Point to the process you want to copy, and click I Copy in the menu.

4. Enter a name and a description of the new process, and click Copy.

—

5. Point to the process you just copied, and click ~ Edit parameters to configure

the process.

Note: You cannot make a copy of a copied process.

Rename labels

You can rename labels in copied processes so that they match the name and context of the
copied process, for example a requisition workflow. You can rename the labels that appear in:

« The Start process dialog box

« Smarttasks
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« The Processes overview

1. Open WorkZone Configurator, and click Process.

2. Click Processes.

3. Point to the process you just copied and for which you want to rename labels,

andclick — Edit labels in the menu.

4. Change the standard labels as needed.
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About case activities

Maintain best practices and update dynamically

Case activities can help you maintain best practices for handling ad-hoc tasks and tasks based
on legal requirements.

With case activities you can map the possible events in a workflow and associate each event
with a rule that calls for a certain action. You can also continue to update your case activities to
reflect changes in work routines. In this way you preserve knowledge about work processes
and you ensure that new best practices are implemented immediately in the handling of daily
tasks and work routines.

Rule-based activities

With case activities you can create workflows based on activities that are connected by a set of
rules. The rules define the relationship between the activities. For example, the rules can
ensure that activities in a workflow are completed in a specific sequence or that specific activ-
ities exclude other activities.

The case activity graph

Case activities are modeled in a case activity graph and once the graph is deployed, the case
activities can be executed in WorkZone Client.

In the following illustration, you see a case activity graph with tasks, roles, and connections.
The roles MPA and GST specify which employees are to execute the tasks, and the con-
nections define the rules of the flow.

- Condition: Indicates that a second activity can only be executed if the previous activity

has been addressed.

—*% _ Exclude: Excludes other activities upon execution
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MPA GST GST GST GST
Udarbejd )
Konroller Lentrin e Godkend Send kontrakt og Send P-Skarma Registrer udfyldt

Kontraktudkast vilkar P-skema

kontrakt

GST

Send ans.brev til
@SC-portal

Work with case activities in WorkZone Client

When the case activity graph is deployed, users with the roles that are assigned to the activ-
ities in the graph can see their activities in WorkZone Client.

To start case activities, click Activities on the Activities tab on the case detail tab in
WorkZone Clientand select an activity list. You can start multiple activities on a case .

Below you can see a case activity in WorkZone Client.

KMD WorkZone Client Elisabeth Section Manager, ELISABETH

2016-002929, Gerda S.. %

£
g~  Kontakt Dok t Ny pdater N inist.. Delw  Procesw Aktiviteter Kopiér  Udskriv  Afslut  Indstillin..  Hjalp
segning = -
o ndistil
Vis All "X
ST [ ]
MPA 01-11-2016 145527 Elisabeth Section Man... )
Lenklasse
MPA 01-11-2016 14:5447 _ Elisabeth Section Man. [¥]

GST 01-11-2016 14:55:47

Dokumenter Parter

When you double-click an activity, a form opens from where you can execute the activity.
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KMD WorkZone Client Elisabeth Section Manager, ELISABETH

% < m & =m a % @
wre Manage » Share~ Process~ Activities Copy Print Close  Settings~ Help
v Bookmarks Share Manage Settings Help
) Case activities View All case activities + # X
Tasks Deadline Role Executed By
& Register application 3
. _ s
e

»

Register application

Register application document on the case

For more information about executing case activities, see Work with case activities in the
WorkZone Client User Guide.

About case activities

Maintain best practices and update dynamically

Case activities can help you maintain best practices for handling ad-hoc tasks and tasks based
on legal requirements.

With case activities you can map the possible events in a workflow and associate each event
with a rule that calls for a certain action. You can also continue to update your case activities to
reflect changes in work routines. In this way you preserve knowledge about work processes
and you ensure that new best practices are implemented immediately in the handling of daily
tasks and work routines.
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Rule-based activities

With case activities you can create workflows based on activities that are connected by a
set of rules. The rules define the relationship between the activities. For example, the rules
can ensure that activities in a workflow are completed in a specific sequence or that specific
activities exclude other activities.

The case activity graph

Case activities are modeled in a case activity graph and once the graph is deployed, the
case activities can be executed in WorkZone Client.

In the following illustration, you see a case activity graph with tasks, roles, and connections.
The roles MPA and GST specify which employees are to execute the tasks, and the con-
nections define the rules of the flow.

- Condition: Indicates that a second activity can only be executed if the previous activ-

ity has been addressed.

—*% _ Exclude: Excludes other activities upon execution

MPA GST GST GST GST

Udarbejd
Kontroller Lentrin ans:ttelses
kontrakt

Godkend Send kontrakt og
Kontraktudkast vilkar

Reqistrer udfyldt

Send P-Skema P.skema

GST

Send ans.brev il
@SC-portal

Work with case activities in WorkZone Client

When the case activity graph is deployed, users with the roles that are assigned to the activ-
ities in the graph can see their activities in WorkZone Client.

To start case activities, click Activities on the Activities tab on the case detail tab in
WorkZone Clientand select an activity list. You can start multiple activities on a case .
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Below you can see a case activity in WorkZone Client.

KMD WorkZone Client
g gs@gning 2016-002929, Gerda S... ®
= & 8B & c B % < » &P . 2 & # @
Sag>  Kontakt Dokument Ny Gem  Annuller Opdater Motater Administ. Delv Procesv Aktiviteter Kopiér Udskriv  Afsiut  Indstilin. Hjzlp
~ segning v - -
Opret ny seg Rediger Vis  Bogmarker  Del Administrer Indstilling...  Hjlp &
D) Sagsaktiviteter Vis Alle sagsaktiviteter + a1 3
M ¢ 2016-002929, Gerda Svingben - Varig ansettelse med lan, da
Opgaver Deadline Ralle Udfort Af
Titel HR-Startdato
a ilka -11-2016 2
T ———————— & Send kontrakt og vilkér 02-11-2016 15:2532 GST .
" r 2016 16:51:17 -11-: -
Sagsbehandler Ansvarlig enhed Tildel brugernavn 117 MPA 01-11-2016 14:55:27  Elisabeth Section Man. (:,
Elisabeth Section Manager, ELISABETH > RE Region East
Lonklasse Sagstekst
» & Kontroller Lentrin 06-11-2016 21:0830 MPA 01-11-2016 14:54:47 _Elisabeth Section Man... ()
» & Udarbejd anszettelses kontrakt 07-11-2016 22:34:15 GST 01-11-2016 14:55:47 _Elisabeth Section Man... ()
Dokumenter Parter Alle hoveddolkumente. C
(6
Dokumenter
Doku..  Titel

When you double-click an activity, a form opens from where you can execute the activity.

KMD WorkZone Client Elisabeth Section Manager, ELISABETH

e < )} @?‘- - Ee ] (7]

wre Manage » Share~ Process~ Activities Copy Print e Settings v Help
[ Bookmarks Share Manage Settings Help
+J) Case activities View All case activities + # X
Tasks Deadline Role Executed By

& Register application 3

. _ s
Register application
Aan... o

»

Register application

Register application document on the case

For more information about executing case activities, see Work with case activities in the
WorkZone Client User Guide.
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Getting started with case activity graphs

You can model case activities using DCR (Dynamic Condition Response) Graphs. DCR
Graphs is a third-party tool.

Prerequisite: In order to use the DCR designer for production, your organization
must own a license. You can buy DCR Designer licenses from DCR Solutions.

1. Open DCR Graphs in Google Chrome.

2. Create a profile.

You can work with your own personal graphs or with graphs that have been shared by oth-
ers users.

Create a DCR graph

The first step in modeling case activities is to create a graph and add the activities that you
want for the case activity workflow.

—

Log in to the DCR Portal Dashboard from DCRGraphs.net.
2. Atthe top of the dashboard, click Create Graph.

3. Enter a name for the new graph, and then click Save.
-Or-

Click the Templates, and then select WorkZone Case Activities Template.
See Create a graph using the WorkZone template.

4. Add activities and create connections between the activities to model your case
activity graph.

For information about creating DCR graphs, see the DCR documentation.

To export your DCR graph and make it available in WorkZone, see Export and deploy case
activity graphs.
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Create a graph using the WorkZone template

WorkZone provides a template that you can use to get started with a case activity graph, which
provides WorkZone specific activity types.

1. Loginto the DCR Portal Dashboard from DCRGraphs.net.

At the top of the dashboard, click Create Graph.

In the New graph dialog box, click Templates.

W N

Select the WorkZone Case Activity Template, and then click Save. The template
is loaded, and you can start adding activities and connections.

Click B to insert an activity.

o

6. Inthe Activity Options pane, add a label and a description, which will be displayed
in the activity listin WorkZone Client.

~

If you want the activity to be executed automatically, select the role named AUTO.

_
Label
Auto set value

Included Pending Executed

> Documentation

Roles u

-
C
_y

Costs

0
Groups [+ |
Phases [+ |
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8. Click Advanced and scroll to the bottom of the Activity Options pane, and then
select an activity type in the Type field.

Type

Default -

(I~
BG Text Border
Select Activity Type

Check
CopyDocument
EditDocument

StartProcess

See Activity types for a description of the activity types.

9. Select a WorkZone activity, for example CopyDocument, and a list of para-
meters for the selected type is shown.

Parameters

Id Value Required

A N T T

10. Fillin the parameters. See Activity types for an overview of the parameters.

11. When you have completed the graph, click File > Save As to save your
DCR graph.

To make your DCR graph available in WorkZone, you need to export it first, see Export and
deploy case activity graphs.
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Activity types

With the WorkZone template, you get a number of WorkZone-specific activity types.

Check

Check is the basic activity type, which you can use for creating items on a check list. You can,
for example, use it for providing information that must be read before moving on to the next
activity. You can add instructions and links to more information in this activity. This is the
default activity type.

Check parameters

No parameters

CompleteGraph

CompleteGraph completes the graph. You can use this activity to allow users to complete a
case activity list even if some activities have not been executed, for example, if the activities
were not needed in a work process.

CompleteGraph parameters

No parameters

CopyDocuments

CopyDocuments copies documents that are retrieved by a query to the current case. The doc-
uments are copied without the source meta data. The access code is verified on the basis of
the case handler's or the case owner's access rights. For example, you can use this activity
type to copy standard documents, such as templates to a case.

CopyDocuments parameters

Parameter Description Required

DocumentSource OData query that identifies the documents to copy. Yes
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Parameter Description Required

The example shows how to copy templates with the doc-
ument type SKAB to the current case.

Example:

/Records?$filter=RecordType Value eq
'SKAB'&Sselect=ID,UserKey, Summary

DefaultDocumentName If you copy only one document, you can specify a Yes
default name that will be applied to the copied doc-
ument.

If you copy more than one document, the original name

will be used.

DocumentType The document type that will be applied to the copied Yes
documents.

DocumentState The document state that will be applied to the copied Yes
documents.

MaxDocumentsToCopy Defines the maximum number of documents to copy. Yes
The default value is 1.

If the maximum number of documents to copy is
exceeded, no documents will be copied.

EditDocuments

EditDocuments provides a list of documents for editing. The documents on the list are
retrieved by a query, for example, documents on a specific case, documents with me as the
case handler, and so on.

EditDocuments parameters

Parameter Description Required

DocumentQuery OData query that searches for the documents to edit. By Yes
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Parameter Description Required

default all documents are listed. The example shows how to
retrieve documents on the current case.

Example: /Records?$filter=FileKey Value
eq '{Case.ID}'

Where Case. ID refers to the current case.

StartProcess

StartProcess starts a process or another case activity list. When a user executes the activity,
the Start process dialog box opens with the specified process.

Automatic execution

You can execute the StartProcess activity type automatically but it will only work if the process
you start does not have any parameters. If you specify a process with parameters, an error
message will be written to the activity history when the activity tries to start the process auto-
matically. Note that all standard processes have parameters. Automatic execution works when
starting a case activity list or a customized process without parameters. See Execute activities
automatically for information about using the AUTO and L-AUTO roles.

StartProcess parameters

Parameter Description Required

ProcessGUID The GUID of the process you want the activity to start. Yes

Note: You can look up the GUIDs in WorkZone Con-
figurator, see FAQs about case activities.

ProcessOwner Specify the process owner using the NameCode of the process No
owner or using the case handler on the current case using the
notation Case.Officer Value.
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Parameter Description Required

If you add the AUTO or L-AUTO roles, it is required to specify
this parameter. Automatic start of the process will fail if the Pro-
cessOwner parameter is not specified.

SendSmartPost

SendSmartPost starts a SmartPost process. In this release, you can send a letter to recip-
ients. By default the SendSmartPost activity is executed automatically.

SendProcess parameters

Parameter Description Required

Letter OData query that specifies which documentto send asthe  Yes
letter in the SmartPost message.

Example: /Records?$filter=FileKey Value
eq '{Case.ID}' and (Title eqg 'Standard
letter'")

The query retrieves a document with the title Standard letter
from the current case.

Attachments OData query that specifies which attachments to includein ~ No
the message.

Example: /Records?$filter=FileKey_Value eq'
{Case.ID}" and (Title eq 'Attachment 1' or title eq
'Attachment 2")

The query retrieves two documents with the titles Attachment
1 and Attachment 2 from the current case.

Recipients Specify the recipients of the message. Yes
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Parameter Description Required

You can use an OData query or you can enter the party roles
separated by comma. If a party with a specific role is not
found on the case or the role is invalid, you can specify which
role to use instead after a slash /. You specify as many altern-
ative roles as you need separated by slashes.

OData query

Example: /Ad-
dresses?$filter=Name/Files/any (a:
a/FileKey Value eq '{Case.ID}' and
a/CustomLabel Value eq 'Reply-To')

The query retrieves addresses of parties with the role Reply
to on the current case.

Simple notation

Example: Reply-To, Heringspart/Sagspart

The query retrieves addresses of parties with the roles Reply
to and Hearing party.

If no parties with the role Hearing part (Hgringspart) are
found parties with the role Sagspart will be retrieved instead.

You must specify the codes for the roles and not the loc-
alized labels. You can see the codes in WorkZone Con-
figurator. Go to Case > Parties and references.

CopyRecipients Specify the copy recipients of the message. No

You can use an OData query or you can enter the party roles
separated by comma and alternative roles separated by
slashes in the same way as for Recipients.

If the total number of recipients and copy recipients exceeds

259



WorkZone Process 2021.3

Parameter Description Required

the maximum allowed number of 50 recipients, the message
will not be sent.

ProcessGuid Specify the GUID of the SmartPost process you want the No
activity to start. Use this parameter if your organization has
several SmartPost processes and you want to use to a spe-
cific SmartPost process.

If you do not specify a GUID, the GUID of the default
SmartPost process is used.

Note: You can look up the GUIDs in WorkZone Con-
figurator, see FAQs about case activities.

ProcessOwner  Specify the process owner of the SmartPost process. Poss- Yes
ible values are:

o NameCode—Enter the NameCode of the employee
who will be the process owner using upper case let-
ters.

e {Case.Officer Value}-The case handleron
the case where the case activity is started becomes
the process owner.

e {DocumentCaseHandler}—The case handler on
letter document that will be sent by SmartPost
becomes the process owner.

If the values are invalid, an error message will be written to
the history.

UpdateEntities

UpdateEntities updates values of specific text fields on a case, for example if you want the
case title and the case state of the current case to change after an action has been com-
pleted.

The activity type can be used to update both standard and custom fields.
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The following types of fields cannot be updated:

« Computed and read-only properties. See the WorkZone QueryBuilder documentation
for information about which properties of the Files entity are computed.

« Other entities, for example Case text and Information, if they are empty.

o Custom droplists.

Current user and organizational unit
You can update fields on a case using @me and @unit to insert the current user as case hand-
ler on a case and the current user's organizational unit as the responsible unit.

To add the current user as case handler on the case and the current user's organizational unit
as the responsible unit, define the parameters as follows:

Parameters
Id Value Required
Entity Files & Yes
Filter ID eq {Case.ID} £ Yes
Properties {"Officer_Value""@Me","ResponsibleOu_Value":"@Uni =

t","ActionQu_Value™"@Unit"}

Note: When using @Me or @Unit, do not set the UpdateEntities activity to execute auto-
matically. It is a system user who executes activities with the AUTO role assigned, and
therefore @Me and @Unit will fail. See Execute activities automatically.

UpdateEntities parameters

Parameter Description Required

Entity Specify which entity you want to get values from, for example Files  Yes
(Cases).

Filter Enter the file key of the case whose values you want to update. If you Yes

always want to update the current case, meaning the case on which
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Parameter Description Required

the case activity is started, you can enter:

ID eqg '{Case.ID}'

Tip: You can use WorkZone QueryBuilder to build your query
and copy the filter part to this parameter. See How do you
copy a query from WorkZone QueryBuilder.

Property Specify the properties and values you want to update in JSON Yes
format. For example, if you want to update the case state and the
case title, enter:

{"State Value":"UB","Title":"Updated"}

Which will update the State field with the state UB, Being processed
and the Title to Updated.

If, for example, you want to update the Title field with the date and
time that the current case was updated and the current state, enter:

{"Title":"Title: {Case.Title}, updated: {Case.Up-
dateTime}, State: {Case.State Value}"}

Which will update the case title to, for example: Title: Case title,
updated: 25-03-2020 11.50.00, State: UB, Being processed.

Tip: You can use WorkZone QueryBuilder to build your query,
convert it to JSON format, and copy it to this parameter. See
How do you copy a query from WorkZone QueryBuilder.

ValidateEntities

ValidateEntities allows you to validate values on a case based on a condition that you
define, and if the condition is met, the subsequent activities will be included or excluded.
The ValidateEntities activity type works in connection with guards that you define on the
Include and Exclude relation types.
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Guards
On the Include and Exclude relation types, you need to define guards that validate against the
condition you have defined in an activity that holds the activity type ValidateEntities.
On the Include relation type, enter:
<Activity ID>=1

On the Exclude relation type, enter:

<Activity ID>!=1
This also works vice versa, depending on what you want the graph to do.
<Activity ID> isthe ID of the activity that holds the ValidateEntities activity type.
=1 means that the condition you have defined in the activity is met (it is TRUE).

=1 means that the condition you have defined in the activity is not met (it is FALSE).

ValidateEntities parameters

Parameter Description Required

Entity Specify which entity you want to get values from, for example Yes
Files (Cases).

Filter Enter the file key of the case whose values you want to Yes
update. If you always want to update the current case, that is
the case on which the case activity is started, you can enter:

ID eq '{Case.ID}'

Tip: You can use WorkZone QueryBuilder to build your
query and copy the filter part to this parameter. See
How do you copy a query from WorkZone
QueryBuilder.

Property Specify the properties and values you want to validate in Yes
JSON format. For example, if you want to validate the value of
the case state and the responsible unit, enter:
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Parameter Description Required

{"State Value":"FB", "ResponsibleOu
Value":"AS"}

In connection with guards, it will validate if the state is FB and
if the responsible unit is AS and then include or exclude the fol-
lowing activities depending on the outcome.

Another example may be to validate the current case state in
the title:

{"Title":"Case with state: {Case.State
Valuel}l"}

In connection with guards, it will validate if the title is Case with
state: <currentState>and then include or exclude the fol-
lowing activities depending on the outcome.

Tip: You can use WorkZone QueryBuilder to build your
query, convert it to JSON format, and copy it to this para-
meter. See How do you copy a query from WorkZone
QueryBuilder.

ValidationInterval Specify at which interval you want the ValidateEntity activity No
to be executed automatically. Use this parameter if you await
specific information to be available on a case before the next
activity can be executed. For example, a receipt for payment
must be saved on the case before the case handling can con-
tinue.

Enter the interval in number of minutes. The minimum interval
is 30 minutes.

The automatic execution will end when the ValidateEntity
activity is no longer active, for example, if is not executable or
not included in the graph, or when the entire graph is com-
pleted.

If you have several ValidateEntity activities in a graph, the
activity with the lowest interval will determine when the entire
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Parameter Description Required

graph will be updated. The graph will also be updated if only
one of the ValidateEntity activities has this parameter filled in.

If you do not specify this parameter, the user will need to click
the Update button in WorkZone Client to update the activity
list manually.

Example: ValidateEntities

Example: The example below illustrates the use of the ValidateEntities activity type
together with guards. The title and the state of the current case will be changed and a
document will be copied to the case if the case has the state FB and the responsible
unitis AS.

The DCR graph looks like this:

™

4 N )
ValidateEntitid® Casel=1 0/ Update case title

0 r— and state
" ValidateEntities Case=1 >4

Validate case E\

values S
ValidateEntities Casel=1

ValidateEntities Case=1

Start the activity

Copy document

\_ J with the title

"TestDoc1" to the
case

The Validate case values activity is a ValidateEntities activity type that validates if the cur-
rent case has the state FB and the responsible unitis AS. The parameters are defined as fol-
lows:
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Parameters

Id
Enitity
Filter

Properties

Validationinterval

Value
Files
1D eq "{Case D}

{"State_Value"."FB","ResponsibleOu_Value":"A5"}

A R

Required

The Include and Exclude relation types have guards that check if the condition above is

met.

« Include relation type:

« Exclude relation type:

If the condition is met, the Validate case values activity will hold the value 1, and the
Update case title and state activity and the Copy document with title "TestDoc1" activity
will be included. If the condition is not met, it will resultin ! =1 and nothing will happen.

The Update case title and state activity is an UpdateEntities activity type that changes the
case title to Condition met and the state changed to ARK. The parameters are defined as

ValidateEntities Case=1

ValidateEntities Casel!=1

follows:
Parameters
Id Value Required
Entity Files # Yes
Filter 1D eq "{Case. D} & Yes
Properties {"Stare_Value":"ARK","Title™"Condition met"} £ Yes
Validationlnterval 4 No

The Copy document with title "TestDoc1" activity is a CopyDocument activity type that
copies a document named TestDoc1 to the case and name the document Copied doc-

ument. The parameters are defined as follows:
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MaxDocumentsToCopy 1

Parameters
Id Value
DocumentQuery fRecords?$filter=substringof{ TestDoc' Title)
DefaultDocumentName Copied Document
DocumentType DOK
DocumentState UA

NN N

Required

Example: ValidateEntities — Combine rules in a guard

Administrator Guide

Example: The example below illustrates the use of the ValidateEntities activity type

together with complex rules that are combined in a guard. The title will be changed to

"Condition met - Fully processed" and the state of the current case will be changed to

FB, Fully processed automatically if the case has the state UB or the case has the state

AB.

The DCR graph looks like this:

2

Validation

[ ValidateCaseUB=1 or ValidateCaseAB=1]

~

[

Case state is "UB”

[ ValidateCaseUB!=1 and ValidateCaseAB!=1 ]

Case state is "AB"

o

/

AUTO

Update title to

“Condition met -
Fully processed”

and state to to
“Fg"

RN

AUTO

>t
* T Copy document to
case

The Validation activity is a nested activity that holds two activities of the type ValidateEntities.

Each nested activity contains a condition.

The first activity Case state is "UB" validates if the current case has the state UB. The para-

meters are defined as follows:
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Parameters
Id Value Required
Entity Files Yes
Filter |D eq {Case.lD} Yes

Properties {"State_Valua""UB"}

T T

ValidationInterval

The second activity Case state is "AB" validates if the current case has the state AB. The
parameters are defined as follows:

Parameters
Id Value Required
Entity Files & Yes
Filter ID eq {Case D} £ Yes
Properties {"Stare_Valua":"AB"} £ Yes
Validadoninterval # Mo

The Include and Exclude relation types have guards that validate if the above condition is
met.

« Include relation type:
ValidateCaseUB=1 or ValidateCaseAB=1
« Exclude relation type:

ValidateCaseUB!=1 and ValidateCaseAB!=1

The condition is met if either the ValidateCaseUB activity or the ValidateCaseAB activity
hold the value 1, the Update state and title activity and the Copy document to case activ-
ity will be included. If none of the conditions are met, it will resultin ! =1, and nothing will
happen.

The Update state and title activity is an UpdateEntities activity type that changes the case
title to Condition met - Fully processed and the state of the current case to FB, Fully pro-
cessed. The parameters are defined as follows:
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Parameters

Id Value Required

Entity Files & Yes

Filter 1D eq {Case. D} & Yes

Properties {"Title":"Condition met - Fully processed","State_Valu & Yes

=""FB"}
ValidationInterval # No
[ save |

The Copy document to case activity is a CopyDocument activity type that copies a specific
document to the case and names the document Standard letter. The parameters are defined
as follows:

Parameters
Id Value Required
DocumentQuery Records?5filter=RecordKey eq '47'&%select=ID,Userkey, # MNo
Summary
DefaultDocumentMName Standard letter < No
DocumentType DOK # No
DocumentState UA # No
MaxDocumentsToCopy 1 # No

Note: Do not use @Me or @Unit in the ValidateEntities activity. The ValidateEntities
activity is always executed automatically by a system user, and therefore @Me and
@Unit will fail. See Execute activities automatically.

GetValue

GetValue allows you to fetch a value from an entity, for example a case. You can then use this
value in guards to make conditions based on WorkZone data. If the condition is met, the sub-
sequent activities will be included or excluded.
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GetValue parameters

Parameter Description Required

Entity Specify which entity you want to fetch a value from, forexample  Yes
Files (Cases).

Filter Enter the key of the entity you want to get a value from. If you Yes
always want to fetch a value on the current case, which is the
case on which the case activity is started, you can enter:

ID eqg '{Case.ID}'

Tip: You can use WorkZone QueryBuilder to build your
query and copy the filter part to this parameter. See How do
you copy a query from WorkZone QueryBuilder.

Property Specify the property field that you want to fetch a value from. For  Yes
example, if you want to get the case state, enter:

State Value

Tip: You can use WorkZone QueryBuilder to find the name
of the available properties.

Example

Example: The example below illustrates the use of the GetValue activity type
together with guards. A date is fetched from the Created property on the current
case and compared with a date fetched from the PlannedCompleted property. The
dates are compared using the guards. If the condition in the guard is met, a hearing
process is started.

The DCR graph looks like this:

270



et value from
Created field

GetValue from
PlanCompleted
field

[ Activity1 = Activity2 ]

Administrator Guide

[ Activity T < ACIvIy 2]

[ Activity1 > Activity2 ]

_-..Q'D

ALY 1 < Activity2 |

ot Starthearing

Activity1 (GetValue from Created field) fetches the date from the Created field on the current

case. The parameters are defined as follows:

Parameters

Id
Entity
Filter

Property

Value
Files
D eq {Case D}

Created

Required
£ Yes
# Yes
£ Yes
[ save |

Activity2 (GetValue from PlanCompleted) fetches the date from the PlanCompleted field on

the current case. The parameters are defined as follows:

Parameters

Id
Enitity
Filter

Property

Value
Files
1D eq {Case. DY

PlanCompleted

Required
£ Yes
s Ves
& Yes
[ save |

The Include and Exclude relation types have guards that compare the dates.

« Include relation type:

Activityl<Activity2
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« Exclude relation type:
Activityl>Activity2

If the date fetched by activity1 is less than the date fetched by activity2, the subsequent
activity will be included, in this example a StartProcess activity is executed, which starts a
hearing process. If the condition is not met, nothing will happen.

Note: Do not use @Me or @Unit in the GetValue activity. The GetValue activity is
always executed automatically by a system user, and therefore @Me and @Unit will
fail. See Execute activities automatically.

SetValue

SetValue allows you to set a value based on a query in a WorkZone field. You can use the
Computations field on the SetValue activity to provide an expression, for example com-
bining a GetValue activity and actual values. The value that is calculated in the Com-
putations field, will be the value that will be set in the specified WorkZone field.

SetValue parameters

Parameter Description Required

Entity Specify on which entity you want to set a value, forexample  Yes
Files (Cases).

Filter Enter the key of the entity. If you always want to set a value on Yes
the current case, which is the case that the case activity is star-
ted on, you can enter:

ID eq '{Case.ID}'

Tip: You can use WorkZone QueryBuilder to build your
query and copy the filter part to this parameter. See
How do you copy a query from WorkZone QueryBuilder.
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Parameter Description Required

Property Specify the property that you want to insert the value in to. For Yes
example, if you want to set a date in the Planned completed
property, enter:

PlanComplete

Tip: You can use WorkZone QueryBuilder to find the
name of the available properties.

MaxEntitiesTo The maximum number of entities that the activity can set. For

Update example, if you set this parameter to 10, and your query res-
ults in 10 cases or less, all cases will be updated. If the result
of the query exceeds the maximum, the activity will fail , and
an error message will be shown in the history.

Example

Example: In this example, the created date of the current case is retrieved using a
GetValue activity. The Created value is used to calculate the planned complete date
which will be 7 days later. The new date will be stored in the PlannedComplete prop-
erty on the case.

The DCR graph looks like this:

#+ Inzert compuied
value in fo
PlanCompleted

Get value from
Created field

Activity0 (GetValue from Created field) fetches the date from the Created field on the current
case. The parameters are defined as follows:
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Parameters

Id Value Required
Entity Files
Filter ID eq {Case D} £ Yes

Property Created

Activity1 (Insert computed value to PlanCompleted) sets the new date in the PlanCom-
pleted property on the current case based on the calculation of the date in the Com-
putations field of the SetValue activity. The parameters are defined as follows:

Parameters
Id Value Required
Entity Files & Yes
Filter D eq'{Case. 1D} & Yes
Property PlanCompleted & Yes

MaxEntitiesToUpdate & Yes

In the Computations field of the Activity0, insert Activtity0 + P7D, whichresultsina

value (Created date plus 2 days) that will be stored in the PlanCompleted property, when
the SetValue activity is executed.
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Options

Label

Insert computed value in to PlanComp

Included Pending Executed

> Documentation

> Resources

v Advanced

Id
Activity1

mputations

Activity0 + P7D

Costs

0

Data Type

Select Data Type -

Event Type

SetValue o ]

The Running status and idle graphs

Whenever an activity is executed, the DCR graph status will be changed to Running. If a DCR
graph remains in the Running status for more than 5 minutes without signs of active activities,
the graph will be considered to be idle, which enables users and the WorkZone system to per-
form operations on the graph.

A DCR graph is considered idle, even in the case of serious long-present network errors which
could result in Case Activity graph not being able to switch back to Persisted status.
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Execute activities automatically

To reduce the manual work that a user has to do in a case activity list, you can configure
activities to be executed automatically. You can apply automatic execution in two ways by
assigning either the AUTO role or the L-AUTO role to the activity, depending on when you
want the activity to be executed. The activity will be executed by a system user.

Note: If there are more than 50 automatic activities executed in a loop or just sequen-
tially in the DCR graph, an error will be triggered at the 51st activity with the error mes-
sage: "Maximum number of loop iterations of graph execution reached. Loops or
automatic execution flows with more than 50 executions are not allowed."

This restriction helps prevent endless loops which can result in Case Activity graphs
remaining locked in the Running status.

AUTO

Activities with the AUTO role assigned will be executed automatically once as soon as the
activity is included. This means:

« Ifan AUTO activity is successfully executed automatically, it will be set to manual
for any additional executions.

« Ifan AUTO activity fails to be executed automatically, it will be set to manual for
any additional executions.

If an activity fails to execute automatically, it will stay active and the user can execute it
manually. If the activity is executed manually, the default values as set in the graph are
shown in the form. The user can then change the values and execute the activity.

L-AUTO

Activities with the L-AUTO role assigned are executed soon as they are included and
pending. Pending in this context means that the activity is required before the process can
be considered completed. If the activities become pending again later in the process, they
will be executed automatically again.
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You can also assign the L-AUTO role to activities if you want to align the behavior of your
WorkZone case activities with the simulation in DCR Graphs using the lazy user role. See the
DCR documentation.

The L-AUTO role itself does not execute an activity automatically. You need to design the
graph so that the activity becomes included and pending (the Pending check box is selected
on the activity or the activity has a Response connection—a blue arrow in the graph).

Note:

If you assign the AUTO or the L-AUTO role to the CopyDocument activity, you
cannot use the value UP (Personal draft) for the DocumentState parameter. As

it is a system user who executes activities automatically, only the system user
will be able to see the document. See CopyDocuments.

« Ifyou assign the AUTO role or the L-AUTO to an UpdateEntities activity or a
ValidateEntities activity, you cannot use the @Me or @Unit notations. @Me
and @Unit will fail because it is a system user that executes activities auto-
matically. See Current user and organizational unit.

« Assigning the AUTO role or the L-AUTO to a StartProcess activity only works
for processes without parameters. See the StartProcess activity type.

« In DCR terminology, "Pending" means that the activity must be executed before
the whole process (the case activity list) can be considered complete.

Enable quick execution of activities

You can configure activities to be executed without opening dialog boxes. On all activity types,
you can select an EnableQuickExecution option, which will display a check box next to the
activity in WorkZone Client. When a user selects the check box, the activity is executed imme-
diately without opening a dialog box.
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Enable quick execution

1. Inyour DCR graph, select the activity you want to enable quick execution for.

2. Inthe Options, click Resources, and select the EnableQuickExecution check
box under Groups.

Options

Label

Update case handler on case with quick
Included Pending Executed

> Documentation

+ Resources

Roles ﬂ

AUTO

L-AUTO

o(juickExecution

Phases

> Advanced

> Customization

Quick execution in WorkZone Client

When users open an activity list in WorkZone Client, a check box appears next to activities
that have the EnableQuickExecution option enabled. When a user selects the check box,
the activity is executed immediately without opening a dialog box.
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Example

In this example, the activity list consists of a Check activity without quick execution enabled
and an UpdateEntities activity with quick execution enabled.

The UpdateEntities activity named "Update case handler on case with quick execution" has
the EnableQuickExecution option enabled and a check box is shown. When the user selects
the check box, the activity is executed without opening a dialog box.

Preview of Quick execution View All case activities =+ - X%
Activities Role Executed By
» Check without quick execution 24/01/2020 11:02:56  Test Administrator, TESTADMIN O

r i Update case handler on case with quick execution

Apply deadlines and delays to activities

You can apply deadlines and delays to activities in a DCR graph using relations, which means
that you can execute an activity automatically after a certain amount of time has passed (a
delay) or when a certain point in time is reached (a deadline). Users will see the date that is cal-
culated on the basis of the deadline in the Due date column in the activities preview pane in
WorkZone Client.

Preview of Deadlines and delays View Nofilter + = %
Activities Role Executed By Due date
r v Start the case handling 10/09/2019 11:35:46  Test Administrator, TESTADMIN = ]
ra Reply from citizen 20/09/2019 11:35:46 3

See Deadlines in the WorkZone Client User Guide.

Deadline

You can define a deadline for an activity to be executed. The deadline is relative and is cal-
culated from the point in time that an activity is executed.

In the DCR graph, you can add deadlines to the Response relation type.
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For more information about the Response relation type, see the DCR documentation. .

Delay

In addition to deadlines you can define a delay which will enable an activity with a delay or
execute it with a delay if the activity is of the type AUTO. The delay is calculated from the
time that an activity is executed.

In the DCR graph, you can add delays to the Condition relation type.

For more information about the Condition relation type, see the DCR documentation. .

Set a deadline or a delay on an activity

1. Inyour DCR graph, insert a relation of the type Response if you want to apply a
deadline or Condition if you want to apply a delay.

2. In Options, enter a deadline in the Deadline field or a delay in the Delay field
depending on the relation type and what you want the graph to do.

The notation for deadlines and delays is: days.hours:minutes:seconds

Example: 1.1:30:00 which indicates a deadline or a delay within one day, one hour,
and 30 minutes from the activity was executed.

If you only specify, for example, 2 it means two whole days.

For more information about use of deadlines and delays in DCR graphs, see the
DCR documentation. .

Example: DCR graph with deadlines and delays

A case handler sends a letter to a citizen with a reply deadline 10 days after the letter has
been sent. If the citizen has not replied after 7 days, a reminder letter will be sent to the cit-
izen's e-Boks automatically using SmartPost. When the reply from the citizen is received, a
letter with information about the case being closed it is sent automatically to the citizen with
a one minute delay using SmartPost.

The DCR graph may look like this:
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AUTO

Send reminder

Start the case . Reply from citizen

handling -

LTS

Yo

AUTO

Send "Case
closed” letter

« Adeadline of 10 days is specified on the Response relation type for the Reply from
citizen activity.

« Adelay of 7 days is specified on the Condition relation type, which ensures that the
Send reminder activity is executed if a reply has not been received.

« Adelay of 10 days is specified on the Condition relation type that sends the Send
"Case closed" letter when the deadline has passed and no reply has been received.

Export and deploy case activity graphs

To prepare your graph for packaging and for import into your WorkZone system, you need to
export the graph to an XML file, and then deploy it using WorkZone Configurator.
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Export case activity graphs as XML

1. InDCR, select the graph that you want to export.

2. Click File > Export As XML. The graph is now exported to an XML-document
wit the same name as the graph.

To make the case activity workflow available to WorkZone Client users, you must deploy
the DCR graph using WorkZone Configurator.

Deploy the case activity graph

In WorkZone Configurator, you must import the DCR graph XML-document that you just
exported from DCR and deploy it.

Prerequisite: To configure and deploy case activities, you must have the
PROCESSADM access code.

1. Open WorkZone Configurator.

2. Click Process and follow the instructions in the Case activities topic in the
WorkZone Configurator Administrator Guide.

FAQs about case activities

This section contains a list of frequently asked questions on WorkZone Process func-
tionality. Click any question below to see the answer.

How do you copy a query from WorkZone QueryBuilder

Some activity types have parameters that require you to specify properties and values or fil-
ters in JSON format. You can use WorkZone QueryBuilder to create queries, and then copy
them to the activity type parameters.

1. Create a query in WorkZone QueryBuilder.

2. Click the Filter element to copy the filter expression, and then click OK to copy
the filter to the clipboard.
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WorkZone OData QueryBuilder

Endpoint: Full Strict OData V3 (V3) +  Show labels »  Links: Client + My Queries
*
Entity: Cases (Files) +  Documentatior L.
This site says...
- / _ _ .
State (State Value) v equals Copy filter expression to clipboard ?
Responsible unit (Responsiblef Els el
Select: x State (State_Value) x Responsible unit (ResponsibleOu_Value)

Expand:
Order by:

Aggregate:

Search (0) Save Query Export Query

3. Paste the filter in to the Properties parameter of an activity. In this example, the fil-
ter expression State Value eq 'FB' and ResponsibleOu Value eq
'AS' is copied and pasted

See Copy query elements from WorkZone QueryBuilder to the clipboard for more

information about copying elements in WorkZone QueryBuilder.

How do you look up process GUIDs
Some activity types require that you specify the GUID of a process in a ProcessGuid para-

meter. You can look up process GUIDs in WorkZone Configurator.

1. In WorkZone Configurator, go to Process > Processes.

2. Point to the process you want to get the GUID for.

3. Click = Edit process parameters.

4. Copy the GUID from the GUID field and paste it into the GUID parameter of the
activity.
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1, Distribution (Extended) - Process
-4048-acOb-cbb14f2b9241

Name (da-DK) Name (de-DE)
Fordeling (Udvidet) Distribution (Extended) (DE)
Name (en-GB)

Distribution (Extended)

Description (de-DE) Description (en-GB)

Distributes a case to the owner and Distributes a case to the owner and
contributors (DE) contributors

Order

1 ® ) Enable log profile

Access code

Tip: You can also look up GUIDs in the WZP_PROCESS table using
ScanSQL.

How do you look up case activities GUIDs

Some activity types require that you specify the GUID of a process in a ProcessGuid para-
meter. You can look up process GUIDs in WorkZone Configurator.

—_—

In WorkZone Configurator, go to Process > Case activities

2. Point to the case activity you want to get the GUID for.

3. Scroll to the GUID column.

4. Copy the GUID from the GUID field and paste it into the GUID parameter of the
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activity.

o S
¥ WORKZONE configurator Test Administrator, TESTADMIN | @ (

21 Test graph Test graph Test graph Test graph Test graph Test graph ee6e158d-6759-4c73-93c4-e3601592073

Tip: You can also look up GUIDs in the WZP_PROCESS table using ScanSQL.

Why can't users access their cases during Case activity execution?

Users will temporarily be unable to modify a case when the case is locked during process exe-
cution ( for example during SmartPost execution). The users will encounter an error message
indicating lack of appropriate access rights because the case is running with the system user's
access rights and not the user's assigned access rights. Automatically triggered Case Activ-
ities on the case are executed normally, but manually triggered activities cannot be executed
by the user.

This behavior is implemented to temporarily protect the case from updates during the exe-
cution of actions (for example generation of pdf reports). After these actions are completed,
the user will be able to access the case and execute case activities again.

Troubleshooting case activities

Click an issue below to see the solution or workaround.
Send SmartPost error messages

When users execute an activity list in WorkZone Client and an activity fails, an error message
is shown under History in the Case activities pane. The activity may fail due to wrong con-
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figuration of the Send SmartPost activity in the graph. Below you will find a list of error mes-
sages with extended descriptions.

"The activity cannot find the specific letter document to send."

Message in Danish: "Aktiviteten kan ikke finde det specifikke brevdokument, der skal
sendes."

The message is shown if the letter document specified in the Letter parameter does not
return a specific document that can be used as the letter document. The query must only
return one specific document. For example, if more than one Word document is saved on
the case, the query must define exactly which document must be used as the letter. The
activity may also fail if the specific document does not exist on the case.

"The activity cannot find valid recipient addresses."

Message in Danish: "Aktiviteten kan ikke finde gyldige modtageradresser."

The message is shown if the Recipient parameter in the query or the role notation do not
return any recipients, for example if the activity contains a wrong query or it lists wrong or
non-existing roles.

"The total number of messages to send exceeds the allowed maximum number. The max-
imum number is 50 messages."

Message in Danish: "Det samlede antal beskeder, der skal sendes, overstiger det tilladte
maksimale antal. Du kan hgjst sende 50 beskeder."

The message is shown if the number of messages to send exceeds the allowed maximum
number, which is currently set to 50 messages. The number of messages is calculated
based on both messages to recipients and copy recipients. You can as the graph designer
modify the Recipient parameter to retrieve less recipients, or the user can reduce the num-
ber of case parties with the specified roles on the case.

"The activity cannot start the SmartPost process. The SmartPost process is not valid."

Message in Danish: "Aktiviteten kan ikke starte SmartPost-processen. SmartPost-pro-
cessen er ikke gyldig."

The message is shown if the activity contains an invalid SmartPost process GUID in the
ProcessGuid parameter.

"The activity cannot start the SmartPost process. The value {ProcessOwner} is not valid for
the 'ProcessOwner' parameter."
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Message in Danish: "Aktiviteten kan ikke starte SmartPost-processen. Veaerdien {Pro-

cessOwner} er ikke gyldig for parametret 'ProcessOwner'.

The message is shown if the process owner cannot be found because the contact does not
exist or has reached the end date or there is no case handler on the case or the document.
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Troubleshooting

Click an issue below to see the solution or workaround.

Problems related to Proxy users in Microsoft Outlook

When a proxy user performs an action in a smarttask, the state of the user task is not
updated according to the action.

The issue is caused by incorrect write permissions for the user account in Microsoft
Outlook. To work around this issue:

1. Right-click the top-level node in the navigation pane (normal view):

EJ ari@scanjour.dk ]

4 ;-] Inbox (1)
- Alpha
» Ll Charlie
*_J Documentation
> Ll Echo

2. Select Folder Permissions. The Outlook Today - [user account] Properties
dialog box is displayed.

3. Click the Permissions tab.
4. For each listed user, select Edit all if not already selected.
5. Click OK.

Important: You need to perform the same steps for all shared folders under the user
account. To enter settings for shared folders, right-click a shared folder and select
Properties.

Service is stopped when a process is started
To work around this issue:

Ensure that WorkZone Process Services (Scanjour Service COM WzP and ScanJour
workZone Process Asset Update Service)arerunning when WorkZone Process
is being used.

404 error when running in a load balanced environment
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A 404 error may occur when you run the Scanjour .Workflow4.UpdateAssets Service.

To work around this issue:

1. Select Run as a different user in Internet Explorer and, for the user who uses the
service, add the website as a trusted site on the local intranet.

2. Select Automatic logon with current user name and password under User
Authentication.

3. Locally on the server, select the following security settings for the local intranet
zone:

« MIME Sniffing: Enable
« Include local directory path when uploading files to a server: Enable

« Launching applications and unsafe files: Enable

4. In Local Area Network (LAN) Settings, leave Automatically detect settings
unselected.

An error icon is displayed in the Processes overview

Sometimes an error icon can be displayed in the Processes overview.

To work around this issue:

1. See the tooltip of the erroricon 4.
2. Take the necessary action - for example, give the actor read access to the doc-

ument or ensure that the actor's e-mail address exists in WorkZone Client.

Smarttask appear as not loaded

The content of smarttask may appear as not loaded or loaded with no other content than a
grey background.

This may be happen if the Exchange Server is using an SSL certificate that does not work (for
example, it has become inactive).

In order to debug this issue:

1. In Outlook, click File > Options.

2. Onthe left pane, select Advanced.
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3. Inthe Developers section in the contents on the right, select the Show add-in
user interface errors check box.

4. Click OK.
5. Restart Outlook.

6. Open a smarttask.

If you get an error message saying that an exception has occurred and it contains the word
“Autodiscover”, then it is a known issue with an SSL certificate that does not work.

To work around this issue:

1. Open the IS Manager on the Exchange server.

Navigate to Default Web Site.

On the action pane to the right (under Edit Site), click Bindings.
Edit all the bindings of the type https.

From the SSL certificate list, select a valid SSL certificate.
Recycle all the MSExchange (x) application pools.

Click OK.

N o o &~ DN

Task locked by other user
When a user has opened a task, it is locked, and other users cannot work on it.
Workaround:

To unlock a task, you need PROCESSADM access rights.
Searching by document ID does not produce a search result

To search for documents from WorkZone Process, you must know part of the title of the
document. If you want to search for a document based on the document ID, you should pro-
cess the search from WorkZone Content Server. In WorkZone Content Server 2016, the
search option is already available.

To enable the search feature in WorkZone Content Server 2014, run the scripti_ctx_
record_title.sqgl which is located in Program Files (x86) under \KMD\Workzone\Pro-
cess\Config\scripts in sqlplus:

sgql> @i ctx record title.sqgl

sgl> execute create i ctx record title;

290



Administrator Guide

sqgl>

A mail agent user does not receive smart tasks in Outlook as expected

Setting up a mail agent user who is not the user running the WorkZone Process Mail Agent,
when you configure WorkZone Process in environments, where you cannot make changes to
the Active Directory, requires a workaround. Failing to complete this workaround will have the
effect that users will not receive smart tasks in Outlook as expected. The server event log will
report that users running the WorkZone Process Mail Agent do not have permission to send
mails on behalf of the mail agent user.

To work around this issue, complete this step:

« Open Outlook as the mail agent user and to add the WorkZone Process user as a del-
egate or representative, click File -> Account Settings -> Delegate Settings -> Add
> [user running WorkZone Process Mail Agent]

Changes to mail notification settings don't seem to be applied

When you enable email notifications for one or more users you must update the email noti-
fication settings to make the changes apply. We recommend that you update the settings by
recycling the WzpSvc application pool from the Internet Information Services (ISS).

Mail notifications are also updated if you restart the ISS. However, restarting the 1S will affect
applications and services apart from the email notifications so recycling the WzpSvc applic-
ation pool is the preferred method.

For more information about the mail notification configuration, see Configure notifications.
Smart task and Start process do not load correctly

When trying to open a smart task or start a process from the Process view, the task or process
might fail to load correctly. You will get the message that a value is missing to complete the
action.

To work around this issue, complete these steps:
- Close Outlook
- Clear the cache in Internet Explorer

- Reopen Outlook

Configurator fails to load data into database
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When working with the configurator, you might experience that it fails with the following
message:

Error 6 initializing SQL*Plus
SP2-0667: Message file sp1<lang>.msb not found
SP2-0750: You may need to set ORACLE_HOME to your Oracle software directory.

To work around this issue, either restart the server machine or log off and then log on to the
machine again.

"Concurrent connections exceeded" when using the Mailbox Monitor and F2 integration
service workflows

You may experience errors if you use the Mailbox Monitor and F2 integration service work-
flows. Error text in the event log:

Unable to initialize ExchangeConnection on "host address":
Microsoft.Exchange.WebServices.Data.ServiceResponseException:
You have exceeded the available concurrent connections for
your account. Try again once your other requests have com-

pleted.

Error is caused by a high number of concurrent exchange con-

nection on single email account.

To solve this issue, you can configure multiple Mailbox Monitor/F2 integration services to
run on different user accounts. You can also modify the Exchange throttling policy based
on Microsoft guidelines. See Modify the EWS throttling policy to handle concurrent con-

nections.
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